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Addendum to WS_FTP Pro User’s Guide

This chapter describes what SSL is and how you can configure
WS_FTP Pro to make secure (SSL) connections.

What is SSL?

SSL (Secure Socket Layer) isaprotocol for encrypting and decrypting
data sent across direct internet connections. When a client makes an
SSL connection with a server, all data sent to and from that server is
encoded with a complex mathematical algorithm that makes it
extremely difficult to decode anything that is intercepted.

Thefollowing is astep by step illustration of how SSL works.

Step 1. The client makes the initial connection with the server and
requests that an SSL connection be made.

Step 2. If the server is properly configured, the server will send to the
client its certificate and public key.

Step 3. The client uses that public key to encrypt a session key and
sendsthe session key to the server. If the server asksfor the cli-
ent’s certificate in Step 2, the client must send it at this point.

Step 4. If the server is set up to receive certificates, it compares the
certificate it received with those listed in its trusted authorities
database and either accepts or rejects the connection.
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If the connection isregjected, afail messageis sent to the client.
If the connection is accepted, or if the server isnot set up to
receive certificates, it decodes the session key from the client
with its own private key and sends a success message back to
the client, thereby opening a secure data channel.

The key to understanding how SSL worksisin understanding the
parts that make SSL itself work. The following is alist of these parts
and the role each plays.

Client. In this case, the client isthe WS _FTP Pro 6.6 software.

Certificate. The Certificate file holds the identification information of
the client or server. Thisfileis used during connection negotiations to
identify the partiesinvolved. In some cases, the client’ s certificate
must be ‘signed’ by the server’s certificate in order to open an SSL
connection. Certificate files have the .crt ending.

Session Key. The session key is what both the client and the server
use to encrypt data. It is created by the client.

Public Key. The public key is the device with which the client
encrypts asession key. It does not exist asafile, but is abyproduct of
the creation of a certificate and private key. Data encrypted with a
public key can only be decrypted by the private key that made it.

Private Key. The private key decrypts the client’s session key that is
encrypted by a public key. The private key file hasthe .key ending.
Private keys should NEVER be distributed to anyone.

Certificate Signing Request. A certificate signing request is gener-
ated each time a certificateis created. Thisfile is used when you need
to ‘sign’ acertificate. Once the Certificate Signing Request fileis
signed, a new certificate is made and can be used to replace the
unsigned certificate.
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How to make an SSL connection

To make an SSL connection with a server configured for SSL that you
have an account on:

1 Follow the directionsfor configuring a site, being sure to select
the Secure (SSL) option.



After you click Connect, WS _FTP 'tells' the server that you want
to make an SSL connection. The server then transmits to you an
identifying certificate, letting the client know who the server is. I
that certificate is already listed in your Trusted Authority data-
base, the connection is made.

If that certificate is not listed as atrusted authority, the Non-
Trusted Authority dialog box appears.

Select the option you need and click OK. If the server does not
require a certificate to be returned, the secure connection will be
established. All data transmitted between you and the server will
be encrypted.

If the server you are attempting to make a connection to asks
WS _FTPto send back a certificate, follow the direction for Client
Certificate Verification.

Client Certificate Verification

If the server you are attempting to make a connection to requires your
client to send an identifying certificate back to the server, you must:

1
2

Configure the site with the Secure (SSL) option selected.

Create a certificate. Refer to the section “ generating a certificate”
for more information.

Send the Certificate Signing Request file to your server adminis-
trator.

Once the server administrator signs the Certificate Signing
Request, it will be sent back to you.

When you receive thefile, follow the directions for “ Selecting a
Certificate” on page 5, selecting the new certificate to go in the
Certificate box.

Connect to the server.

Generating a Certificate

To create an SSL certificate:

1

From the File menu, select Configure SSL. The SSL Utilities
window appears.
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2 Click the Certificate Creation tab.

SSL Utilities

Certificate Selection  Cerlificate Creation | Celificate Slgnlr\gl Trusted Authoritie: 4 | ¥

This wlity will create @ Key fle [key file), a Certifieate Fequest
st file), and sl signed Cartificate [ crt fis).

Certificate Set Mame:  [braemar

Output Lacatiors  [C9FtpSve
Cetiisate Infomation
Cty/Tonr  [pugusta Couniry: [US

State/Province: IEeurgia Emai Iaemar@\pswwtch com

Drganization: Ilpswwtch Urit: Idncumar\tatlnn

Common Name: |braemar.ipswitch.com Al entriss are filed in.

Pass Phrase: [

Pass Phrase lm— The Passphrase entries are
Confirmation: identic:al.

Create

3 Enter anamein the Certificate Set Name box. Thiswill be the

name of the certificate that is generated by WS _FTP.

Click the Browse (...) button in the Output L ocation box to
select the folder you want the certificate created in.

Enter information in all of the Certificate Information boxes:
City/Town. City or town where you are located. (Ex. Augusta)

State/Province. State or Province where you are located. (Ex.
Georgia)

Organization. Company or individual user name.
Common Name. This can be either the name of the person creat-

ing the certificate or the fully qualified domain name of the
server associated with the host.

Pass Phr ase. Pass phrase that is to be used to encrypt the private
key. It isimportant to remember this pass phrase. The pass
phrase can be any combination of words, symbols, spaces, or
numbers.

Pass Phrase Confirmation. Re-enter the same pass phrase as
above.

Country. The country you arein. This must be avalid two letter
country code. (Ex. US)

Email. E-mail address of the person the certificate belongs to.



Unit. Name of organizationa unit. (Ex. Research and Develop-

ment)

6 After al of the boxes arefilled in correctly, click Create to gen-
erate the keys, certificate, and certificate signing request. If all of
the boxes are not filled in, you can not create the certificate.

If you are creating a certificate to be used by WS _FTP Pro, you
should send the certificate signing request (by e-mail) to your server
administrator. If they require it, they will sign the certificate and
return it to you. Thereturned certificate should be the one you identify

in the Certificate Selection tab.

Selecting a Certificate

The Certificate Selection tab is used to choose which private key and
certificate you want to use during SSL connection negotiations. If a
new certificate has not been created, follow the directions for “ Gener-

aing a Certificate” on page 3.

Certficate Selestion | Ceriicate Creation | Ceriicate Sigring | Trusted Authoriie 4 | ¥ |

Select the Certificate and Key file that the server will uze during

@ 550 negotiaion. YYou must know the pass phrase used to decode
the private key. The certificate selected MUST have been
generated using the selected key.

Private Key: C:MiFtpS wchbraemar key .
Certificate: ChiFtpSwehbraemar. ort
Pass Phrase: l“““—
Pass Phrase lxxxxxxxx—
Confirmation:

Reset erply

The Passphrase entries are identical

The Key and Certificate exist

Help

To select an SSL Certificate:

1 Click the Browse(...) button next to the Private Key box to
select the private key you want to use during SSL negotiation.
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2 Click the Browse(...) button next to the Certificate box to select
the certificate you want to use during SSL negotiation. The certif-
icate you use must have been created using the key you selected
for the Private K ey box.

3 Enter the pass phrase associated with that certificate in both the
Pass Phr ase and the Pass Phrase Confirmation boxes. A pass
phrase can be any combination of words, symbols, or numbers. It
is case sensitive and must be written exactly the same way each
timeit is used.

Without the correct pass phrase in both boxes, the certificate and
private key cannot be verified and the selection cannot be saved.

4  Click Apply to save your entries.

Clicking the Reset button erases what you have done since the last
time new settings were applied.
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Trusted Authorities

The Trusted Authorities tab stores alist of certificate names that are
recognized by WS_FTP Pro.

SSL Utilities

Cartfieate Selection | Certficate Creation  Trusted Authites |

All certificates in the tusted authorities database will be used to
@ authenticate certificates sent from the FTP server

'Euad To [ 1ssued By | Expires [
[Elipswitch, Inc., Ips...  Ipswitch, Inc., Ipswit..  Jul 82010 16:23:58

Femove | Ewpat [

Help Close

Certificate Display
Issued To. Who the certificate was issued to.

Issued By. Who the certificate was signed by.



Expires. Date on which the certificate expires.
Adding a Certificate
To add a certificate to the database:

1 Click the Import button and select the path and file name for the
certificate. The Add Certificate? dialog box appears.

[Add Certificate? [x]

g e pou e you wish to add the following certficate as a
tusted autharity?

~lssuer
Diganization Ipswitch. Inc
Unit Ipswitch Cartficate Services
Common Mame:  Ipswitch. Inc
Country us

- Subi
Diganization: Ipsuitch, Inc.
Unit Ipswitch Certficate Servicas
CommanMame:  Ipswiteh, Ine.
Courtry: us

Expires:  Jul 82010 16:23:58 GMT Mo

2 Review theinformation on that dialog box and click Y esto add
the certificate to the database.

Exporting a Certificate

To export a certificate from the Trusted Authorities database:

1 Select the certificate you want to copy out of your database.
2 Click the Export button.

3 Sdect the folder you want to copy the certificate to and enter the
name you want to save the certificate file as.

4  Click OK.

Removing a Certificate

To remove a certificate:

1 Select the certificate to be removed.
2 Click Remove.

3 A warning appears advising you to export the certificate before
you remove it. Removing the certificate del etes the certificate
file

4  Click OK to remove the certificate.

Addendum to User’s Guide
WS_FTP Pro




8

Addendumto User’ s Guide
WS_FTP _Pro

Non-Trusted Certificate

When you connect to a server using the SSL connection option, that
server sends you a certificate. If that certificate is not listed on the
Trusted Authority tab, or if it was not signed by a certificate on this
list, thisdialog box appears.

Mon-Trusted Certificate

The certicate supplied by the server was not issued
by 2 Trusted Authoriy.
eiiicat

[value
Tpswich, I, WS_FTP Server 20
Ipswitch, Inc., pswitch Centificate Services
Jul 32000 06:00:00 GMT
Jul 102001 DE:00:00 GMT

4 | 2]

Certificate Information

Issued To. Name of the person or company who the certificate
belongs to.

I ssued By. Name of the person or company who signed the certifi-
cate.

Active From. The date on which this certificate was activated.

Expires On. The date the displayed certificate will no longer be a
valid certificate.

Options

Allow this connection only. If this option is selected, the connection
will be made, but WS_FTP will still not recognize the certificate asa
trusted authority. The next time you attempt to connect to this server,
this dialog box appears once again.

Trust thiscertificate. If thisoption is selected, the connection will be
made and the certificate will be added to the trusted authority database
in the Trusted Authority tab, so future connections can be made with-
out you being prompted.

Do not allow this connection. If this option is selected, the connec-
tion will be terminated.
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