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About this Guide

This Getting Started Guide provides you with step-by-step
instructions on planning, installing, and testing your IMail Server
system.

Other IMail Server Information

* ThelMail Server User’s Guide provides a complete reference for
user registration, advanced configuration, services options,
mailing lists, and more.

e |Mail Server provides help on all screens and dialogs.

e IMail Server product pages and a Knowledge Base of technical
articles and updates can be found at:

http://www.ipswitch.com/Support/IMail

Components of an Internet Mail System

IMail Server provides the following basic services required to
implement an Internet-based mail system. (Theillustration on the next
page shows these components.)

«  AnSMTP server which letsIMail Server communicate with other
mail serverson the Internet.

e A POP3 server which lets an e-mail client retrieve mail from the
mail server.

e AnIMAP server which provides another method whereby an e-
mail client can access mail on the mail server.

This guide focuses on setting up the mail server; however, you also
need the following software components to connect your mail system
to the Internet and to provide mail capabilities for your users:

e A Domain Name System (DNS) server. The DNS server can be
on your network or hosted by your Internet Service Provider.

e For each mail user, e-mail client software, such as Microsoft's
Outlook Express® or Qualcomm’s Eudora®, is needed.

Alternatively, mail users can use IMail Server’s Web Messaging to
read and send mail through any web browser.
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Components of a Mail System
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Planning Your Installation

If you possess aworking knowledge of Windows-based applications
and operating systems, you will find that installing IMail Server isas
quick and easy asinstalling some of our other popular software
products. We do, however, recommend that you plan theinstallation to
ensure an IMail Server configuration that works for your organization.

This section describes what you need to know about the primary host
(the system on which you install IMail Server), and what decisions
you need to make before running the installation.

Step 1: What Do You Need?

To get the best performance and the ability to expand your mail
service, we recommend that you designate a computer to function as
your e-mail server and you do not run other servers on the computer.

System requirements are:

e AnIntel Pentium processor or higher

e Microsoft Windows 2000 or NT 4.0 or later with Service Pack 6;
Windows 2000 Server or Advanced Server, and Windows XP.

Note
IMail Server isnot compatible with Windows 95, Windows ME,
Windows 98, or Win32s.

Itisrecommended that the NTFS (rather than FAT) file system be
used for increased operability and security.

* Network interface card installed and configured to use
Microsoft's TCP/IP for Windows NT or Windows 2000; OR a
dial-up TCP/IP connection

e A full-time or dia-up connection to the Internet

*  Modem (optional, but needed for mail-to-pager, mail-to-fax, and
notifications).

« A satic |P address.
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Step 2: How Many Users Will You Support?

Determine how many active users you plan to have and the hardware
system needed to support them. The following table depicts minimum
system requirements based on the number of users:

Hard Drive Space

Active Users Processor RAM POPL IMAP2
250 or less Pentium 100 MHz 64 MB 2GB 6 GB
250 - 1000 Pentium 200 MHz 128 MB 4GB 12 GB

1000 - 10,000 Pentium 11 300 MHz | 256 MB 8 GB 24 GB

10, 000 - 100,000 | Pentium Il 400 MHz | 512 MB 16 GB 48 GB

100, 000+ Dual Pentium I+ 1GB 32 GB+ | 96 GB+

1. POP retrieves mail from the server and deletes it from the server.

2. IMAP leaves mail on the server.

Step 3: Create DNS Entries for Your Mail Server

Determine the Domain Name System (DNS) settings required for the
system on which you will install IMail Server. Before you create DNS
entries, you will need the following information from your Windows
TCP/IP settings:

e Primary Host. The primary host is the system on which you
install IMail Server.

e Host Name (of Primary Host). The host name for your e-mail
server; for example, imailbox.

e |P Address (of Primary Host). The IP Address is a numerical
address for the e-mail server host (i.e. 156.21.50.15)

* Domain Name. The domain name identifies the network that the
host is on (i.e. domain.com).

To identify your mail host in the DNS, you will use the Host Name
plus the Domain name; for example, imailbox.domain.com. Thisis
also know asthe Fully Qualified Domain Name (FQDN).

To get the DNS information on Windows NT system, double-click the
Network icon in the Control Panel, select the Protocols tab, select
TCP/IP Protocol, and then click Properties. The TCP/IP window
appears. Click DNS to view the domain information.




To get the DNS information on a Windows 2000 system, click the
System icon in the Control Panel, select the Network I dentification
tab, then click Properties. The I dentification Changes dialog box
shows the domain information.

The Host Name and Domain must be registered in the DNS (Domain
Name System) if you want remote hosts (hosts not on your local
network) to be able to communicate with your system.

To properly send and receive e-mail, the following records should be
added to your DNS server. If an Internet Service Provider (ISP) is
hosting your DNS server, contact your ISP to have the appropriate
records added to the DNS server.

« MX Records. A Mail eXchanger (MX) record is used to identify
the computer that processes mail for adomain. If you will host
multiple domains, you'll need an M X record for each domain.
The MX record pointsto the (fully qualified) host name of the
IMail Server (the Primary Host). For example:

domain.com N MX 10 imailbox.domain.com

A Records. You will need an Address (A) record for the IMail
Server that has the | P address of the IMail Server (the Primary
Host). Ex: imailbox.domain.com IN A 156.21.50.15

e PTR Records. A pointer (PTR) record is used for reverse
lookups. You will need a PTR record that resolves the I P address
of your IMail Server (the Primary Host) to the Official Host
Name of your IMail domain. Ex: 156.21.50.15 in-addr.arpa.
host=imailbox.domain.com

If you need more information about setting up the DNS entries, see:

e A primer with examplesin “Appendix A: Mail Servers and the
DNS’ on page 25.

» DNStutoriasinthe IMail Support Center at:
http://www.ipswitch.com/Support/IMail/dns.html

e Our Knowledge Base in the IMail Support Center at:
http://www.ipswitch.com/Support/IMail
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Note

You can use |pswitch’sWS_Ping ProPack to look up DNS
information. An evaluation version isincluded on the IMail Server
CD. For more information about looking up DNS information using
WS _Ping ProPack, see“ Step 1: Confirm your DNS Settings’ on
page 15.

Step 4: Choose the Type of User Database

| dentify the database used by the Primary Host to register and
authenticate users. The Primary Host can use one of the following
databases for registration and authentication: (Registration is the
process by which user mail accounts are created. Authentication isthe
process by which user IDs and passwords are verified.)

IMail Database. All user IDs and passwords for mail accounts
are stored, separately from either the Windows NT or 2000 user
database or any external database, in aproprietary database in the
Windows registry.

You can also import Windows NT or 2000 usersinto an IMail
user database, without having them linked to the Windows NT or
2000 user database. For details on importing Windows NT or
2000 users, refer to the IMail Server Users Guide “Importing NT
Users’ section in Chapter 4.

Windows NT Database. This database provides automatic
creation of user mail accounts for any user listed in the Windows
NT or Windows 2000 user database on your host machine.

Please note that the Primary Mail Host needs access to the
Windows NT or 2000 user database for your network.

In order to have access to the user databases, IMail Server must
be installed on a Primary Domain Controller (PDC) or a Backup
Domain Controller (BDC).

To view acurrent listing of usersin your Windows NT or 2000
user database, use the appropriate administrative tool as described
in your Windows documentation.



You will not be able to add or delete users using IMail
Administrator. Instead, you must use the appropriate Windows
administrative tool (these are different for Windows NT and
Windows 2000).

Note
A mailbox and other user files are created for a user when the
mail server receives a message for that user, or when a user first
accesses the IMail Server through amail client.

External Database. IMail Server can use an external database to
register and authenticate users. This option lets you specify an
existing ODBC-compliant user database and lets you add and
delete users either from the IMail Administrator or the external
database. IMail Server supports Microsoft SQL Server or
Microsoft Access.

If you will use an external database, make sure you have set up
the database connection in the Windows ODBC Data Source
Administrator. Before you start the IMail Server installation, you
will need the ODBC System DSN name for the database and the
User ID and password for logging on to the database.

Notes:

If you want to use a different ODBC database, you can modify
IMail Server's ODBCUser.dll file to support it. For more
information, read the ODBC topics in our Knowledge Base at:

http://support.ipswitch.com/kb

To display the topics, enter ODBC in the Sear ch for box, select
IMail Server from the product list, then click Search.

You can download the source code for the ODBCUser.dll from:
ftp://ftp.ipswitch.com/l pswitch/Product_Support/I Mail/odbcuser7.zip

Step 5: What E-Mail Services Do You Want to Provide?

Besides the basic SMTP service, identify the other servicesyou would
like your e-mail server to provide. For example:

Service Monitoring (IMail Monitor Service) lets the mail
administrator monitor the status of all IMail Services (SMTPR,
POP3, IMAP, Web Messaging).

Getting Sarted Guide
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*  Web Messaging lets usersread mail from the server and send mail
using aweb browser.

e POP3 service lets users retrieve mail and send mail using clients
like Qualcomm’s Eudora Pro and Microsoft’s Outlook. With
POP3, user mail is usually stored on the user’s PC.

* IMAP4 servicelets users read mail from the server and send mail
using clients like Qualcomm’s Eudora Pro and Microsoft’s
Outlook. With IMAP4, mail is usually stored on the mail server.

Note
You will have the opportunity to specify these services and more
during installation.

Step 6: Determine Security Levels and Access Control

Identify the levels of security and access control needed to ensure the
integrity of your mail server. IMail Server provides several waysto
secure your e-mail server; for example:

SMTP Mail Relay options

The mail relay options allow you to set appropriate security that
determines who can use your mail server and who cannot. IMail
Server provides five options for mail relay:

Note
During installation, you can select from four options: Relay for select

addresses, No mail relay, Relay mail for anyone, and when
upgrading: Do not change my existing local mail relay settings.
After installation, you can change the relay settinginthe SMTP
Security tab in IMail Administrator.

» Relay for Select Addresses

This option alows you to enter the | P addresses of “trusted”
hosts and subnets, for which you will relay mail. IMail Server
will consider these addresses to be local. If mail is received
from any of the specified |P addresses, IMail Server will
accept the mail that is destined for other hosts. The IMail
SMTP server will also accept mail from other hoststhat is
destined for the specified IP addresses.



Relay Mail For Anyone (not recommended)

Selecting this option will cause the SMTP server to accept
mail from any host that is destined for any other host. This
option isthe least secure; it allows your server to be used by
anyone to send mail to anyone.

If you select this option your server may be blacklisted for
running an open relay. To prevent this you should choose the
previous option of “Relay for Select Addresses’.

Relay For Local Hosts Only

This option checks to make sure the "From" address of
incoming mail contains avalid IMail Server host name.

This option is more secure than the previous one, but it is
possible to forge the "From" address and circumvent this
security.

Relay For Local UsersOnly

This option checks to make sure the "From" header of
incoming mail contains avalid IMail Server host name and
that the user is a user on that host. It does not check user
aliases. If the host name or User ID is not valid, the server
does not relay mail.

Aswith the previous option, it is possible to circumvent this
security option by forging the "From" header. You cannot use
this option if you are using a“ store and forward” setup to
relay mail for another server.

No Mail Relay

The server will refuse to accept mail destined for other hosts
(any host not on the IMail Server machine). If all of your
users send and receive mail from the same host that IMail
Server ison, or if they use Web Messaging to access mail, you
can select this option.

“No Mail Relay” isthe best option if you are unableto “Relay
for select Addresses’ because your users dial up using
dynamic I P addresses, or if you are concerned that “ Relay
Mail for Local User” and “Relay Mail for Local Hosts” can
be easily spoofed.
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For more information on Mail Relay options and other security
features, see Chapter 8 in the IMail Server User’s Guide.

SMTP Authentication

SMTP Authentication lets you verify each user who attempts to
send mail through your mail server. SMTP Authentication is
always enabled on the IMail Server. Users need to set their mail
clientsto do an SMTP login; for example, in Microsoft’s
Outlook, select the option My outgoing mail server requires
authentication.

SMTP Authentication is used in the following cases:

» |f you usethe No Mail Relay option for SMTP relay.

» If you usethe Relay for select Addresses option, SMTP
Authentication enables users who send from | P addresses that
you do not list; for example, users who are travelling and do
not have a static | P address.

Secure Sockets Layer (SSL)

SSL provides user authentication and encryption for your Web
Messaging and Web Cal endaring communications.

For more information about SSL, see the help file for the IMail
SSL Configuration Utility (available from Start->Programs->
IMail menu). The Introduction topic provides background
information on SSL and how it works.

Step 7: One Mail Host or Multiple Hosts?

You can have multiple hosts on one IMail Server system, with each
host handling the mail for asingle domain. This feature lets you
provide separate mail services for separate organizations.

Hosts can be added to the IMail Server after you have completed the
installation of the primary host.

For information about setting up additional hosts and information
about other advanced configuration options, see Chapter 3inthe IMail
Server User’s Guide.



Installing IMail Server

This section walks you through the steps to get IMail Server up and
running. Thisisfollowed by a quick test of your installation. The last
two sections cover upgrading and removing IMail Server.

To install IMail Server, complete the following steps:
Step 1: Start the Installation Procedure

1 LogontoWindowsNT or Windows 2000 as a System
Administrator, or to an account with System Administrator
privileges.

2 Back up your Windows registry. (Run regedit.exe and select
Export Registry File from the Registry menu.)

3 Do one of thefollowing:

» If you purchased an IMail Server CD-ROM, insert it in the
CD-ROM drive. If the installation program does not
automatically start, select Run from the File menu, and then
enter the CD-ROM drive path followed by install\setup.exe,
(for example: d:\install\setup.exe).

» |If you downloaded IMail from the Internet, run the
downloaded imailec.exe application.

Theinstallation program starts.

Note
Asyou proceed through the installation questions, note that you can
get help on any installation screen by pressing F1.

Step 2: Set the Official Host Name for Your Server

Thefirst installation screen (Official Host Name) asks you to confirm
(or enter) the official host name of your primary system. Thiswill be
the “primary host” for your IMail Server installation.

If you don’t know the Official Host Name, see “ Step 3: Create DNS
Entries for Your Mail Server” on page 4.

If needed, you can add other “virtual hosts’ after completing
installation of the primary host.
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Step 3: Select the User Database

The next screen (Database Options) asks you to select the user
database option you prefer. See “ Step 4: Choose the Type of User
Database” on page 6. Select from the following database options:

+ IMail Database

*  Windows NT Database

e External Database

If you selected Exter nal Database, you must specify the ODBC
System DSN for the database, along with the user D and password to
log on to the database server. IMAILSECDB is the default name that

the IMail ODBC link uses. For example, for the System DSN, you
would enter: i mai | secdb; Ul D=i mai | user ; P\D=passwor d

Note
Before you use IMail Server to associate an external database with a
host, use the Windows Control Panel to make sure there is a System
DSN (Data Source Name) that pointsto avalid database name. See
your Windows NT and database documentation for information on the
System DSN.

Step 4: Select the Location for Installed Files and Folders

In the next screen (Choose Destination L ocation), enter the directory
where IMail Server will beinstalled. This directory must not be
moved or renamed after installation, and the path and directory must
not contain spaces.

In the Select Program Folder screen, confirm or enter the Program
Group in which IMail Server will appear (on the Start menu).

Step 5: Set Security Options

The next two screens ask whether you want to install SSL keys, and
what SMTP security you want to set. After you complete the
installation, you can change either of these settings using the IMail
Administrator. In the IMail Server User’s Guide, see Chapter 6: Web
Messaging and Chapter 8: SMTP Security.

SSL applies only to Web Messaging. In the SSL Keys dialog box,
select one of the following options:



» |If you aready have athird-party SSL certificate, click No. After
installing IMail Server, runthe IMail SSL utility by selecting
Programs->IMail Server ->|Mail SSL Configuration Utility
from the Start menu, and then follow the instructionsin Help.

* If youdo NOT already have athird-party SSL certificate, but
want to run the IMail web server using a“self-signed” SSL
certificate, click Yes.

e |f youwould like to read more about SSL before making a
decision, click No. (You can always install default keys|ater.)

Inthe SM TP Security screen, you can select the mail relay option
you want to use. See “ Step 6: Determine Security Levels and Access
Control” on page 8. This setting isimportant as it determines who can
and cannot use your e-mail server (meaning your USersvs. spammers).

Step 6: Select the Template Set to Use for Web Messaging

Select the set of web templatesthat you want to install by default. You
can add additional templates (i.e. to virtual hosts) later by manually
copying them from the CD.

Step 7: Select the Dictionaries for Web Messaging

Select the dictionaries that you want to install by default for Web
Messaging. Note that dictionaries can be installed later. For
explanations of each dictionary, press F1 on this screen during the
installation process.

Step 8: Select the IMail Services You Want to Offer

Theinstall program displays alist of IMail services (Service Start
Options) already running on your system. (If you have never installed
IMail Server before, these servicesare IMail SMTP Server, and
IMail Queue Manager service). Select any others you want to start
by default.
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Service Start Dptions E

Pleaze zelect the desired IMail services to start by default.
Mate: vou can control these services later in the IMaill Administrator

under localhost.
. -
o o W
T
| [ IMail FINGER Server [ IMai POP3 Server
™ IMail Manitor Service I IMail IMAPS Server
e [ IMail P/D Server [ IMail LDAP Server
I IMail weh Service [ IMail weh Calendar Service
™ IMail Syz Logger Service
IPSWITCH"

[ IMail WHOIS Server v IMail Queus Manager Service

< Back I Mesit » I [Eanze] |

Note
You can also specify default services at any time after the installation.
However, to send and receive e-mail, asaminimum, the M ail SMTP
Server box must be checked.

Step 9: Add a Test User

If you selected the IMail Database option, the Add User screen
appears. We recommend you add a few “stand-in” users now so you
can test the installation. (Note that you can also add users at any time
after the installation.)

Step 10: Restart your system

If you are prompted to restart your system, it is because the
installation could not properly set up afile. A Dynamic Link Library
(DLL) ismost likely to cause this problem. To ensure that IMail
Server runs properly, restart as soon as possible.



Testing Your IMail Server Installation

This section provides some quick teststo ensure that you have a
working IMail Server configuration. See “Appendix A: Mail Servers
and the DNS’ on page 25 for detailed DNS information.

Step 1: Confirm your DNS Settings

To check the DNS records for your IMail Server installation, you can
use either of the following tools:

If you selected to install an evaluation copy of WS_Ping ProPack,
you can use the Lookup tool that is a part of this suite of
diagnostic tools.

The “nsookup” command in Windows NT or 2000 operating
system.

To check your DNS settings using WS _Ping ProPack:

1

From the Start menu, select Programs->WS_Ping ProPack->
WS Ping ProPack, and then click the L ook Up tab.

View the M X record to verify that the domain name is pointing
to the correct host name. To do this, enter the following:

» Nameor |P address: Enter the domain name (for example,
domain.com).

* DNS Server: Enter the host name or | P address of the domain
name server you want to use or, select stack from the drop-
down list to use your operating system’s network stack.

e Query Type: Select M X from thelist.
Click Start. You will get information like the following:

>donai n. com _
10, i mai | box. domai n. com

View the A record and verify that host name is pointing to the
correct | P address. To do this, enter the following:

* Nameor | P address. Enter the Official Host Name of the
IMail Server host (for example, imailbox.domain.com).

* DNS Server: Enter the host name or | P address of the domain
name server you want to use; or, select stack from the drop-
down list to use your operating systems's network stack.

Getting Sarted Guide
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e Query Type: Select A from thelist.
Click Start. You will get information like the following:

>i mai | box. domai n. com

156. 21. 50. 10
View the PTR Record and verify that the IP Address points to
the official host name. To do this, enter the following:

» Nameor | P address: Enter the | P address of the IMail Server
host (for example, 156.21.50.10).

» DNS Server: Enter the host name or | P address of the domain
name server you want to use; or, select stack from the drop-
down list to use your operating system’s network stack.

* Query Type: Select PTR from thelist.
Click Start. You will get information like the following:

>10. 50. 21. 156. i n- addr . ar pa.
host = i mail box. domai n. com

Record any errors. If you host your own DNS server, correct the
entries. If your DNS service is hosted by an | SP, contact them and
reguest the changes.

To check your DNS settings using the “nslookup” tool:

1

Run the Windows “nslookup” command to view the M X record.
View the M X record to verify that the domain name is pointing
to the correct host name. For example, enter:

nsl ookup
>ls -t MX domai n.com

The command returns information like the following:
>domai n MX 10 i mai | box. domai n. com
Under the Windows “nslookup” command, view the A record
and verify that host name is pointing to the correct | P address.

nsl ookup
>s -t A imailbox.domain.com

The command returns information like the following:
>i mai | box. donai n. com A 156. 21. 50. 10
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Primary Host —» g Host1. company.com
y Host Namne: IHUSH.EUFHD&H}'.CDIT\ Add Host.. |
Gate Host: I Backup. |
Defauk Host. [localhast View Queue.. |
Tap Dir.: IE'\\Mal\ Init LDAP |
Spool Dir.: IC.\\Mai\\spUDI Optimnize: LDAP

3 Under the Windows “nslookup” command, view the PTR
Record and verify that the IP Address points to the official host
name.

nsl ookup
>l's -t PTR 156. 21.50. 10

The command should return information like the following:

>i mai | box. donmai n. com PTR 156. 21.50. 10

4 Record any errors and, if you host your own DNS server, correct
the entries. If your DNS serviceis hosted by an ISP, contact them
and request the changes.

Step 2: Confirm Your IMail Server Installation
To confirm your IMail Server installation, do the following:

1 Fromthe Start menu, select Programs > IMail > IMail
Administrator.

The IMail Administrator appears. The left panel provides access
to system defaults, services, and to primary and virtual host
settings. For each host, there is accessto users, aliases, and list-
server mailing lists.

Select an item in the left panel to view its properties in the right panel.

Log Server. IW 27001

Imstall D ate: IZDDSDZ11-1T1H

SET

‘For Help. press F1
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2 InIMail Administrator, expand the localhost folder, and then
select the primary host. The right panel shows the General
properties for your primary host. Check the following:

» Official Host Name. Make sure this matches the host name,
as entered in the Windows TCP settings, for the machine on
which you installed IMail Server.

* Host Aliases. If you want users on the primary host to get
messages addressed to the domain name, create an alias for
the host. For example, mail to the user elena is addressed as
elena@emmitt.companyl.com. If you create a host alias of
companyl.com, the user (elena) can also receive mail
addressed to elena@companyl.com.

For more information about configuring IMail Server, see “ Chapter 2:
Configuration” in the IMail Server User’s Guide.

Step 3: Confirm User Database Setup

To verify that you can send and receive mail, you should have at least
one user for your primary host.

If your primary host uses the IMail user database, you may have
created a user during the installation. Check whether users were

created: in theleft panel of IMail Administrator, expand the localhost
folder, select the primary host, and then expand the User s folder. If
you see only the “root” user, perform these steps to add atest user:

1 Select the primary host and click the General tab.

2 Intheright panel, click Add User, and then follow the
instructions. A user ID must be 3 to 30 characters with no
hyphens or spaces. For now, leave Show Advanced Settings
turned off.

3 Click Next and then Finish to add the user. The user ID is added
tothelist of registered usersfor the primary host. When the user
ID is selected in the | eft panel, the user’s properties appear in the
right panel.

If your primary host uses the Windows NT or Windows 2000 user
database, you should have two default accounts: Administrator and

Guest. If you need to add a user for test purposes, add the account in
the appropriate Windows administrative tool.




If your primary host is based on an external database and the external
database is not populated, perform these steps:

1 InIMail Administrator, in the left panel, expand the primary host
and the Usersfolder.

2  Select the user named root.
3  Onthe General tab, turn off Account Access Disabled.
4  Addafew users.

Any usersyou have added can now receive mail through IMail Server
at the host name specified in your Windows TCP/IP parameters. For
example, if you added the user elena, and the host nameis
emmitt.companyl. com, the user can now receive mail addressed to
elena@emmitt.companyl.com.

Note
If you want users on the primary host to get messages addressed to
just the domain name, create an alias for the virtua host. For example,
if you want the user shown above to get mail addressed to
elena@companyl.com, create a host dias of companyl.com for
jemmit.company.com. For more information, see “ Chapter 2:
Configuration” in the IMail Server User’s Guide.

Step 4: Sending and Receiving Mail in a Test Account

To send and receive mail in atest account, complete the following

steps:

1 Check to make sure the mail servers are running. To do this, from
the left panel, expand the localhost folder and select the Services
folder to see if the SMTPR, POP3, and IMAP4 servers are running.
The status of SMTP should be “running;” thisis automatically
started. If the POP3 and IMAP4 are not “running,” you must start
them.

2 Start your e-mail client.

If youareusing IMail Client (Start > Programs> IMail > M ail
Client), the users you added will appear in adrop-down list. Log
on using one of the user accounts you created, and send mail to
another user. Then check that the mail appears in the second
user’'s Main mailbox.
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Note
A special version of IMail Client for Windows is automatically
installed on the IMail system. Thisis provided for those who are
administering IMail Server on the NT workstation on which
IMail Server isinstalled; it is useful for reading the “root”
mailbox, working with seldom-used accounts, and testing. The
IMail Client application should not be used on the IMail Server
system to view end-user mailboxes, as this may cause problems
with remote access to the same mailboxes (depending on the
remote clients being used).

Next, you need to send a test message to test mail serviceto
remote systems. To do this, if you are connected to the Internet,
send mail to imailtest@ipswitch.com. We will reply to your mail.
You can also test by sending mail to a user on another host and
ask them to reply.

When you are satisfied that the mail server works properly, you
can add more hosts and users.

Getting Sarted Guide
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Upgrading

This sectionisfor users who are upgrading from a previous version of
IMail Server. IMail Server is automatically installed in the same
directory where you had the previous version or evaluation version.
This directory should not be changed, moved, or renamed.

1

Back up the Windows NT/2000 registry key,

H KEY_LOCAL_MACHI NE\ Sof t war e\ | pswi t ch\ | Mai |\

(Start regedit.exe, locate thiskey and select Export Registry File
from the Registry menu.)

Follow the same instructions as for new installs.

Note

You must stop all IMail services and close the IMail Administrator
interface before upgrading.




Upgrading Using External Databases

When reinstalling IMail Server over an earlier version, in which one
or more hosts use an external user database, new columns must be
added to the database tables. Thisis due to additional user-level data
which must be stored for use with the new Web Messaging and Web
Calendaring features. The new columns must be added to the user
table for each IMail Server host that uses an external database.

During theinstall, IMail Server will determine whether your system
currently uses an external database. If the answer isyes, then adialog
is displayed giving you the three following options:
e Click Yesto have thisinstall program automatically add the
columnsto all external database tables used to store IMail
Server user settings.
» Click No to continue installation without updating the tables.
» Click Cancel if you want to manually add the necessary

columns. The required columns can be found in the release
notes. You will need to restart thisinstall program when

ready.

Note
If you click No and install anyway, be advised that IMail Server may
not function correctly.

If acustom ODBC driver was used with a previous version of IMail
Server, the driver must be modified to use the new columns. Source
code for the basic ODBCUser.dll driver (tailored for SQL Server and
Access) can be downloaded from the IMail Support Center at:

ftp://ftp.ipswitch.com/I pswitch/Product_Support/IMail/obdcuser.dl|
Upgrading Web Messaging

If the installation program detects that you have previoudly installed
web templates for web messaging, an additional dialog will be
displayed allowing you to choose how to upgrade the templates. This
dialog box, gives you the following options:

*  Overwriting the existing files
* Instaling the new filesin a separate folder
* Notinstalling the new filesat all.
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If you have customized your existing templates, you should choose
option 2, and then check to see which templates have changed. For a
list of web messaging files that have changes, see the IMail Server
release notes (ntimsv.txt).

If you have customized templ ates you want to continue using, refer to
the “Upgrading Customized Templates Document” (Upgrade6to8.txt)
for procedures to upgrade the old templates for use with IMail Server.
Thisfileislocated in the[IMail Top Directory] \W\\eb\New directory.

Upgrading Anti-Spam Features

If you have previously installed IMail Anti-Spam, you will need to
decide whether to overwrite the antispam-table.txt and spamblkm.txt
files. By default, to preserve any customizations you have made, these
files are not overwritten. If these files are found on your system, new
fileswill be created called antispam-table-ini.txt and spamblkm-
ini.txt, which contain the updated spam word counts and black list
configurations. If you want to use these updated word counts and
black lists, you must manually copy the contents as follows:

*  To update the word counts, copy the contents of the antispam-
table-ini.txt file to the antispam-table.txt file.

»  To update the black list configuration information, copy the
contents of the spamblkm.ini.txt file to the spamblkm.txt file.

Re-Installing IMail Server to a Different Location

When re-installing IMail Server to a different location, the
WEBDOCS vauein imonitor.ini isnot updated. This causesthe up.gif
and down.gif filesin IMonitor to be missing on the Service Status
page. IMonitor produces the WEBDOCS value, but does not know
when areinstall has occurred, or when aweb directory has been
moved. If you change the install location of IMail Server, you MUST
update the WEBDOCS field in theimonitor.ini file to point to the new
location so the GIFs will be loaded properly.



Removing IMail Server

ToremoveMail Server, usethe Add/Remove Programsapplet inthe
Windows Control Panel. The following happens:

* |Mail services are removed from the Control Panel Services.

»  Everything is deleted in the Windows registry under
HKEY_LOCAL_MACHINE/Software/lpswitch/IMail (but does
not remove the Ipswitch key).

» Directories and files created by setup.exe are removed if nothing
has been added to them. For instance, if you haven't added any
users (and root never gets mail), the Users directory isremoved.

Note
Removing IMail Server as described above does not delete the
IMail directory or the subdirectories and files it contains. To
remove these, you must delete them manually.

IMail Server’s uninstall does not remove the following files:
iwebmsg.ini, imonitor.ini, and iwebcal.ini. This can cause problems
with future installations. An example isif an administrator installs
IMail Server in alocation other than the standard C:\IMail, settings
such as the web dir, ports, etc... are retained. If the administrator then
installs IMail Server in the standard location, some values point to the
wrong location by default.

If you arereinstalling IMail Server to anew location, these three files
(iwebmsg.ini, imonitor.ini, iwebcal.ini) need to be deleted or updated.

Enabling Wizards

The IMail Administrator provides several wizards that help you enter
information. For example, the New User wizard steps you through the
creation of an account for anew user. If you enable wizards, awizard
will start when you do the following:

e Addhost
e Adduser
e Addadlias
e Addlist

Getting Sarted Guide

IMail Server

23



To enable wizards, from the Tools menu, select Use Wizards. To
disable wizards, select it again.
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Technical Support

For more information about | pswitch Technical Support, visit our
Support Center at:

http://www.ipswitch.com/support/


http://www.ipswitch.com/support/
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Appendix A: Mail Servers and the DNS

This appendix provides some background information on the Domain
Name System (DNS) and how mail servers use the DNS. The section
briefly describes the DNS, but the focus is on mail servers and the
DNS records that mail servers use to find other mail servers.

If you are not familiar with how DNS operates, we recommend the
book “DNS and Bind” published by O’ Reilly and Associates, for
general DNS information. Refer to your DNS server’s documentation
for information about making entries in your DNS server.

What is DNS?

DNS is the mechanism by a program running on your host computer
can locate the address of other hosts on the Internet, and by which
other hosts on the Internet can locate you. The DNS essentially
provides a map of the structure of the Internet.

To participate in the Internet, organizations must register adomain
name with the InterNIC and obtain addresses to use for the hostsin
their domain. For example, ipswitch.comis aregistered domain name,
and some addresses assigned to ipswitch.comare 156.21.50.1 through
156.21.50.255. For information about registering a domain name, see
the InterNIC’ s web site at http://www.internic.net.

All hosts on the Internet must have a host name and an | P (Internet
Protocol) address. You can give a host any host name you want, as
long asit is unique within your domain. For example, some host
names and addresses in the ipswitch.com network are;

testl.ipsw tch.com 156.21.50.1

test2.ipsw tch.com 156.21.50.2
test3.ipswitch.com 156.21.50.3

DNS servers provide the mapping of host names to their addresses.
The DNS server for ipswitch.com lists each Ipswitch host and its
corresponding address. Thus, any host outside of ipswitch.com can
query the DNS server for ipswitch.com to find the address of a
particular host. Once it has the address, the requesting application can
communicate directly with the host.

Mail Serversand DNS
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Note that querying a DNS server isalso called a“DNS lookup” or a
“lookup.”

When a host outside ipswitch.com wants to send mail to a user on the
ipswitch.com network, it queries the DNS server for ipswitch.comto
find the mail server for users on ipswitch.com. The host can then send
mail to the mail server, which will deliver it to the appropriate user.

User’s Guide

IMail Server

How the Mail Server Uses DNS

All SMTP mail serversthat communicate with other Internet hosts use
a DNS server to look up mail addresses. The basic communications
between amail server and aDNS server work as follows for incoming
mail and outgoing mail.

Incoming Mail:

To illustrate how a DNS server is used to look up mail addresses, we
use the example of what happens when a user on another Internet host
sends mail to a user on your IMail Server host (for example to
fred@domain.com).

1 A user sends mail to your user, fred@domain.com.

2 Thesending mail server asksthe DNS server on the domain.com
network for the host name of the mail server. The MX (Mail
eXchanger) record in DNS identifies the Host Name of the mail
server.

3 TheDNS server for domain.com returns the value of the MX
record, which is the host name of the mail server, in this case,
mail.domain.com.

4  The sending mail server now asks the DNS server on the
domain.com network for the address of the mail server host
(mail.domain.com). The A record in DNS maps the host name to
an | P address.

5 TheDNS server for domain.comreturns the value of the A record
for the mail server host (mail.domain.com), which isthe IP
address (156.50.1.5).

6 Thesending mail server connectsto the receiving mail server’s|P
address and sends the mail.



Outgoing Mail:

When one of your IMail Server users sends mail to a user on another
Internet host (for example, to sam@widgets.com), the same process
occurs, except that it isyour mail server that does the lookups for MX
and A records on the DNS server for the widgets.com network.

Rever se Lookups

Note that some mail servers, upon receiving a mail, will do a“reverse
lookup” on the address to make sure it isvalid. Thisisdonein an
attempt to thwart bulk mailers who may be illegally using someone
else’'s mail server to relay mail. To do areverse lookup, the receiving
mail server asks the DNS server on the sending mail server’s network
to confirm that the I P address of the sending server matches the host
name of the sending server.

Reverse lookups are enabled in DNS by creating a PTR record for the
mail host. The PTR record maps an | P address to a host name.

Setting Up Mail Server Records in the DNS

To set up your mail server in the DNS, you must create the records
that other mail servers use to find and connect to your mail server.
Making these entries requires that you first have:

e A registered Internet domain name for your local network (for
example, domain.com).

e A DNSserver for your local network.
Your Local Network’s DNS server

Before your mail server can communicate with other mail hosts, you

must configure the DNS server to recognize your mail server. Without
afunctional and correctly set DNS, IMail Server cannot deliver mail,

except to domains that are within IMail Server.

For each mail host on your network, you must make the following
entries in your DNS:

e AnMX record for the mail domain (for example, domain.com).
The MX record identifies the host name of the mail host.

Note that mail hosts (virtual hosts) that do not have an IP address
require only an MX record.

Mail Serversand DNS
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* AnA record for the host name of the mail host. The A record
maps a host name to an IP address.

* A PTRrecord for the |P address of the mail host. The PTR record
maps an | P address to the host name and is used for reverse
lookups.

Since there are DNS servers from many vendors available, we cannot
describe how to create the records for your specific DNS server.
Instead, we show an example using a basic configuration for asingle
mail host.

Example of a Basic Configuration

In this example, we use a DNS lookup tool to query the DNS server
and show the responses. You can use the Windows NT command line
program, NSLOOKUP, to query a DNS server. If you are not familiar
with thistool, we suggest the Ipswitch WS_Ping ProPack application,
which provides agraphical interface for querying a DNS server. Use
the Lookup tool in WS_Ping ProPack.

To describethe DNS entries for amail server, we use examplesfrom a
typical small network and start with the following assumptions:

* You have one computer with a network interface card (NIC)
installed.

*  You have set the IP address for this computer to avalid address
within your range of addresses. In the example, we will use
156.21.50.5.

*  You have assigned this computer a host namethat isvalid in your
domain. In the example, we will use mail.domain.com.

*  You have designated another SMTP server to act as a backup if
your mail server is down. In the example, we will use
cecil.domain.com.

You must set up the following records for the computer:

* AnMX record for the domain domain.com that points to the host
name of the computer running IMail (mail.domain.com).

* AnA record for mail.domain.com

* A PTRrecord for mail.domain.com

E-mail for the users on this mail host is addressed to
user @domain.com.



First, we do an M X lookup (just as a sending mail server would do) to
find the mail host for the domain.com network. To simulate this, in the
WS Ping ProPack’s L ookup tool, we enter domain.comin the Name/
Address box and M X as the Query Type, which returns the following:

domai n. com

10, nmil.domai n.com

50, cecil.domin.com
This shows that mail.domain.com and cecil.domain.com are both mail
hosts for the domain.com network. The cecil.domain.com host isa
backup mail server. The number indicates the priority of the mail host
— it tells the sending mail server which mail host to try first. The
lower the number, the higher the priority. In our case,
mail.domain.com is the one we want other mail serversto usefirst;
cecil.domain.comis used only if mail.domain.comis down.

For information about how a backup mail server works, see “ Setting
Up IMail Server asaBackup Mail Spooler” intheMail Server User’'s
Guide.

Only ahost nameisreturned in response to an MX query. The sending
mail server needs the IP address of this host name so it can connect to
the mail host. The sending mail server performs another DNS lookup
to get the IP address (defined in the A record) of highest priority mail
host. To simulate this, in the Lookup tool, we enter mail.domain.com
inthe Name/Address box and A asthe Query Type, which returnsthe
following:

mai | . donai n. com
156. 21.50.5

If we query the A record for cecil.domain.com, we get:

ceci | .domai n. com

156. 21. 50. 100
With the IP address for the mail.domain.com host, the sending mail
server can now connect to that host and deliver the mail. If the attempt
is successful, thereis no need to go any further. However, if the
mail.domain.com host is down, the connection attempt fails and the
sending mail server will have to try the next highest priority MX
record, in this case, cecil.domain.com.
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Sample DNS Records

If we use a DNS lookup tool to query the DNS server for the network
in our example (for al information, in verbose mode), you would see
entries like the following:

domai n.com I N MX 50 cecil.donai n.com
IN MX 10 mai |l . domai n. com

cecil.domai n. com IN A 156.21.50. 100
mai | . donai n. com IN A 156.21.50.5

5.50. 21. 156. i n-addr. arpa.,type = PTR
host = nmil.domi n.com

5.100. 21. 156. i n-addr. arpa.,type = PTR
host = cecil.domain.com

Other Configurations

If you have multiple mail hosts on your IMail Server, you will need an
MX, A, and PTR record for each host. “Chapter 2: Configuration” in
the IMail Server User’'s Guide describes some advanced configuration
topics and describes the DNS entries you must make for these
advanced configurations.
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