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Chapter 1: Introduction

This chapter begins with a basic introduction to WS _FTP Server, a
brief description of File Transfer Protocol (FTP) and how an FTP
server works (for newcomers), how the WS_FTP Server works, and a
description of the product’s main features.

In addition, you'll find an introduction to the FTP server’s interface
(the WS_FTP Server Manager), system requirements, and the installa-
tion procedure.

What is WS_FTP Server?

WS _FTP Server isafull-featured FTP server for Windows NT and
Windows 2000 systems. WS_FTP Server lets you create an FTP site
that makes files and folders on your PC available to other users and
customers. Users can connect (viathe Internet) to your site, list fold-
ers and files, and (depending on permissions) download and upload
foldersand files. You can control user accessto the siteitself andtoits
individual folders and files. You can create multiple FTP sites on the
WS_FTP Server — each will function as a completely separate site.

WS_FTP Server complies with the current Internet standards for the
FTP protocol (documented in RFC 959 and 1123). Users can connect
to the server and transfer files by using an FTP client that complies
with this protocol, such as WS_FTP Pro. The FTP server runsas a
Windows NT service.

Note
The Internet Engineering Task Force (IETF) publishes
Requests for Comments (RFCs) for al Internet Standards.
Each RFC defines a standard. You can view RFCs online
by connecting to: http://rs.internic.net.
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How FTP Works

FTPis based on the client—server model of communication between
computers: one computer runs a server program “serving up” informa-
tion to other computers. The other computers, or systems, run client
programsthat request information and receive repliesfrom the server.
The system running the server programis an FTP server.

To access an FTP server, users must be able to connect to the Internet,
Intranet, or local area network (viaamodem or local area network)
and an FTP client program.

An FTP client-server session establishes two connections: a control
connection that stays open for the entire session and a data connection
that opens and closes to transfer data such asfolder listings and files
to or from the client as requested by the client. Normally, the control
connection occurs on port 21.

The FTP server runs continuously in the background and listens to
port 21 for a connection request from an FTP client. When an FTP cli-
ent requests a connection, the FTP server verifies the logon user ID
and password and, if valid, it opens a control connection.

After auser logs on, their accessto the FTP hosts'sfile system is
determined by permissions assigned to directories and folders.

How WS_FTP Server Works

WS _FTP Server isinstalled as a Windows NT service that runs con-
tinuously. WS _FTP Server letsyou set up one or more FTP hosts, each
with itsown users, directories, and folders. Each FTP host functions as
aseparate FTP site. To set up an FTP host, you use the following com-
ponents:

e User accounts— WS _FTP Server can use user accounts from an
existing Windows NT, IMail Server (Ipswitch’s mail server prod-
uct), or other ODBC external user database. You can aso use the
WS_FTP Server Manager to create accounts in an ODBC data-
base, or its own user database. To log on from an FTP client, users
enter their user ID and password.

e Anonymous logon — if enabled, a user can log on to your FTP
site without having a user account. You can use “anonymous
FTP” to make folders and files on your PC publicly available,
without having to create and maintain individual user accounts.



To log on from an FTP client, users enter anonymous or ftp as
their user I1D. For the password, they should enter their e-mail
address or no password.

Default public folders — All users on an FTP host have afolder
(with the same name as their User ID) under the FTP host’s top
directory. Users can transfer filesto and from their own folders. If
afolder named public is created in auser’s folder, all other users
(including anonymous users) can view and download filesin this
public folder.

Logon directory — for each FTP host, you can set whether you
want users to start in their own folder, or start in the top directory
when they log on.

FTP folders and permissions — If you want to grant FTP permis-
sionsfor afolder on your computer, you can create an FTP folder
and have it reference (point to) an existing folder. You can then
grant permissions for any of the FTP users, including anonymous
USers.

User groups — You can create a user group and add userstoit so
you can grant appropriate permissions on a group basis.

Major Features

WS_FTP Server provides the following major features:

Supports al FTP clients and Web browsers that comply with the
standards in RFC 959 and 1123.

Supports multiple FTP hosts (sites’domains) on a single PC.

Supports secure (SSL) connections so that al data transferred to
and from the server can be encrypted.

Uses an existing user database for user authorization (Windows
NT, IMail Server, or another ODBC external database), or lets
you create your own user database.

Provides an unlimited number of user accounts on each FTP host.
Supports anonymous logons.

Supports "regets’ — if the client connection is lost before afile
transfer is complete, when the client logs on again, the client can

resume the transfer where it was interrupted. (This feature must
also be supported by the FTP client.)
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* Letsyou grant FTP permissions per folder.

e Letsyou set maximum file counts and maximum disk space per
user (or set adefault value to be used by each user account).

e Letsyou set maximum number of userslogged on to an FTP host.
e LogsFTP server events.

* Letsyou add or import users from the MS-DOS command line
with the Add User utility.

* Letsyou create customized commands that your users can use on
your server.

* RunsasaWindows NT service.
»  Ability to remotely manage your server.

WS_FTP Pro Client

If you need an FTP client, we recommend our own WS_FTP Pro.
WS_FTP Pro lets you communicate with virtually all types of FTP
servers.

WS _FTP Pro provides two user interfaces for 32-bit environments:
the“classic” user interface, which runs as a stand-alone Windows
application, and the “Explorer” interface, which looks and acts like
Windows Explorer.

If you use WS _FTP Pro with WS _FTP Server, you will get premium
performance and advanced functionality, such as:

e Encryption of user IDs and passwords sent over the network
(when used with WS _FTP Pro Version 6.0 or later).

e Theahility to resume afailed transfer.

e Theahility to transfer from one remote FTP server to another
(remote-to-remote transfer).

*  Theability to make secure (SSL) connections to the server with
WS_FTP Pro.

For more information about WS _FTP Pro, visit our web site at:
http://www.ipswitch.com

4  User’sGuide
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WS_FTP Server Security

WS_FTP Server provides the following security features:

Complete SSL capabilities with multiple levels of security that
can be configured at the server level.

When used with the WS_FTP Pro Version 6.0 client or higher,
logon connections send the user ID and password in an encrypted
form, rather than sending them across the network in clear text.

Userson an FTP client get three chances to send the correct user
ID and password, after which the connection fails.

User Ids and passwords are stored in the Windows NT registry
when using WS _FTP Server database.

Ability to control accessto an FTP host by setting an IP address
or range of addresses for which the FTP host either grants or
denies access.

Ability to set permissions on virtual folders.
Ability to deny anonymous logins.
Ability to lock usersto their home folder.

The WS_FTP Server Manager

The WS_FTP Server Manager |ets you manage your FTP server con-
figuration, and any FTP sites you create.
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The WS _FTP Server Manager presents atwo panel window. In the left
panel, click the plus sign (+) next to an item to display sub-items.
When you click an item, its properties appear in the right panel.

You can have multiple FTP hosts (each functioning as a separate FTP
server) on the WS_FTP Server. In the left panel, under Local System,
there is an entry for each FTP host that you create. Under each FTP
host, there are user accounts, groups of users, and folders (FTP direc-
tories) for that host.

You can manage all FTP server functions from the WS _FTP Server
Manager.

Remote Management

Before you can remotely manage WS _FTP Server, you need to install
WS _FTP Server Manager on the computer that will be used to do the
remote management (Any Windows 2000, or Windows NT computer
that the server is not running on.)

Installing from the WS _FTP Server CD-Rom:

Run theinstall program on that computer and select the option to
install the Remote Server Manager.

Installing from the e-commer ce download:

After installing WS_FTP Server on the host computer, transfer the
mgr_inst.exefile to the computer you want to use to remotely manage
your server (found inthe WS _FTP Manager Install folder in the direc-
tory you installed WS_FTP Server 3.0). Double-click the file and fol-
low the directionsto install the WS _FTP Server Manager.



System Requirements

WS_FTP Server requires the following system resources:
e Windows NT 4.0 or later or Windows 2000.

e A 32-bit TCP/IP protocol stack (such as the stack bundled with
Windows NT)

Installing WS_FTP Server

You must log on to the Windows NT system as a system administrator
in order to install the WS _FTP Server software.

If you purchased WS_FTP Server online, install it by double-clicking
the file you downloaded and following the prompts on your screen.

To install the software from the CD:

Insert the WS _FTP Server disk into adisk drive. If the welcome
screen does not appear:

1 Click the Start button and select Run.

2 Enter the drive letter followed by autorun.exe. For example,
d: aut orun. exe

3 Follow the instructions on your screen.
Removing WS_FTP Server

The uninstall function removes all files associated with WS _FTP
Server from your PC.

Toremove WS_FTP Server:

Go to the Add/Remove Programs section of your Windows NT Con-
trol Panel and select |pswitch WS_FTP Server Manager.

Files Installed

When you install WS _FTP Server, the following files are placed on
your hard disk:
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ftpsec.dll, program that provides an interface between WS_FTP
Server and the Windows NT security system

iFT PAddU.exe, the command line utility for adding and modify-
ing users

iFtpM gr.cnt, the Help table of contents
iftpmgr.exe, the Server Manager application
iFtpMgr.hlp, the Help file

iftpsvc.exe, the FTP server

iFtpSvcP.dll, program that generates FTP server statisticsin the
Windows NT Performance Manager

release.txt, the release notes

remove.exe, the uninstall utility

sslsve.dll, program that provides the SSL functionality
sslsvc.chm, the Help file for the SSL Utility
ipswitch.crt, the Ipswitch SSL certificate.

server.crt, the default SSL certificate.

server.key, the default SSL private key.

odbcuser.dll, program that provides support for external user
databases.

server_0.cdb, adatabase that contains several commonly used
trusted certificates.

rand.dat, a program that generates random numbers.

mgr_inst.exe, the program that allows you to install the Server
Manager remotely.

Release Notes

Please refer to the file named release.txt for information regarding
enhancements or changes that may have been made to the software
since this manual was printed.

8 User'sGuide
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Getting Updates and Giving Feedback

If a software patch is created to update the currently shipping version
of WS_FTP Server, Ipswitch will make it available on our FTP and
Web sites. You can check our download FTP directory or the down-
load directory on our web site for current software patches. Note that
to download most product upgrades, you must have avalid service
agreement.

To download software from the Ipswitch FTP Site:

1 Fromyour FTP client, connect to the Ipswitch FTP server by
entering:

Hostname: ft p. i pswi t ch. com
User ID: anonynous
Password: your e-nmail address

2 Open the Product_Support folder. Open the WS _FTP_Server
folder.

3 Transfer the patch file and placeit in your WS_FTP Server direc-
tory. Run the patch file to update WS _FTP Server.

To download software from the |pswitch web site:

1 Inyour web browser, go to: http://www.ipswitch.com
2  Click the Services & Support link.

3 Click Patchesand Upgrades.
4

Save the patch filein your WS_FTP Server directory. Run the
patch file to update WS_FTP Server.

We welcome your feedback on WS_FTP Server. Please e-mail any
comments and suggestions to feedback @ipswitch.com.

Introduction
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Chapter 2: Setting Up an FTP Site

This chapter describes how to configure the WS _FTP server and how
to set up one or more FTP sites on the server. You need to create an
FTP host for each FTP site that you will have.

Configuring the FTP Server

Oninstallation, WS_FTP Server isready to work. You can use the
default configuration for FTP connections (port 21, no logging, no
accessrestrictions) or you can set the optionsdescribed in this section.

To view and set options for the WS_FTP Server configuration:

1 Intheleft panel, select Local System. The Local System proper-
ties appear in the right panel.

&= Local System - WS_FTP Server Manager [_ O[]
File  Wiew Help
-8 WwS_FTF Servers

Binary directary: IE “iFtpSye

ETP diestoyy: | CFtoSve

Puoit: 2
Log directory IC:\iFlDSw:\
& MolLog € FSpppymmnn log = | Detig bsgs

™ Enable remate site command configuration

Service rnning

Stop service |

2 Set or change any of the properties described in the following
sections. These properties apply to all FTP hosts that you add to
the FTP server.

Setting Up an FTP Site
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Setting WS_FTP Server Directories

The Local System properties display the main directories for the
WS_FTP Server.

Binary directory. Thedirectory in which the FTP service
(iftpsvc.exe) isinstalled. This directory can only be changed by unin-
stalling WS_FTP Server and re-installing in a new directory.

FTP directory. Thetop directory under which directories for each
FTP host will appear.

Logdirectory. If logging is enabled, log files are placed in this direc-
tory.

Setting the FTP Server Port

Any FTP hosts that you create on the WS _FTP Server will use the
same FTP port number. The default port number is 21, which isthe
standard port for FTP service on an Internet host.

FTP clients assume that the FTP server uses port 21. You can change
this to any unused port number, but you must notify usersto set the
port in their FTP client.

To change the server’s port number:

1 Intheleft panel, select Local System. The Local System proper-
ties appear in theright panel.

2 InthePort box, enter a new port number.
Logging FTP Server Events

You can set WS_FTP Server to write FTP events (such as connect,
change directory, get file, put file) to alog file. If you make a change
to the logging options, you must restart the FTP server.

To set the logging options:

1 Intheleft panel, select Local System. The Local System proper-
ties appear in the right panel.

2 Select one of the following options:

Nolog. Server eventswill not be logged.



FSyyyymmnn.log. Server eventsfor al FTP hosts are logged to
afile named FSyyyymmnn.log where yyyy isthe year, mmis the
month, and nn isthe day. Thislog is created daily in the L og
directory. See “Reading the Log Files’ on page 63 for informa-
tion on using the log files to manage your server.

If this option is selected, you will be able to select the Debug
M sgs option, which adds more detailed information to the log.

3 Optionaly, change the L og directory to which log files are writ-
ten. By default, thisis set to the WS_FTP Server top directory.
You can enter any valid path on your computer.

Starting and Stopping the FTP Server

The FTP server starts automatically and runs continuously as a Win-
dows NT service. If you need to stop the server:

1 Startthe WS_FTP Server Manager.

2 Intheleft panel, select Local System.
3 Click Stop Service.

To restart the service, click Start Service.

You can also start and stop the service by using the Services applet in
the Control Panel. In the Services applet, ook for the Ipswitch FTP
Service.

Setting Up FTP Hosts

To usethe WS_FTP Server with asingle FTP host, the processis sim-
ple — the FTP host uses the Internet hostname and I P address of the
host on which you are installing. To add additional FTP hosts to the
same system, you can use the virtual host function.

For each FTP host you add, you need to consider the following:

e Tocreate FTP user accounts, choose whether you will create your
own user database, create usersin an exitsing external (ODBC)
database, or let the Server Manager use user accounts from an
existing Windows NT, IMail Server user database on your PC, or
external (ODBC) database.

Setting Up an FTP Site
WS_FTP Server
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* By default, each user on the FTP host will have afolder (with the
same name as their User ID) for uploading and downloading files
and folders. If you want users to have access to other folders on
the host, you need to create avirtual folder that references (points
to) thelocal or networked folder. You can then grant user permis-
sions for each virtual folder. You cannot change permissions on
the user folders.

* You can set an option to determine where the user is placed in the
file system when they log on: either in their own folder or in the
top directory of the FTP host.

*  Whether you want to provide anonymous access to the FTP host.
If you provide anonymous access, any user can log on to the FTP
host with a username of anonymous or ftp and a password that
specifiestheir e-mail address (or no password). When a user logs
on anonymously, they are placed in the top directory of the FTP
host. Anonymous users can access any folders for which you have
granted permissions to anonymous.

The following sections describe how to add the first FTP host, how to
set options for a host (such as allowing anonymous access and setting
maximum concurrent users), and how to add additional FTP hosts.

14 User'sGuide

WS_FTP Server

Adding the First FTP Host

To add the first (or only) FTP host:

1 Makesureyour host hasavalid Internet hostname and | P address
and make sure the host has an entry on your Domain Name
Server (DNS). If you use an Internet Service Provider (I1SP) for
connection to the Internet, your host must have an entry in the
ISP'sDNS.

2 Start the WS _FTP Server Manager. In the left panel, select Local
System. The directory, port, logging, and FTP service informa-
tion for this server appearsin the right pand.

3 Intheright panel, select New Host. The first screen of the New
Host wizard appears.



Enter the complete desired hast name for this host. This
must be from 1 to 80 characters and be in the fom
hast. domain top

carolina.ipswitch, com

User database for authentication:
& WS_FTP Server

£ Windows NT Gorifigure
" Etemal User Database [Earfiaue;

€ IMail Server [raquires Ipswitch's IMail Server]

< Back I Mext > I Cancel | Help |

Enter the Internet hostname of the host you areinstalling on. This
can be from 1 to 80 characters and must bein the form
host.domain.top.

Select the database to use for user authorization:

WS _FTP Server. If youwant to create your own FTP user
accounts (through the Server Manager or the Add User utility),
select this option.

If you want WS _FTP Server to use user accounts from an exist-
ing user database, select one of these options:

Windows NT. All usersinthe Windows NT user database on
your computer have access (using their Windows NT username
and password) to the FTP host. Each user appears in the users
folder in the top directory of the FTP host.

You may also use WS_FTP Server Manager to authenticate users
on an NT domain, even if the computer WS_FTP Server is
installed on is not the domain controller. For more information,
see “Configuring an NT User Database” on page 19.

External User Database. All usersin the correctly configured
external ODBC database stored on your computer have accessto
the FTP host. Each user appears in the usersfolder in the top
directory of the FTP host.

For more information on configuring external user databases,
refer to the directions that appear in “ Configuring an External
User Database” on page 17.

Setting Up an FTP Site
WS_FTP Server
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IMail Server. All usersinthe IMail Server user database on
your local system have access (using their IMail Server username
and password) to the FTP host. Each user appears in the users
folder in the top directory of the FTP host.

Important: To usethisoption, the IMail Server for Windows NT
software must be installed on your computer. Also, note the fol-
lowing:

* The hostname you enter for the FTP host must be the exact
name of the official hostname used by the IMail Server.

* You cannot usethis option if the IMail Server is using the
Windows NT user database for user authorization.

e The FTP host does not use the IMail Server top directories by
default, but you can set the top directories to be the same, thus
allowing FTP usersto access their mail folders.

If you use the Windows NT or IMail Server user databases, you
can display each user account and modify FTP settings for an
account, but you cannot add or delete user accounts. You must
add or delete user accounts through the user database. You can
disable an account — see the section “ Setting Options for the
FTP Host.”

Click Next. The IP Address screen appears.

IP Address =]

Select the IP address for this host. Drly ons host is
alovied per IP address. This may be $vitual for
vitual hosts where the usar must specify
“userid@hostname" ta logon

cBack [ Mews | Cancel | Hep |

Enter or select the actual |P Address for this host. (The $virtual
IP addressis for use with virtual hosts. Do not select it for the
first FTP server that you add to a host.)

Click Next. The Directory screen appears.



Entar the top dirsctory for this host. A1l user
directories for this host are created under this
directory

<Back [ News | Cancal | Hep |

8 Enter the top directory for this FTP host. All user folders for this
FTP host are created under this directory. We recommend that
you create adirectory just for this host (thisis the default). If you
later add other FTP hosts (using the virtual hostsfeature), you can
have separate directories for each FTP host.

9 Click Next. The Summary screen appears and shows the Host-
name, |P Address, and Directory for the FTP server. Click Finish
to create the new FTP host. In the left panel, an entry for the host
appears under Local System.

The host properties appear in the right panel — you can set additional
host properties as described in the following section.

Configuring an External User Database

When you configure an external user database using these directions,
WS_FTP Server creates an ODBC database that holds tables config-
ured with the correct fields. Those fields are identified in the Table
Name section of this chapter. After the databaseis created and the
ODBC system data source name is established in the ODBC Source
Administration tool (Found in your Windows Control Panel) you can
use that database to store your user authentication information and
user properties. Thisinformation can still be managed through the
WS_FTP Server Manager, including adding and deleting users.

Follow the directions for creating anew host found in “ Setting Up
FTP Hosts” on page 13. Whilein the New Host wizard, select the
External User Database option and click Configure. You can also
click the Set User DB button in the host properties pane after the host
has been created.

Setting Up an FTP Site
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The External User Database dialog box appears.

External Database Implementation DLL.

[&-\odbetodbeuser di

ODBC System Data Source Mame:

odbename;UID=AUGUSTAPWD=GED

Table Name:

odbetable

Help | Cocdl |

1 Enter the correct information in all of the boxes.

External Database | mplementation DLL . Enter the full path to
the odbcuser.dll installed on your local server.

ODBC System Data Source Name. Enter the source name cre-
ated using the ODBC Source Administration tool described
above.

If the database requires you to log in using a username and pass-
word, place the following after the data source name.
;UID=<username>;PWD=<password>

Example: If you were using the source name WS_FTP and the
username and password of AUGUSTA and GEORGIA, the cor-
rect format of the ODBC System Data Source Name box would
be:

WS_FTP,UID=AUGUSTA;PWD=GEORGIA

Table Name. Enter the name of the database table that was cre-
ated with the correct standard fields.

Inorder for WS_FTP server to use an external database, the infor-
mation tables will be created with the following fieldsin the fol-
lowing format. The names are case sensitive.

Name Type
USERID VARCHAR
PASSWORD VARCHAR
FULLNAME VARCHAR
FTPMAXSPACE INTEGER
FTPMAXFILES INTEGER
FTPFLAGS INTEGER

2 Click OK to continue creating the host.
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Configuring an NT User Database

You may use WS _FTP Server Manager to authenticate users on an
NT domain, even if the computer WS_FTP Server isinstalled onis
not the domain controller.

If the user database is located on the domain, identify the following
fields on the NT User Database Configuration dialog after selecting
the Windows NT option on the Hostname dialog. If the databaseis
local, leave these fields blank.

NT User Database Configuration [ %]

MT Domain Mame:
IIF’SWITCH_HA

Machine name of Domain contraller:

Ihigdng

¥ Use NT user file and directory permissioris

Ok I Cancel | Help |

NT Domain Name. Enter the name of the NT domain.

M achine name of Domain controller. Enter the name of the com-
puter that controls the domain.

If you want to use the permissions you have set up inthe NT User
database, you must select the Use NT user file and directory per-
missions option.

Once you complete the Configuring an NT User Database dialog,
click OK to continue creating the host, making sure you set the top
level directory to the directory you want your users to have access to.

(example: C:\wsftp

Once the host is completely established, you must do the following to
use the NT user permissions:

1 Createavirtual folder for each folder that islisted in the top
directory of the host using the same name. For example, if you
use the C:\wsftp directory and that directory contains a folder
called upload, you must create a virtual folder called upload in
the WS _FTP Server Manager.

2 Set permissionsfor all of the virtual foldersyou just created to
Everyone - All Permissions.
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3 Sedlectthe Do not includein top level folder listing option for
each folder.

4 InWindows Explorer, set your desired permissions for each of
these directories.

Note
When using Active Directory on Windows 2000 Active
directory must be installed with backward compatibility.

Setting Options for the FTP Host

After creating an FTP host, you can set additional options or change
the existing setup for the host. In the left panel, select the FTP host.
The host’s properties appear in the right panel.

% Lacal System - W5_FTP Server Manager [_ O[]
Eile  View Help
58 W5_FTP Servers
Z-3 Local Spstem Apply Delete |
-8 amstrongipswitch.com —
i o Hostname: Igam&cuck ipswitch com
i —— Address: [ital
ipswitch.com
User database:  [WS_FTF Server
Top Ditectony: IC:\\FlpSvc\gamecock

Timeout: (secs)  [500

Magimum concurent users: (1000 Aponymaus: |200
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™ Allow anonymous access
I Hide $* filesfolders

™ Use local time for directory
listings:

Edt messages... |

Setlser DB |

I™ Disable extensions

™ Disable 55L

™ Force S5L

I=| Force B6LL o Dista Shan
¥ Allow 3rd party transters

Contrl Access.._ |

The Hostname, Address, User Database, and Top Directory are
selected when you create a new FTP host.

The following sections describe the options.

Setting Timeouts for FTP Connections

You can set atimeout for FTP client connections to the FTP host.
After this number of seconds, if the FTP server has not received a
command from the FTP client, the client is disconnected.



2
3

In the left panel, select the FTP host. The host’s properties appear
in the right panel.

In the Timeout (secs) box, enter atimeout value.
Click Apply.

Setting Maximum Users

You can use the default settings for maximum number of userslogged
on to the FTP host, or you can change the settings as described here.

1

In the left panel, select the FTP host. The host’s properties appear
in the right panel.

In the Maximum concurrent users box, enter the maximum
number of users (including anonymous users) that can connect to
the FTP host at the same time. The default is 1000 users.

In the Anonymous box, enter the maximum number of anony-
mous users that can connect to the FTP host at the sametime. The
default is 200 users.

Note
If either limit is exceeded, a System Administrator or Host
Administrator can still log on using the Server Manager.
Also, a System Administrator can always log on using an
FTP client.

Entering zero for either option disables new connections. This pro-
vides away to temporarily “stop” the FTP server, so you can update
files. New connections are not allowed, but current connections will
continue until the user logs off or the connection exceeds the timeout
value. Setting Maximum concurrent usersto zero disables any new
connections, setting Anonymous disables only new anonymous con-
nections.

Setting Up an FTP Site
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Allowing Anonymous Access

You can alow anonymous access to an FTP host so that users can
access specified folders on the host without needing a user account.
Users can then log on using anonymous or ftp as the username and
their e-mail address for the password (or no password), for example:

Username: anonynous
Password: r hyne@ pswi t ch. com

To enable anonymous access to the FTP host:

1

4

In the left panel, select the FTP host. The host’s properties appear
in the right panel.

Select Allow anonymous access to this host.

When an anonymous user logs on, they are placed in the host’s
top directory.

Optionally, set permissions for anonymous on any virtual FTP
folders. For example, you can use virtual foldersto create a
download or an upload folder for anonymous users.

Click Apply.

When an anonymous user logs on to the FTP host, they will seethe
following files and folders:
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Any filesin the top directory. Anonymous users can list and
download thesefiles. You can put areadmefile that describes the
contents of any public directories here.

Any virtual folders for which you have granted permissionsto
anonymous. Virtual folders appear in the host’stop directory and
reference a directory on the host or network.

The usersfolder. If auser on the FTP host has a folder named
public in their own folder, it appears under the users folder. For
example, if the users fred and homer have public folders, an
anonymous user will see alisting like the following when they
lost the users folder contents:

/fred
/ honer



Anonymous users can list and download files in these public fol d-
ers. We recommend that you hide a user’s public folder by select-
ing Disable Public Access Directory in the user’s properties or
by selecting the Do not list user folder s on the Users Properties

page.
Hiding Files and Folders

You can hide afile or folder in any directory by prepending a$ char-
acter to the file or folder name and doing the following:

1 Intheleft panel, select the FTP host. The host’s properties appear
in the right panel.

2 Sdlect HideFilesand Foldersthat start with ‘$' to hideal files
and folders whose name begins with a dollar sign ($) character,
for example $banner.txt or $Marketing.

Setting Directory Listings to Use Local Time

By default, WS_FTP Server displays directory listingsin GMT
(Greenwich Mean Time). You can set the directory listings on the FTP
host to use the host's local time.

1 Intheleft panel, select the FTP host. The host’s properties appear
in the right panel.

2 Select Uselocal timefor directory listings.
Using Banner, Welcome, and Exit Messages

You can create messages to send to an FTP client on successful con-
nection, logon, and logoff. The FTP client usually displays these mes-

sages in the message log.
To create the messages for an FTP host:

1 Intheleft panel, select the FTP host. The host’s properties appear
in the right panel.

2 Click Edit messages. The Edit Messages screen appears.

Setting Up an FTP Site
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Messages

Banner message

Vou've connected o the Ipswitch Software dawnload site
at %h %l

The maximum rumber of users allowed is: %I

The current number of users i Zk

'v'ou can also use our mimor site at ffp2test.ipswitch.com

WWelcome message

welcome %n
Vou have %e files on this server. Your file limit is %f files.
Vo are uging Xz disk space. Your limit is %q,

Exit meszage

'ou uploaded %s files.
‘Vou dowrloaded % files
Goodbye %n

Help | Cancel I Ok I

3 Inthe edit boxes, enter text for the messages.
4 Click OK.

Banner Message. The FTP server sends this message to a user upon
successful connection, before the user logs on. You can use this mes-
sage to tell users about the organization of your FTP site, any rules,
times of operation, mirror sites, or contact information. You can use
the message variables to provide information, for example, that the
FTP host has reached the maximum number of concurrent users.

Welcome M essage. The FTP server sends this message to a user
upon successful logon. You can use the message variables to report
information, such as the current number of files and the maximum for
this user.

Exit Message. The FTP server sends this message to the user on
logoff. You can use the message variables to provide statistics for the
FTP session, for example, the number of files received and sent by the
user.

The messages can also contain the following variables:

%a = Current number of anonymous users for this host

%hb = Maximum number of anonymous users for this host

%d = Number of files deleted by user

%f = Maximum number of files the user can have (or unlimited)
%e = Number of files the user currently has

%h = Hostname



%Il = IP address of remote user

%k = Current number of userslogged on

%Il = Maximum number of users that can log on

%n = Fullname

%q = Maximum disk space the user can have (or unlimited)
%r = Number of filesreceived by user

%s = Number of files sent by user

%u = User ID

%z = Current disk space used by the user

When these messages are created they are placed in the specified Top
Directory of the Host. If this directory does not exist the Messages
will not save. You can either manually create this directory, or it will
be automatically created when a user logsin. (You need write permis-
sion for that directory.)

Please note that a Virtual host without an 1P will not display a banner
message. The Banner Message is displayed when a connection isfirst
established. An IP-lessvirtual host is not connected to until auser logs
in.

Creating Message Files for Folders and Directories

You can create a message named $message.txt in any directory or
folder and when a user changes to that directory or folder, WS _FTP
Server displays the message. WS _FTP Server sends the $message.txt
in response to the CWD (change working directory) or CDUP (change
directory to up one level) command from the FTP client.

For example, when a user opens adirectory or folder, you can display
amessage that refers them to areadme file for a description of the
folder’s contents.

The message can aso contain any of the variables described in the
previous section, “Using Banner, Welcome, and Exit Messages.”

Setting Access by IP Address

You can control accessto an FTP host by setting an | P address or
range of addresses for which the FTP host either grants or denies
access.
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To grant access to a specific computer or group of computers:

1 Intheleft panel, select the FTP host. The host’s properties appear
in the right panel.

2 Click Control Access. The Access Control properties appear.

Access Control

By default, all computers will be 0

¢ Granted Access
% Denied Access

Except thoze listed below e

IP Address Subnet M ask

Edit...

(e L]

Bemove

3  Select Denied Access.
4  Click Add. The Grant Access For dialog box is displayed.

Grant access for E

(] 4
" Single Computer

% Group of Computers Help

Pl

P Address: Subnet Mask:
15E.21.50.0 |255.255.255.D

5 InthelP Addressbox, enter the IP address of the computer to be
granted access to the server.

6 Togrant accessto agroup of computers, select Group of Com-
puters. Inthe IP Address and Subnet Mask boxes, enter the IP
address and subnet mask for the group to be granted access. For
example, if you have aclass C address space of 156.21.50.0, enter
agroup address of 156.21.50.0 and a subnet mask of
255.255.255.0. Thiswill grant access to those 254 systems.
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7 Click OK to add the I P address(es) to the list. Accesswill be
denied to all computers except those listed.

8 Click OK to savethe changes. Note that you must stop and restart
the FTP server for the changes to take affect.

To deny access to a specific computer or group of computers:

1 Intheleft panel, select the FTP host. The host’s properties appear
in the right panel.

2 Click Control Access. The Access Control properties appear.

3 Select Granted Access.

Deny access for

& Single Computer Cancel |
~
Group of Computers Help |

P &ddress: Subnet Mask:
|2u1.21.50.1q |255.255.255. 255

4  Click Add. The Deny Access On dialog box is displayed.

In the | P Address box, enter the | P address of the computer to be
denied access to the server.

6 Todeny accessto agroup of computers, select Group of Com-
puters. Inthe P Address and Subnet Mask boxes, enter the IP
address and subnet mask for the group to be denied access. For
example, if you have aclass C address space of 156.21.50.0, enter
agroup address of 156.21.50.0 and a subnet mask of
255.255.255.0. Thiswill deny access to those 254 systems.

7 Click OK to add the I P address(es) to the list. Access will be
granted to all computers except those listed.

8 Click OK to savethe changes. Note that you must stop and restart
the FTP server for the changes to take affect.
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Setting an Alias for the FTP Host

Many FTP sites use an alias in their Domain Name Server (DNS) sys-
tem so they can assign afamiliar name to the site. Rather than con-
necting to an FTP host using its actual hostname (for example,
gyro.ipswitch.com), it may be easier for users to remember or guess a
name like ftp.ipswitch.com. You can add arecord to your DNS sys-
tem to create such an alias, for example;

ftp I N CNAME gyro.ipsw tch.com

Users could then log on to ftp.ipswitch.com. The alias also alowsyou
to move your FTP site to another host without changing the hostname.

Other Options

Disable extensions. When this option is selected, the server will no
longer support FTP server extensions. Those extensions include
XAUT and FEAT, aswell as any customized SITE commands. Select-
ing this option will also disable SSL capabilities.

Disable SSL. Selecting this option keeps users from connecting to
the server though a secure connection. Once this option is set, you
must clear it before users can use SSL connections.

Force SSL. Select this option to force users to make an SSL connec-
tion. While this does not change the way they are connecting automat-
ically, it will refuse any connection not using SSL negotiations, and
send an error message stating why the connection was refused.

Force SSL on Data Chan. Select this option to force users to make
an SSL connection, and to refuse any datathat is not SSL encrypted.

Allow 3rd party transfers. Selecting this option will allow usersto
transfer files from one server to another if both serversallow it.
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Adding Additional FTP Hosts

You can have multiple FTP hosts on a single system, with each host
functioning as a separate FTP site. The first FTP host you add should
use the primary hostname and | P address of the local host. Subsequent
FTP hosts that you add can be "virtual hosts." There are two kinds of
virtual FTP hosts:



Virtual host with an |P address — We strongly recommend that
each FTP host you create have its own | P address, which requires
your computer to have multiple | P addresses available. Using
separate | P addresses ensures that an FTP client (or a browser)
can connect to the FTP host. Make sure your host has avalid
Internet hostname and | P address and make sure the host has an
entry on your Domain Name Server (DNS). If you use an Internet
Service Provider (1SP) for connection to the Internet, your host
must have an entry on the ISP's DNS.

Virtual host without an IP address — If no other | P addresses are
available on the host, you can create an FTP host and assign it a
virtual IP address ($virtual). However, to log on to the host, FTP
users must include the hostname in their userid; for example, use-
rid@hostname or anonymous@hostname. This may present a
problem for some FTP clients and for browsers.

To add avirtual FTP host:

1

In the left panel, select Local System. The directory, port, log
options, and FTP service information for this host appear in the
right panel.

In theright panel, select New Host. The first screen of the New
Host wizard appears.

Enter the desired hostname for the FTP host. This can be from 1
to 80 characters and must be in the form host.domain.top.

Select the database to use for user authorization:

WS FTP Server. To create your own FTP user accounts (using
the Server Manager or the Add User utility), select this option.

If you want WS_FTP Server to automatically use user accounts
from an existing user database, select one of these options:

Windows NT. All usersinthe Windows NT user database on
your computer will have access (using their Windows NT user-
name and password) to the FTP host. Each user appearsin the
usersfolder in the top directory of the FTP host.

Setting Up an FTP Site
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External User Database. All usersin the correctly configured
external ODBC database stored on your computer have accessto
the FTP host. Each user appears in the usersfolder in the top
directory of the FTP host. (You may also use WS _FTP Server
Manager to create usersin this database.)

IMail Server. All usersintheIMail Server user database on
your local system will have access (using their IMail Server user-
name and password) to the FTP host. Each user appearsin the
usersfolder in the top directory of the FTP host.

Important: To usethisoption, the IMail Server for Windows NT
software must be installed on your computer. Also, note that:

e The hostname you enter for the FTP host must be the exact
name of the official hostname used by the IMail Server.

* You cannot use this option if the IMail Server isusing the
Windows NT user database for user authorization.

» The FTP host does not use the IMail Server top directories by
default, but you can set the top directories to be the same, thus
allowing FTP users to access their mail folders.

If you use the Windows NT or IMail Server user databases, you
can display each user account and modify FTP settings for an
account, but you cannot add or delete user accounts. You must
add or delete user accounts through the specific user database.

Click Next. The IP Address screen appears.

If the virtual host has an | P address, select the IP Address. If the
virtual host does not have an |P address, select $virtual.

If an IP addressis marked with an x, it is already used by another
FTP host; if you select it, the other FTP host will be disabled.

Click Next. The Directory screen appears.

Enter the top directory for this FTP host. All user folders for this
FTP host are created under this directory. We recommend that
you create adirectory just for this host. If you later add other FTP
hosts, you can have separate directories for each FTP host.



Click Next. The Summary screen appears and shows the Host-
name, |P Address, and Directory for the FTP server. Click Finish
to create the new FTP host. In the |eft panel, an entry for the host
appears under Local System.

The host properties appear in the right panel — you can set additional
host properties. See “ Setting Options for the FTP Host” on page 20.

Deleting an FTP Host

To delete an FTP host from the WS_FTP Server:

1

In the left panel, select the FTP Host, and then select Delete from
the right mouse menu.

A message box appears, verifying the deletion. If you select Yes
from this box, the host will be deleted. A dialog box appears and
asks if you would like to delete the top level directory (and al
foldersinit) for this host.

Click Noif you want to save files and folders to move to another
directory (the host is deleted but the directory structure remains).
Click Yesto delete all files and folders associated with the FTP
host. Click Cancdl if you do not want to del ete the FTP host.

Renaming an FTP Host

To rename an FTP host on the WS_FTP Server:

1

In the left panel, select the FTP Host, and then select Rename
from the right mouse menu.

Enter anew name for the host. This should be avalid Internet
hostname in the form host.domain.top.

Note that the FTP host’s top directory does not change.
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Event Commands

With the Event Command feature, server administrators can set up
WS _FTP Server to execute a program each time a specific event is
performed on the host. The following isalist of these events:

» FileDeleted

* FileReceived
»  File Renamed
» FileSent

» Folder Created

Enabling event commands

To enable an event command.

1 Intheleft panel of the WS _FTP Server Manager, select the FTP
host and then select EventCmds. The Event Command window

appears.
$ Local System - WS_FTP Server Manager [_[a] x]
File View Help
-2 WS_FTP Servers
B+ Local System

B amstrong.ipswitch.com

B calinaipswitch.com This FTP server supports executing administrator defined

B gamecock.ipswitch.com programs each time a particular request is serviced

1 File Sent
- 0 Folder Created
E£1-C3 Falders

: Lod
& %'w:s 9 ¥ Enable Event Commands for this Host
H it

= §

SiteCmds
S8 Jump
BB Users
& Holis
& Jean
& Jennifer
i Robert

2 Inthe Event Commands pane, select Enable Event Commands
for thisHost.

3 Click Apply.

The EventCmds section under the Host will expand, displaying the
events that can be set up.
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Configuring Event Commands

Thefirst step in configuring the use of Event Commands, isto enable
the specific event you want to configure.

To do this:

1 Select the event in the left pane. The right pane will display the
Configure Event Commands window.

© Local System - WS_FTP Server Manager HI= B3
Eile “iew Help
- W5_FTP Servers
=3 Local System Apply
% armstrong.ipswitch.com
B carolinaipswitch.com
E gamecock.ipzwitch. com = - o
BB viking.pewitch.com ¥ £nable this command an his hest
= ¥ EventCmds
; V File Delsted
H File Delsted
i File Recsived v I
V| Fils Renamed l—
H E table: ©
i File Sert B -]
¢ | Folder Created A I
=3 Folders -
(21 Lodge FTP Server will substitute the following tokens with the requested
% Groups information (it available] when they occur in your Arguments sting
= SiteCmds Separate tokens with a space, a comma, or & semicolon
- Jump Z%Event - name of evert. In command above (2l
! U %Dir - physical directory created (create dir only]
= __ xge: " %File - full physical path and name of curtent file
o %TaFile - new name of fle [rename anly]
!}\ Jean %FmFile - old name of file [rename only]
& Jennifer
% Rabert

2 Select Enable thiscommand on this host.
3 Click Apply.

You will now be ableto configure WS_FTP Server to invoke the pro-
gram or batch file identified in the Executable box, whenever the
event occurs on the server.

Note

If you want to use a batch file, enter CMD.EXE /Cinthe
Executable box, and in Arguments specify the full path to
the batch filein quotes. Example: "c:\iftpsvc\run.bat”

Command. The command or event name. Thisfield can not be
edited.

Executable. Enter the path and name of the program or batch fileto
be run when the event happens on the host. You can aso click the
Browse (...) button to select it from your local system.
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Arguments. Enter any arguments that will be sent when the program
is called. See the description of arguments on the screen for more
information.

Disabling Event Commands

To disable ALL event commands for a host:

1 Intheleft panel of the WS _FTP Server Manager, select the FTP
host and then select EventCmds. The Event Command window

appears.

2 Inthe Event Commands pane, clear the Enable Event Com-
mands for this Host option.

3 Click Apply.
To disable event commands for a single event:

1 Intheleft panel of the WS _FTP Server Manager, select the FTP
host and then select EventCmds. The Event Command window

appears.
2 From the EventCmdslist, select the event you want to edit.
Clear the Enable this command on this host option.

4 Click Apply.
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Site Commands

With the Site Command feature, server administrators can use
WS _FTP Server to create customized FTP commands that users can
use to execute applications on the FTP server.

Adding a Site Command:
To add a new Site command

1 Intheleft panel of the WS _FTP Server Manager, select the FTP
host and then select SiteCmds. The Site Command properties

appear.



2

% Lacal System - W5_FTP Server Manager [_ O[]
Eile  View Help

=B W5_FTP Servers
S Local System HNew CMD

@B amstrong ipswitch.com

&8 carolinaipswitch.com This FTP server supparts extsnsion commands to the FTP

E-B gsmecockipsitch.com o s el et e el TP ST el

5B viking pswich com st e e am e e T s e
- ¥ EventCrads FETEIEAE

B2 Folders
| 23 Lodge

B Groups
teCrnds

Cr
B Users

In the Site Command pane, select the New CM D button. Thefirst
window of the Custom Site Command wizard appears.

Custom SITE Command E

Enter the desired SITE command name.

LUMP

Host:  viking.ipswitch.com

< Bach I Mest » I Cancel | Help |

Enter the name of the site command in the text box. Click Next.
The Host Command Executable screen appears.

Host command executable [ %]

Enter the full path ta the resulting executable.

C:hiFtpSwehjump. exe

< Back I Nest > I Cancel I Help |

Enter the full path for the file that is to be executed when the site
command is run, or select it by clicking the Browse (...) button.
Click Next. The Program Arguments screen appears.
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Note
Never use server side applications (such as Notepad or
Wordpad) as the executed program in a site command.
Using these will display nothing for the user, but each time
the command is run, a new copy of the program is opened
on the server.

Program arguments

Enter any arguments for thiz command, %1 - 5 will
be arguments specified on the "SITE cmd %1 %2.."
command ling.

%2

< Back I Mexts I Cancel | Help |

Enter %1-%5 for the allowed number of user defined variables, as
well as any command line arguments that are to be used when the
command is executed. Click Next. The Summary window

appears.

Note
If you allow user-defined variables, it is agood ideato
select the Send Output option on the SITE Command
Properties window after you set up the command. If thisis
not done, only a general success or failure message will be
returned to the user on the server.

WS_FTP Server

Review the information displayed to make sureit is correct. If the
information is correct, click Finish to add the command. If the
information needs to be changed, click Back to move to the win-
dow that needs to be changed.

After you set up the site command, you can add or change permissions
for the command.



Modifying Site Command Properties
To view or change the properties for a SITE command:

1 Intheleft panel, under Local System, select the FTP host the
command is associated with. Select SiteCmds and the specific
command you want to view. The site command’s properties
appear in the right panel.

% Local System - WS_FTP Server Manager [ O[]
File Wiew Help
= B WS_FTP Servers
B+ Local System Apply Delete
B amstrong.ipswitch, com
B caling.ipswitch.com Lommand: |Jump
Bl gamecock.ipswitch.com
= B vikingpswitch com Evccutable:  [uwpsbt L
| EveniCmds PR
E-(1 Folders SEmEnD |
(2 Lodge Send Output r
r, Groups =
=} SiteCrnds PBermissions: EBVEIpINe Al
&
Users
Add Hemove

2 Make changesto any of the properties (defined below).
3 Click Apply to save the changes.

Command. The name of the SITE command. Thisis also the com-
mand that is used to execute the program. This property cannot be
changed.

Executable. The path and file name of the application that is run
when the correct command is given. This can be changed by typing
the full path and file name of the application, or by clicking the
Browse (...) button and selecting the application from a browse dia-
log box.

Arguments. Number of available user-defined variables that can be
used with the command (up to 5), aswell as command line arguments.

Setting Up an FTP Site
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Send Output. When this option is selected, all output generated by
the server will be shown to the user as the command is executed. If the
option is cleared, no output will be returned other than a success or
failure message. Command variable errors will not be returned unless
this option is selected.

Permissions. A list that displays which users are able to use the site
command. Click Add to add new permissions. To delete a user’s per-
mission, select it in thelist and click Remove.

Modifying Site Command Permissions
To control who can use a command:

1 Select the FTP host in the |eft pane of the WS_FTP Server Man-
ager and select SiteCmds. Select the command from the list to
view the Site Command Properties window.

% Lacal System - W5_FTP Server Manager [_ O[]
Eile  View Help
58 W5_FTP Servers
= B Loca Sy | e
@B amstrong ipswitch.com
BB calinaipsitch com Command [fune
-8B gamecock.ipswitch.com -
BB viking.jpswitch.com Executable: jumper. bat _I

- ¥ EventCmds

Lrauments: Jr1%2
Send Oulput r
B Groups
; Pemissions: Robert Al
H g’é;afmds a entiter Al
ump
B Users
Add HEmavel

When the command was set up on the WS_FTP Server Manager,
it automatically added an entry to the Permissions box that allows
all usersto use the command.

2 If you want to change the permission, select the default permis-
sion value and click Remove. Thiswill delete the permission.

3 Click Add to view the Permissions properties.



Permissions

“ahanymous - ok I
“documentation

Cancel |

Help |

stiling =

Mo Permissions
& All Permissions
) Epecified Pemissions ——

= FiEad
i
= DEelete
= Fereame
= Lt

In the Permissions properties, associate the user or group of users
with the appropriate access to the command. In the case of site
commands, permission is either all or none.

Click OK to add the user.

Note
Permissions are used in the order in which they appear in
the Permissionslist. If auser appears at the top of thelist,
and that same user is below it in agroup, the permissions
set on the user will be used before the permissions for the

group.
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Chapter 3: Managing FTP User Accounts and
Permissions

This chapter describes how to set up and manage FTP user accounts
and how to set permissions for FTP folders.

How User Accounts Work

You can have an unlimited number of users for each FTP host. When
you add an FTP host to the server, you select the user database for the
host: Windows NT, IMail Server, WS _FTP Server, or external
ODBC user database.

If you selected the Windows NT, IMail Server, or external (ODBC)
user databases, you may aready have alist of usersfor the FTP host.
(In the Server Manager, in the left panel, expand the Usersitem to
view the list of users.)

If you selected Windows NT or IMail Server, you cannot use the
Server Manager to add or delete users, but you can set additional user
optionsin the user properties.

If you selected the WS _FTP Server, or external user database, you can
add users by using the New User wizard. See “Adding an FTP User
Account” on page 42.

How Permissions Work

By default, users have the following permissions;

e User accounts — Each user has their own folder (with the same
name as the User ID) where they can upload and download files
and folders. They have full permissions to their folder (permis-
sionsfor thisfolder cannot be changed.)

* Anonymous users — If you selected to allow anonymous access
(inthe FTP host’s properties), any user can log on to the FTP host
with a username of anonymous or ftp and a password that speci-
fiestheir e-mail address (or no password).

Managing FTP User Accounts and Permissions
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When a user logs on anonymously, they are placed in the top
directory of the FTP host. Anonymous users can access any fold-
ers for which you have granted permissions to the special user
group named anonymous.

Public folders — If a user wants to make their folders or files
available to other users, they can create afolder named publicin
their folder. When another user (or anonymous user) logs on to
the FTP host, in the folder named users, they will see afolder for
any user that has a public folder. For example, if the users fred
and homer have public folders, another user will see alisting like
the following:

[fred
/ homer

You can disable access to a public folder by selecting Disable
Public Accessin the user’s properties.

Virtual folders— To grant permissionsto any other folders, you
use avirtual folder. You can grant permissions for avirtual folder
to any user or user group. You can also grant permissions to the
specia user groups hamed anonymous and ever yone (which
includes all users on the FTP host as well as anonymous users).
When you create avirtual folder, by default, it grants List and
Read permissions to everyone.

42 User'sGuide
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Adding an FTP User Account

To add a new user to an FTP host:

In the left panel, select the FTP host, and then select Users. The
Users properties appear in the right panel.

2 Click the New Users button. The first screen of the New User

wizard appears.



UserlD

Enter the desired UserD. This must be from 2 to 30
characters and must consist of the characters A2,
a-z 048, _

Host:  wiking.ipswitch.com

< Bach I Hest » I Cancel | Help |

3 Enter aUser ID for the user and click Next to continue. The User
ID can be from 2 to 30 characters and must be from the character
sets: A-Z, az, 0-9.

4 Enter the user’s full name and click Next to continue. The full
name can be from 2 to 80 characters.

Full name [ %]
Enter the full name of this user. This can be fiom 2 to
80 characters.
Em:. [. Red:

< Back. I Mext > I Cancel | Help |

5 Enter apassword and click Next to continue. The password can
be from 2 to 30 characters.

My Page

Enter the desired password for thiz user. This must be
from 2 to 30 characters.

Illark\d

< Back I Hest> I Cancel | Help

6 Click Finish to create the new user.
The user account appearsin the list of usersfor the FTP host.

To set additional properties for the user account, in the left panel,
select the user. The user properties appear in the right panel.
See " Setting User Options” on page 44.
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Setting User Logon Options

For each FTP host, you can set whether you want usersto start in their
own folder, or start in the top directory when they log on.

To set the logon option:

1

In the left panel, select the FTP host, then select Users. The prop-
erties appear in the right panel.

Select one of the options:

L ogon usersto home folders. When a user logs on, they are
placed in their own folder (which has the same name as their
user 1D).

Logon usersto/. When auser logson, they are placed in the top
directory of the FTP host.

User folder under root. When a user account is created, the
folder for that account is created under the top directory of the
FTP host.

Do not list user folders. When this option is selected, users will
not be able to see other user folders. Only their own user folder,
non-user folders, and files will be listed.

Click Apply to save the changes.
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Setting User Options

After creating user accounts, you can set additional options for each
user or change the user setup. In the left panel, select the user. The
user’s properties appear in the right panel.



% Lacal System - W5_FTP Server Manager [_ O[]
Eile  View Help

=% WS_FTP Servers
-3 Local Spstemn Sl Delete
@B amstrong ipswitch.com
E-B carlinaipswitch com User ID: |F‘Dh5'l

-8B gamecock.ipswitch.com
=B viking.pswitch.com

Full Marne: ItheltAlmslmng

- ¥ EvertCrds User diectoyy:  [ENFIESE i gwsers Rober
41 Folders
)%‘ Broups Pssword I
SiteCrnds
0
-y Mas fle count
- Halis Max disk gpace; |0 [bytes]
-G Jean
ﬁ Jeninifer ™ Disable Public Access Directory W Host Administrator
] I™ Disable Password Change W System Administrator

™ Lock User To Home Directory ™ Disable Login

The following sections describe the options.
User Directories and User Password

In the user properties, the User directory box shows the full path
name to the user’s folder. Thisfolder has the same name as the User
ID and is created under the users folder of the FTP host. The user can
transfer filesto and from this directory. When the user logs on, they
are placed in thisfolder. By default, thisisthe only folder for which
the user has full permissions. You can grant the user permissions for
other folders by using the virtual folders feature.

The Password box shows the user’s password in an encrypted form.
You edit this box to change the password. The password can be from
2 to 30 characters.

Setting Logon, Public Directory, and Change Password
Options

You can use the following options to set whether the user can access
the FTP host, whether other users can access this user’s public direc-
tory, and whether the user can change password from an FTP client.

1 Intheleft panel, select the FTP host, then select a user. The user’s
properties appear in the right panel.
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2 If you do not want this user to be able to log on to the FTP host,
select Disable Login. You can use this option to disable a Win-
dows NT or IMail Server user’s account without having to delete
the user account from the Windows NT or IMail Server user data-
bases. (The WS _FTP Server Manager cannot del ete user accounts
from either of these user databases.)

3 If you do not want other usersto have permissionsto thisuser’s
public directory, select Disable Public Access Directory.

If the user has afolder named public in their folder, al users
(including anonymous users) have List and Read permissionsto
the folder. This alows the user to maintain their own public
directory for transferring files. When any other user logs on to the
FTP host, this public folder appears in the usersfolder (in the
host’s top directory) and has the same name as the User ID.

4 If you do not want this user to be able to change their password
from an FTP client, select Disable Password Change.

5 Click Apply to save changes.
Setting File and Disk Space Quotas

You can set user global quotas for files and disk space (the quotas
apply to each user on the FTP host) or per individual user. A user
guota setting overrides aglobal (or host) quota setting as long as the
user quota setting is not zero.

To set the maximum number of files and maximum amount of disk
space alowed for every user on an FTP host:

1 Intheleft panel, select the FTP host, then select Users. The prop-
erties appear in the right panel.

2 Inthe Max file count box, enter the maximum number of filesa
user can keep on the FTP host. Thisisthe total number of filesfor
each of the user’s folders.

3 Inthe Max disk space box, enter the maximum number of bytes
auser can consume on the FTP host’s drives.

4 Inthe user properties, make sure quotas for each individual user
is set to zero.

5 Click Apply to save the settings.



To set the maximum number of files and maximum amount of disk
Space on a per user basis:

1 Intheleft panel, select the FTP host, then select a user. The prop-
erties appear in the right panel.

2 Ineach user’s properties, set the quotas for the user.

This setting overrides a global quota setting.

Setting Administrator Permissions

You can grant Host Administrator or System Administrator permis-
sions to auser. These permissions determine what the user sees when
they log on to the FTP host from an FTP client or when they log on to
the FTP server from the Server Manager (for remote management)
For information on remote management capabilities, see “ Chapter 4:
Managing FTP Hosts” on page 59.

In the user properties, set the following options:

1 Intheleft panel, select the FTP host, then select a user. The user’s
properties appear in the right panel.

2 Select Host Administrator to grant this user Host Administrator
permissions. A Host Administrator has full permissions for all
user folders on the FTP host, and has any permissions granted via
virtual folders. In addition, the Host Administrator has remote
management capabilities for the FTP host and all of its users,
folders, and groups.

3 Select System Administrator to grant this user System Adminis-
trator permissions. A System Administrator has full permissions
for their own folder, and has any permissions granted via virtual
folders (just like aregular user). If you want the System Adminis-
trator to have accessto all user folders, you need to also select
Host Administrator. In addition, the System Administrator has
remote management capabilities for all FTP hosts on the
WS _FTP Server.

4 Click Apply to save changes.

Note
In the left panel, the user icon indicates the type of access
the user has to the FTP Host's file system:

Managing FTP User Accounts and Permissions
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*  Normal user — has full permissions to their own folder and any
other permissions assigned by the Host Administrator. User icon
has black hair.

e Host Administrator — User icon has brown hair.
e System Administrator — User icon has white hair.

Deleting a User

To delete a user from an FTP host:

1 Intheleft panel, select the user, and then click Delete from the
right pane.

A dialog box appears and asksif you would like to delete al files
and foldersin the user’'sfolder.

2 Click Noif you want to save files and folders to move to another
directory (the user is deleted but the directory structure remains).
Click Yesto delete all files and folders associated with the user.
Click Cancel if you do not want to delete the user.

Renaming a User

To rename a user on an FTP host:

1 Intheleft panel, select the user, and then select Rename from the
right mouse menu.

2 Enter anew name for the user.

The name of the user’s top directory is changed. You can change the
user’s full name in the user’s properties.
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Adding Users with the Command Line Utility

The Add User program isacommand line utility for WS_FTP Server;
you can use it to add, modify, or delete users on an FTP host.

You cannot use this utility to add usersto an FTP host that uses the
Windows NT, the IMail Server, or an ODBC external user database.



The Add User utility acceptsinput from the MS-DOS prompt and
returns messages to the MS_DOS display. You can type Add User
commands at the MS-DOS prompt or run them in a batch file.

To start the Add User utility:

1 Openan MS-DOS window and change directories to the
WS_FTP Server directory.

2 For alist of command options, enter: i ft paddu / ?

If you invoke the utility with no command line options (by entering
only i ft paddu at the MS-DOS prompt), you can then manually
input commands, pressing Enter after each line. If you do this, press
CTRL-Z to exit the utility when you are done.

Basic Command Syntax

i ftpaddu -u userid [-h hostname] [-n “full
nane”] [-p password] [options]

iftpaddu -nodify -u userid [-h hostnane] [-n
“full name”] [-p password] [options]

iftpaddu -kill -u userid [-h hostnanme
Argument When to use
-u userid Adds a user ID, where userid is the ID you want

to add. This is the only required argument. Only
one userid can be added in a single command.

-h hostname Specifies the user’s FTP host, where hostname is
the name of the FTP host. The primary FTP host
is used if no host is specified.

-n “full name” Specifies the full name of the user in double
guotes.
-p password Specifies a password for the user. If you omit this

argument, the user’s password is “password.”

-modify Use before entering any other arguments when
you want to modify an existing user.

-kill Use to delete a user. You must enter -u
userid. If the user is not on the primary FTP host,
you must also enter -h hostname.
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Argument When to use

+active Enables the user to log on. (This is the default
setting when adding a new user.)

-active Disables the user’s ability to log on.

+chgpass Enables the user to change password from an
FTP client.

-chgpass Disables the user’s ability to change password

from an FTP client.

Adding a User
The following examples add a user ID of testO1.

i ftpaddu -h myhost.com-u test0Ol -n “ns test”
-p your pass

iftpaddu -u test01 -n “mr test” -p newpass
i ftpaddu -u test01

Modifying a User

The following examples modify auser ID.

i ftpaddu -nmodify -h myhost.com-u testOl1
-p newpass

i ftpaddu -modify -h myhost.com-u testOl
- chgpass

i ftpaddu -nodify -u testOl -active
Deleting a User
The following example deletes a user ID.

iftpaddu -kill -u test0l -h nyhost.com

How Users Can Change Their Password

If the FTP client supports sending a SITE or QUOTE command, users
can change their password from the client. If you do not want auser to
be able to change their password, in the user properties, select Disable
Password Change.
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For example, using the WS_FTP Pro “classic” client, you change the
password as follows:

1 Logon to the FTP host.

2 Inthe Remote Site (right-side) panel, select FTP Commands
->Site from the right mouse menu.

3 IntheInput dialog box, enter the following command:
CPWD password
where password is the new password.

4 Check the Log Window (LogWnd) to see that the command was
successful.

5 Log off and log back on with your new password.

Some FTP clients also support the Quote command. In the Quote
command box, you can enter S| TE CPWD password where pass-
word isyour new password.

Creating User Groups

You can create a user group and add any users on the FTP host to the
group. You can then grant permissions for FTP folders by user group,
rather than for each individual user.

To add a user group to the FTP host:

1 Intheleft panel, select the FTP host, and then select Groups. The
Groups properties appear in the right panel.

2 Click New Group. Thefirst screen of the wizard appears.

User Group

Enter the desired group name.

docs

Host:  viking.ipswitch.com

< Bacl I Next > I Cancel Help
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3 Enter aname for the user group and click Next to continue. This
can be from 2 to 20 aphanumeric characters.

Comment

Enter the description af this group.

documentation graup

< Back I Mext » I Cancel | Help |

4  Enter adescription for the group and click Next to continue.
5 Click Finish to create the new group.
The user group appearsin the list of groups for the FTP host.

To add users to the user group, in the left panel, select the group. The
group properties appear in the right panel. See Adding Usersto the
Group below.

Adding Users to the Group

You can add any users on the FTP host to a user group. You can then
grant permissions for FTP folders by user group.

To view or change user group properties:

1 Intheleft panel, select the FTP host, expand the Groups list and
select the group. The group properties appear in the right panel.

% Lacal System - WS_FTP Server Manager

Fie View Help
% W5_FTP Servers
-8 Local System Leely ﬂl

B amstiongipswitch.com Comment
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2 Inthe Comment box, enter or modify the description for the user
group (for example, documentation).

3 Toadd auser to the group, select aUser ID in the Available
Userslist and click the left arrow (<-).

The user appearsin the Usersin this Group list.

4  Toremoveauser from the group, select aUser ID inthe Usersin
this Group list and click the right arrow (->).

The user no longer appears in the Usersin this Group list.

5 Click Apply to save your changes.

Deleting a User Group

To delete a user group from an FTP host:

In the left panel, select the group, and then click Delete from the
right pane. The group is del eted.

Using Virtual Folders (to Grant Permissions)

You can create "virtual folders' that reference, or "point to," any
folder on the local host or on your network. You can then grant per-
missions to a user or a user group for each virtual folder. If auser has
permissions to avirtual folder, when they log on to the FTP host, the
folder appearsin the top directory of the host.

You can create avirtual folder that pointsto afolder that is already in
thetop directory (the only reason to do thisis so you can grant permis-
sions to the folder). Because virtual folders appear in the top direc-
tory, be sure to select the Do not includein top-level directory
listing option — so the folder does not appear twice.

A virtual folder nameisan aliasfor the real folder, thusit can have
any name — it does not have to be the same name as the folder to
which it references.
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Adding a Virtual Folder
To add anew folder to an FTP host:

1 Intheleft panel, select the FTP host, and then select Folders. The
Folder’s properties appear in the right panel.

2 Click New Folder. The first screen of the New Folder wizard
appears.

Virtual Folder

Enter the desired virtual folder for this host: A virtual
folder appears as a folder entry in the root of a users
login folder on this hast.

dowrloads

Host:  viking.ipswitch.com

< Bacl I Hext » I Cancel I Help |

3 Enter aname for this"virtual" folder and click Next to continue.

Destination Directory

Enter the desited destination directory:

C:hpublic

< Back I Mext > I Cancel | Help |

4 Enter the path of the directory for which you are creating avirtual
folder and click Next to continue. The path must contain the drive
letter to be avalid path.

Example: E:\WS _FTP\Folder
5 Click Finish to create the new folder.

All new folders, by default, grant list and read permissionsto a special
user group called everyone (which includes all users and anonymous
users). To view or change permissions for the folder, see Granting
Permissions for FTP Folders bel ow.



Granting Permissions for FTP Folders

You can grant permissions for any "virtual" folder shown in the Fold-
erslist (in the left panel). To grant permissions for other folders, you
must create a virtual folder that references therea folder.

If you want all users on the FTP host to have permission for afolder,
you can grant the permissions to ever yone (this includes anonymous
users). If you want users who log on anonymously to have permis-
sions for afolder, you can grant the permissions to anonymous.

To grant permissions for a folder:

1 Intheleft panel, select an FTP host, expand the Folders|list and
select the folder. The folders properties appear.

% Local System - WS_FTP Server Manager =] E3
Eile View Help
E-%a WS5_FTF Servers
B+ Local System Apely Delete
#-B amstrong ipswitch.com
-8 canlinaipsnitch.com Mame: IE‘DWHInads
B gamecockpswitch.com IE\‘H—
c pSve -
5B vikingipswich.com Reban

- | EventCrds
=0 Folders
(£ downloads
(1 Lodge
E-&; Groups
% documentation
B SieCmds
=B Users

I | D ot inslide in kop level alder st
I Include in user hame folder listing

I~ Wiewable with 40-bit S5L or higher

I~ Wiswable with 128:bit S5L of highet

Brermissions: Fiobert Al
Jennifer R%HRnL

Bemoye

2 InthePermissionslist, select the user or user group for which you
want to set permissions. (Names of user groups are marked with

anx.)

3 Click Add to add the users to the folder.
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4  Select the Permissions options:

6

No Permissions. No access to the folder. When logged on, the
user or group will not see thisfolder.

All Permissions. Read, Write, Delete, Rename, and List access.
List. Theuser can display alisting of the folder contents.
Read. The user can download files from the folder.

Write. The user can upload files to the folder.
Delete. The user can deletefiles and foldersin the folder.
Rename. The user can rename files and foldersin the folder.

Specified Permissions. The user or user group has the selected
permissions.

Optionally, select another user or user group and set their
permissions.

Click OK to save your changes.

Notes on granting per missions

To create an "upload” folder, you can grant Write permission
only — thisletsusers upload afile or folder, but they cannot list
the contents of the Upload folder and they cannot upload afile
that has the same name as an existing file. You can add Delete
permission if you want usersto be able to overwrite an existing
file.

To create a "download" folder, you can grant List and Read per-
missions — this lets users list the contents of the folder and
download afile or folder.

NT Permissions on Windows 2000

NT permissions will work on Windows 2000 computers.

To usethis:

1

Set up avirtual folder to the top level folder you want to grant
access to, and give rights to users and groups.

Using the NT permsissions, set further restrictions on subfolders
and files.



Note

Server will use the highest restriction level, so you can
restrict users from areas that NT would grant permissions
with the permissions on the virtural folder, or you can use
NT to further restrict permissions for users that the server
would give access to.

Changing Folder Properties

To view or change Folder properties:

1

In the left panel, select the FTP host, expand the Folderslist and
select the folder. The folder properties appear in the right panel.

The Name box shows the folder name. To change the folder
name, in the left panel, right-click it the name, select Rename
from the shortcut menu, and enter the new name.

In the Destination box, enter the path of the directory for which
you are creating avirtual folder.

Use the Browse button to search your local and networked direc-
tories for the path.

Note that if you want to create a virtual folder that references a
folder on the local network, you must run WS_FTP Server under
auser account that has Windows NT permissions for that folder.

If you create avirtual folder that points to afolder in the top
directory of the FTP host (the only reason to do thisis so you can
grant permissions to the folder), be sure to select the Do not
includein top-level directory listing option — so the folder
does not appear twice in the top directory.

To have virtual folders appear in user’s home folders, select the
Includein user homefolder listing option. When thisoption is
selected, Do not includein top-level directory listing will also
be selected.

You can increase security by selecting either Viewable only with
40-bit SSL or higher or Viewable only with 128-bit SSL or
higher. Clients that do not have SSL enabled will not be able to
view the folder when this option is selected.
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7 Click Apply to save your changes.

Deleting a Virtual Folder

To delete avirtua folder from an FTP host:

In the left panel, select the virtual folder, and then select Delete
from the right mouse menu. The virtual folder is deleted, but the
folder or directory to which it points remains.
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Renaming a Virtual Folder

To rename avirtual folder:

1 Intheleft panel, select the folder, and then select Rename from
the right mouse menu.

2 Enter anew name for the folder.
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Chapter 4. Managing FTP Hosts

This chapter describes how you can use the WS_FTP Server Manager
to manage FTP hosts from the local host or from a remote location.

Copying the Server Manager to a Remote Host

You can copy the WS_FTP Server Manager install program (mgr-
inst.exe) to another Windows NT, or Windows 2000 system and run it
to install the Server Manager which allows you to manage FTP hosts
remotely.

If you installed WS _FTP Server 3.0 from a CD-Rom, you can use the
CD-Rom to install the Server Manager on another Windows NT or
Windows 2000 system to manage your server remotely.

Note
If using NT User database with Active Directory on
Windows 2000, FTP Administrators must also be a
member of an Admin group (or some other group to give
them permission to write to the NT registry).

Connecting to the WS_FTP Server

To connect to the FTP server:

1 Startthe WS_FTP Server Manager.

2 Intheleft panel, select WS _FTP Servers.

3 Intheright panel, click Connect. The Logon dialog box appears.
4

Inthe I P Address box, enter the I P address of the host on which
the FTP server isinstalled. (Note that you can connect to the
server from the same host on which it isinstalled.)

5 Inthe Server port box, if your WS _FTP Server is not using port
21, change the port number to be assigned to the port.

Managing FTP Hosts
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6 Enter your User 1D and Password. You must be aHost Adminis-
trator to access a particular FTP host, or a System Administrator
to access all FTP hosts.

7 Click OK. The Server Manager connectsto the FTP server.

4= Local System - WS_FTP Server Manager [_[O]x]
File View Help

Lpply MNew Hast...

Binary directon: IC NFtpS e

B ftpltestipswitch.com

frpdtest.ipswitch. com .
ETP direct; C:AFtpS v
¢ B nidbipswitch.com £ drectan: I
=38 Local System Foit: 21
B dkdoctest
-8 ftpltestipswitch.com Log directory |C\\Ft95vc\
B ftpdtestipswitch.com
#-B rtdbipswitch.com " NoLog @ FSyypyummnn.log ) bop lag

Service running and connected.

Session Manager... Dizconnect

In the left panel, you will see the IP Address of the FTP server. Select
the IP Address and expand it to show the FTP hosts on the FTP server.
You can make changesto FTP hosts, users, and folders (your accessto
FTP hosts and users depends on whether you are the System Adminis-
trator or the Host Administrator — see user properties for more infor-
mation).

For the most part, you can use the same Server Manager functions that
you can use if you were on the local system, but note the following
differences:

* You cannot stop or start the server.

e Any changes you make remotely occur immediately, without
stopping and restarting the server (except the server port).

*  You can change the server port, but it does not take effect until the
server isrestarted.

»  After making changes remotely, select Refresh from the View
menu (or press F5) to make the changes also appear under the
Local System.

Click Disconnect to end the session and close the Server Manager.



Monitoring Active FTP Sessions

When connected to the FTP server from aremote system (or from the
host on which it isinstalled), you can use the WS_FTP Server Man-
ager to view and monitor active connections to the FTP server.

To view active sessions:
1 Usethe WS FTP Server Manager to connect to the FTP server.

2 Intheleft panel, select the IP Address of the remote FTP server.
The server properties appear in the right panel.

3 Click Session Manager. The Session Manager window appears.

i Session Manager
Connections:  Curent; [3 Maw |3 Total IEU
Files: Transmitted: |1 Received: (1 Delsted: IU Help
Transfers in progress; 0 Reset

Addiess | Hast | Uszer | Dir | Last Command Refresh
156.21.3.190 ftpTtestipsw...  joconnor Jusersfjoco.. SITE LSTS

196.21.3.1390 testh fred fusers/fred LIsT Kill
196.21.3.134 ftpTtestipsw...  fed Ausers/fred RETR connect.way

« | |

Server Statistics

The Session Manager window reports the following WS _FTP Server
statistics. Connection and File statistics represent the count since the
server was last started, or since the counter was reset.

Connection statistics: Current number of connections, M aximum
number of concurrent connections, Total number of connections.

File statistics: the number of files Transmitted (uploaded), Received
(downloaded), and Deleted

Transfersin progress. The number of file transfersin progress.

Click Reset to zero the counters within the WS_FTP Server. Note that
these are the same values you can view and chart in the Windows NT
Performance Manager (for more information, see “Monitoring FTP
Server Statistics’ on page 62).
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Active Sessions

The Session Manager window shows all active connections from an
FTP client (FTP sessions) or from aWS_FTP Server Manager to the
FTP server. For each connection, the Session Manager shows:

Address. The IP address of the FTP client or remote WS_FTP Server
Manager.

Host. The FTP host to which the client is connected. If thereis only
one FTP host on the WS_FTP Server, this column does not appear.

User. The User ID used to connect to the host.
Directory. The last directory accessed during this session.

Last Command. Thelast FTP command issued by the client or
Server Manager.

Idle. The number of seconds the session has beenidle. “Idle” means
the server has not received a command or data from the client and has
not sent aresponse or data to the client for the reported number of sec-
onds. You can control the amount of idle time allowed for a session by
setting a Timeout value in the host’s properties.

TA (Transfer Active). Indicatesthat adata channel is active for ases-
sion. If it showsavalue of 1, the RETR or STOR command is cur-
rently active, which means data is being transferred (retrieved or
stored). If it shows avalue of O, the data channel isinactive.

To update the list of active connections, click Refresh.

To end a session, select the session’s Address and click Kill. Thelist-
ing automatically refreshes, but may take afew seconds.
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Monitoring FTP Server Statistics

You can use the Windows NT Performance Manager to monitor statis-
ticsreported by the WS_FTP Server, including the number of concur-
rent connections, the total number of connections since the server
started (or was reset), and the number of files transferred.



To display WS_FTP Server statistics:

1 Fromthe Start menu, select Programs->Administrative Tools
(Common)->Performance M onitor. The Windows NT Perfor-
mance Monitor appears.

2 From File menu, select New to create a new chart. See the Perfor-
mance Monitor’s help system for information on using charts.

3 From the Edit menu, select Add to Chart. The Add to Chart dia-
log box appears.

In the Computer box, select the Windows NT name of the com-
puter on whichthe WS FTP server isinstalled. (The default isthe
local computer, but you can also connect to another computer on
the local network.)

In the Object box, select Ipswitch WS_FTP Server. The
WS _FTP server counters appear in the Counter list.

Select a counter and click Add to add it to the chart.
Click Explain to display a brief description of the counter.

4 Tosavethesettingsto afile, select Save Chart Settings from the
File menu.

Reading the Log Files

This section shows atypical log file and describes the types of entries
you will seein alog. Thelog file can be avaluable tool for managing
your FTP server.

When you select thelog option, alog file (FSyyyymmnn.log) is cre-
ated daily in the FTP server directory. Eventsfor all FTP hoststhat are
running on the server are logged to this file. The following shows
some lines from alog file:

0915 12:17:00 (0000005c) 156.21.50.134: 2040 connected to
156. 21. 50. 190: 21

0915 12:17: 00 (0000005c) ftp4atest.ipsw tch.com S(0)
156. 21. 50. 134 anon- guest @nknown | ogon success (Al)

0915 12:18:11 (0000005c) ntdoctest.lex.ipswi tch.com S(0)
156. 21. 50. 134 anon- guest @nknown | ogoff RO D:0 P:0

0915 12:18:11 (0000005c) 156.21.50. 134 connection cl osed

Managing FTP Hosts
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The primary linesin the log file report a specific server event and use
the following format:

Example Description
0915 month (mm) and day (dd)
12:17:00 time of day the event occurred given in
hours (hh), minutes (mm), seconds (ss)
(0000005¢) thread ID

ftp4test.ipswitch.co
m

name of the FTP host on the server.

S

Line type: U=user error; P=protocol error;
N=network error; O=operating system
error; S=success

156.21.50.134

address of the remote system

WS_FTP Server

anon- user ID of user logged on
guest@unkown

Error Message if error occurs
RECV the FTP event

The STOR, STOU, APPE, RECV commands append “(nnnn bytes,

nnnn ms)’ to the end of the line to indicate how many bytes were
received or transmitted and how many milliseconds it took.

Note

Thelogfileis created daily — you will need to delete old
log files to keep the directory from filling up.
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Chapter 5: SSL Configuration

This chapter describes what SSL is and how you can configure
WS_FTP Server to allow secure (SSL) connections.

What is SSL?

SSL (Secure Socket Layer) isaprotocol for encrypting and decrypting
data sent across direct internet connections. When a client makes an
SSL connection with a server, al data sent to and from that server is
encoded with a complex mathematical algorithm that makesit
extremely difficult to decode anything that is intercepted.

Thefollowing is astep by step illustration of how SSL works.

Step 1. The client makestheinitial connection with the server and
requests that an SSL connection be made.

Step 2. If the server is properly configured, the server will send to the
client its certificate and public key.

Step 3. The client uses that public key to encrypt a session key and
sends the session key to the server. If the server asksfor the cli-
ent’s certificate in Step 2, the client must send it at this point.

Step 4. If the server is set up to receive certificates, it compares the
certificate it received with those listed in its trusted authorities
database and either accepts or rejects the connection.

SSL Configuration
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If the connection isrejected, afail messageis sent to the client.
If the connection is accepted, or if the server isnot set up to
receive certificates, it decodes the session key from the client
with its own private key and sends a success message back to
the client, thereby opening a secure data channel.

The key to understanding how SSL works is in understanding the
parts that make SSL itself work. Thefollowingisalist of these parts
and the roles each plays.

Client. Any FTP program that is able to make an SSL connection.

Certificate. The Certificate file holds the identification information of
theclient or server. Thisfileisused during connection negotiationsto
identify the parties involved. In some cases, the client’s certificate
must be ‘signed’ by the server’s certificate in order to open an SSL
connection. Certificate files have the .crt ending.

Session K ey. The session key iswhat both the client and the server
useto encrypt data. It iscreated by the client.

Public Key. The public key is the device with which the client
encrypts asession key. It doesnot exist asafile, but isabyproduct of
the creation of a certificate and private key. Data encrypted with a
public key can only be decrypted by the private key that made it.

Private Key. The private key decrypts the client’s session key that is
encrypted by a public key. The private key file has the .key ending.
Private keys should NEVER be distributed to anyone.

Certificate Signing Request. A certificate signing request is gener-
ated each time a certificate is created. Thisfileisused when you need
to ‘sign’ acertificate. Once the Certificate Signing Request fileis
signed, a new certificate is made and can be used to replace the
unsigned certificate.

66 User'sGuide

WS_FTP Server

How To Get Started

WS _FTP Server can be used without configuring the SSL Utility, but

unless you select the Disable SSL option in the Host window, anyone
will be able to make a secure connection with you. If you do not wish
to use the SSL capabilities, you should select the Disable SSL option.



If you do want to allow users to make secure connections, follow
these directions to set up your server.

1 Thefirst step isto replace the default key and certificate installed
with WS _FTP by creating anew certificate. Follow the direc-
tions for generating a certificate to accomplish this.

Note
The default key and certificate included with WS_FTP
Server are exact copies of the files distributed to all users.
If you do not generate a new certificate and set of keys, no
data encrypted by your server will be completely secure.

2 Onthe Certificate Selection tab, replace the default values with
the certificate, private key, and pass phrase generated with the
Certificate Creation tab.

3 Determine what level of security you want for your server. For
the highest security, click the Option tab and select the Certifi-
catesarerequested and verified upon connection option.
When this option is selected, the server requires the FTP client to
send their certificate when attempting to log on.

If the certificate sent from the client to the server was not signed
by a certificate on the host’s Trusted Authorities database, the
connection will fail. Read the Trusted Authorities section for
more information on this process.

For the lowest level of security, you can stop after selecting acer-
tificate on the Certificate Selection tab.

4 If you do want to limit which users can make an SSL connection
to your server, add the certificate you are going to use to sign user
certificates to the Trusted Authorities database for the host they
have an account on. Read the Signing a Certificate section for
more information on this process.

From here, WS _FTP server isready to accept SSL connections.

SSL Configuration
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Generating a Certificate

To create an SSL certificate:

1 Fromthe File menu, select Configure SSL. The SSL Utilities dia-
log box appears.

2 Click the Certificate Creation tab.

SSL Utilities =]

Certificate Selection  Certificate Creation | Certificate S\gnlngl Trusted Authoritie: 4| *

This utty wil create a Key fils [ key fis), a Cartifisats Request
(.ot file). and a self signed Certficats [ ot fil).

Certificate Set Mame: | braemar
Output Location: C:AFtpS ve:

Certificate Information:

CiyfTowr: — [Augusts Couny: [US

State/Province: Iﬁeurgia Email Iaamar@\pswuch com

Oiganization:  [lpsvitch Unit, [documeniation

Comman Nare: [brasmst pswitch oom |y e oo

Pass Phrase I XXXXXXXX The Passphrase entries are
Confirmation: idertical.

Create

3 Enter anamein the Certificate Set Name box. Thiswill be the
name of the certificate that is generated by WS _FTP Server.

4  Click the Browse (...) button in the Output L ocation box to
select the folder you want the certificate created in.

5 Enter information in all of the Certificate I nformation boxes:
City/Town. City or town where you are located. (Ex. Augusta)

State/Province. State or Province where you are located. (Ex.
Georgia)

Organization. Company or individual user name.
Common Name. This can be either the name of the person creat-

ing the certificate or the fully qualified domain name of the
server associated with the host.

Pass Phrase. Pass phrase that isto be used to encrypt the private
key. It isimportant to remember this pass phrase. The pass phrase
can be any combination of words, symbols, spaces, or numbers.
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6

Pass Phrase Confirmation. Re-enter the same pass phrase as
above.

Country. The country you arein. This must be avalid two letter
country code. (Ex. US)
Email. E-mail address of the person the certificate belongsto.
Unit. Name of organizational unit. (Ex. Research and Devel op-
ment)
After al of the boxesarefilled in correctly, click Create to gener-

ate the keys, certificate, and certificate signing request. If all of
the boxes are not filled in, you can not create the certificate.

Selecting a Certificate

The Certificate Selection tab is used to choose which private key and
certificate you want to use during SSL connection negotiations. If a
new certificate has not been created, follow the directions for “Gener-
ating a Certificate” on page 68.

SSL Utilities [<]

Cerlificate Selection | Certificate Creation | Certificate Signing | Trusted AuthumtleﬂL

Select the Certificate and Key file that the server will use during
S5L negotiaion. You must know the pass phrase used to decode
the private key. The certificate selected MUST have been
generated using the selected key

Private Key: C:iFtpS wohbraemar key .
Certificate: C:hiFtpS wehbraemar. ort
Pass Phrase: l“”“*—
Pass Phrase lxm«m«xm«—
Confirmation:

Reset Al

The Passphrase entries are identical

The Key and Certificate exist

To select an SSL Certificate:
1 Click the Browse(...) button next to the Private Key box to

SSL Configuration

select the private key you want to use during SSL negotiation.
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2 Click theBrowse(...) button next to the Certificate box to select
the certificate you want to use during SSL negotiation. The certif-
icate you use must have been created using the key you selected
for the Private K ey box.

3 Enter the pass phrase associated with that certificate in both the
Pass Phrase and the Pass Phrase Confir mation boxes. A pass
phrase can be any combination of words, symboals, or numbers. It
is case sensitive and must be written exactly the same way each
timeitisused.

Without the correct pass phrase in both boxes, the certificate and
private key cannot be verified and the selection cannot be saved.

4  Click Apply to save your entries.

Clicking the Reset button erases what you have done since the last
time new settings were applied.

Signing Requirement Option

WS_FTP Server provides you with asigning requirement option for
SSL connections.

S5L Utilities [<]
Cetiicate Creation | Certficate Signing | Trusted Authortiss Options | <
The following are S5L configuration options, pou will need to
@ restart the server far changes to take effect.
™ Cerificates are requested and verfied upon connection
SRRl
Help

Certificatesarerequested and verified upon connection. When
this option is selected, the server asks for a certificate from the user
attempting to make a connection. That server then tries to verify that
server against the certificates listed for that host on the Trusted
Authorities tab. If the certificate is not listed there, for that host, then
the SSL connection will fail.



Signing a Certificate

The Certificate Signing tab is used to sign requests with the private
key and certificate you define. When a user wants to make an SSL
connection with a host they have an account on, the user creates a cer-
tificate of their own and sends the generated request file to the server
administrator. Thisis usually done through e-mail. Once the adminis-
trator has thefile, they can sign the request and create a new certifi-
cate that can be sent back to the user. The user then uses that new
certificate to make an SSL connection with the host.

If the Certificates are requested and verified upon connection
option found on the SSL Option tab is selected, the certificate the
administrator usesto sign the certificate signing request must be listed
in the Trusted Authoritiestab for that host. If not, any SSL connection
that tries to use that certificate will fail.

55L Utilities [=]

Certficate Selestion | Cetficate Creation  Cetiicate Signing | Trusted Authoritie.4 |

createtion utiity. The newly created certificates can be used to

@ This utlity is used to sign requests created with the cetificate
control access ta securs WS_FTP servers

Frivate Key. C:iFtpSwchbraemar key

Certificate: ChiFtpSvebraemar.cit -
Pass Phiase: l—

Pass Phiase e

Confirmation

Request File: C:iFtpSvehwallace. csr

Active Date: & 1100 d

Expires O 8/ 1105 =
Output Certificate: C:AFtpSvewallace. ort
Sign
Help Close

To sign acertificate:

1 InthePrivateKey box, select the private key you want to use to
sign the request by clicking on the Browse (...) button and select-
ing thefile.

2 Inthe Certificate box, select the certificate associated with that
private key.

SSL Configuration
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3 Enter the pass phrase associated with that private key/certificate
in both the Pass Phrase box and the Pass Phrase Confirmation
box.

4 Inthe Request File box, select the request file you want to sign
by clicking on the Browse (...) button and selecting thefile.

5 Inthe Active Date box, enter the date the certificate is activated,
or use the pull-down button to select the date from a calendar.

6 Inthe ExpiresOn box, enter the date the certificate expireson, or
use the pull-down button to select the date from a calendar.

7 Inthe Output Certificate box, enter the file name and complete
path of the certificate that is to be generated by signing the
request. You can click the Browse (...) button to enter the name
and select the folder you want to create thefilein.

Note
Usually, the output certificate file uses the same name as
the request file.

8 Click the Sign button to sign the request and create the new cer-
tificate.

The certificate that was created should now be sent back to the user. If
the certificate file used to sign the request is not listed in the Trusted
Authoritiestab for that host, you should add it now.
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Trusted Authorities

The Trusted Authorities tab storesalist of certificate names that are
recognized by the host you identify in the Certificate Store box (In
WS _FTP Pro, the Certificate Store box does not appear). If you use
the Certificates are requested and verified upon connection option
found on the SSL Option tab, any user that tries to make an SSL con-
nection must have their certificate signed by acertificate that has been
added to this host's database, or have the certificate itself in the data-
base.



55L Utilities [<]

Caitificats Creation | Cartficats Signing  Trusted Autharties |Elplmr’\s| 0

Al eetifivates in the trusted authorites database wil be used to
@ authenticate certficates sent from the FTP client

[ [ Issued By | Espires [
[EIpswitch, documen... Ipswitch, documenta...  Jul 30 2010 14:45.4..
Ipswnch, Inc., Ips..  Ipswitch, Inc., lpswit..  Jul 8201016:29:58...

Certficate Store: | highlander. ipswitch.com |

Remave | Export | [Timpat ||

Certificate Display

I ssued To. Who the certificate was issued to.

I ssued By. Who the certificate was signed by.
Expires. Date on which the certificate expires.
Adding a Certificate

To add a certificate to the database:

1 Click the Import button and select the path and file name for the
certificate. The Add Certificate? dialog box appears.

Add Certificate?
g Are you sure you wish to add the following certificate as a
trusted authority?
i lssuer
Organization: Ipswitch. Ine.
Unit: Ipswitch Certificate Services
Comman M ame: Ipswitch, ne.
Countiy: us
— Subject
Organization: Ipswitch, ne.
Unit: |pswitch Certificate Services
Comman M ame: Ipswitch, ne.
Country: us
Expires:  Jul 82010 16:29:58 GMT Mo

2 Review theinformation and click Yesto add the certificate to the
database.

SSL Configuration
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Exporting a Certificate

To export a certificate from the Trusted Authorities database:

1
2
3

4

Select the certificate you want to copy out of your database.
Click the Export button.

Select the folder you want to copy the certificate to and enter the
name you want to save the certificate file as.

Click OK.

Removing a Certificate

To remove a certificate:

1
2
3

Select the certificate to be removed.
Click Remove.

A warning appears advising you to export the certificate before
you remove it. Removing the certificate del etes the certificate
file.

Click OK to remove the certificate.
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Appendix A: Highlights of RFC 959

This appendix includes some highlights of RFC 959, “File Transfer
Protocol.” Thisinformation is provided here for those advanced users who
want to know more about how FTP works. It will also assist those wishing to
interpret the messages at the bottom of the WS _FTP Pro Classic main
window or in the log window. Topicsincluded here are:

» Basics

*  FTPCommands

*  FTPReplies (three-digit “error codes”)

For more detailed information, see the RFC itself.

Basics

FTP (File Transfer Protocol) is a specification for how files can be
transferred over the Internet. FTP is a client-server protocol in which FTP
client software on one system communicates with FTP server software on
another. The communication between the FTP client and server isan
exchange of commands and replies which are transmitted over a“ control
connection” between the two systems; this control connection follows the
Telnet model.

Files are transferred between the client and server over a second connection,
afull duplex connection known as the “data connection.” This connection is
between the client’s “data transfer process’ and the server’s data transfer
process (or between two servers datatransfer processes).

FTP Client FTP Server
Control connection:
Protocol FTP commands and replies Protocol
interpreter | <& | interpreter
Data ) Data Fil
i Data connection lle
File | transfer | |la——— g | transfer | system
system process process

Highlights of RFC 959
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Both the client and the server have a protocol interpreter. The protocol
interpreters receive commands or replies, send commands or replies, and
govern the data connection. The server’s protocol interpreter listensfor a
connection from a client’s protocol interpreter.

Inan“active” transfer, the FTP server’s data transfer processinitiates, or
establishes, the data connection to the FTP client, setting up the parameters
for datatransfer and storage.

Ina“passive’ transfer, the server’s data transfer processis placed in a
passive state to listen for, rather than initiate, a connection to the data port. In
this case, the FTP client initiates the data connection.

User’s Guide

FTP Commands

The standard commands that an FTP client (such asWS_FTP Pro) issuesto
an FTP server are listed here with a brief explanation that has been adapted

from RFC 959. The command syntax is presented using BNF (Backus-Naur
Form) notation where applicable.

FTP commands may be in any order except that a“rename from” command
must be followed by a“renameto” command and the REST (restart)
command must be followed by the interrupted service command

(e.g., STOR or RETR).

ABOR (ABORT)

ABOR <CRLF>
This command tells the server to abort the previous FTP service command
and any associated transfer of data.

ACCT (ACCOUNT)
ACCT <SP> <account-i nformati on> <CRLF>

The argument field is a Telnet string identifying the user's account. The
command is not necessarily related to the USER command, as some sites
may require an account for login and others only for specific access, such
as storing files.

ALLO (ALLOCATE)

ALLO <SP> <deci nmal -i nteger> [ <SP> R <SP>

<deci mal -i nteger>] <CRLF>
This command is required by some servers to reserve sufficient storageto
accommodate the file to be transferred.

WS_FTP Server



APPE (APPEND) (with create)

APPE <SP> <pat hnane> <CRLF>
This command causes the server’s data transfer process to accept the data
transferred and to store the datain afile at the server site. If thefile specified
in pathname exists at the server site, then the data is appended to that file;
otherwise the file specified in pathnameis created at the server site.

CDUP (CHANGE TO PARENT DIRECTORY)

CDUP <CRLF>
This command is a specia case of CWD which alows the transfer of
directory trees between operating systems having different syntaxes for
naming the parent directory.

CWD (CHANGE WORKING DIRECTORY)
CWD <SP> <pat hnanme> <CRLF>

This command allows the user to work with a different directory or dataset
without altering his login or account information.

DELE (DELETE)
DELE <SP> <pat hname> <CRLF>

This command causes the file specified in pathname to be deleted at the
server site.

FEAT
FEAT <CRLF>

This command causes the FTP server to list al new FTP features that the
server supports beyond those described in RFC 959. A typical example
reply to the FEAT command might be a multi-line reply of the form:

C  FEAT

S> 211-Extensions supported
S>  SIZE

S>  MDTM

S> M_ST si ze*;type*; pernt; create*; nodify*;
S>  LANG EN*
S> REST STREAM

S> TVFS
S> UTF8
S> 211 end
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HELP (HELP)

HELP [ <SP> <string>] <CRLF>
This command causes the server to send alist of supported commands and
other helpful information.

LIST (LIST)

LI ST [ <SP> <pat hname>] <CRLF>
This command causes alist of file names and file details to be sent from the
FTPsiteto WS _FTP Pro.

MDTM (MODIFICATION TIME)

MDTM <SP> <pat hname> <CRLF>
This command can be used to determine when afilein the server NVFS was
last modified.

MKD (MAKE DIRECTORY)

MKD <SP> <pat hnanme> <CRLF>
This command causes the directory specified in pathname to be created as a
directory (if pathname is absolute) or as a subdirectory of the current
working directory (if pathname isrelative).

MLSD
M.SD [ <SP> <pat hname>] <CRLF>

If WS_FTP Pro detects that the server isan MLSD server, thiscommand is
sent to the server instead of the LIST command.

MLST

M.ST [ <SP> <pat hnanme>] <CRLF>
This command causes the server to provide data about the single object
named, whether afile or directory.

MODE (TRANSFER MODE)
MODE <SP> <npde-code> <CRLF>

The argument isa single Telnet character code specifying the data transfer
mode. The following codes are assigned for transfer modes: S - Stream,
B - Block, C - Compressed. The default transfer mode is Stream.

Note
This “transfer mode” is not equivalent to the “transfer mode” of the
WS _FTP Pro user interface. The “transfer mode” referred toin
WS _FTP Pro and its documentation is handled by the TY PE command.
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NLST (NAME LIST)

NLST [ <SP> <pat hname>] <CRLF>
This command causes alist of file names (with no other information) to be
sent from the FTP siteto WS _FTP Pro.

NOOP (NOOP)

NOCOP <CRLF>
This command does not affect any parameters or previously entered
commands. It specifies no action other than that the server send an OK reply.

OPTS (OPTIONS)
OPTS <SP> <par anet er > <CRLF>

This command allows an FTP client to define a parameter that will be used
by a subsequent command.

PASS (PASSWORD)
PASS <SP> <passwor d> <CRLF>

The argument field is a Telnet string specifying the user's password. This

command must beimmediately preceded by the user name command, and,
for some sites, completes the user’sidentification for access control.

PASV (PASSIVE)

PASV <CRLF>
This command requests the server’s data transfer processto “listen” on a
data port (which is not its default data port) and to wait for a connection
rather than initiate one upon receipt of atransfer command. The response to
this command includes the host and port address this server islistening on.

PORT (DATA PORT)
PORT <SP> <host-port> <CRLF>

This specifies an aternate data port. There are defaults for both the client
and server data ports, and under normal circumstances this command and its
reply are not needed.

PWD (PRINT WORKING DIRECTORY)
PWD <CRLF>

This command causes the name of the current working directory to be
returned in the reply.
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QUIT (LOGOUT)

QUI T <CRLF>
This command terminates a USER and, if file transfer is not in progress,
closes the control connection. If file transfer isin progress, the connection
will remain open for result response and the server will then closeit.

QUOTE

QUOTE <string> <CRLF>
The QUOTE command lets you enter any standard FTP command. WS_FTP
Pro sendsit to the FTP site, unedited; it is up to you to determine the
command syntax depending on the FTP site you are connected to.

REIN (REINITIALIZE)
REI N <CRLF>

This command terminatesa USER, flushing all 1/0 and account information,
except to allow any transfer in progress to be completed. A USER command
may be expected to follow.

REST (RESTART)
REST <SP> <mar ker > <CRLF>

The argument field represents the server marker at which file transfer isto
be restarted. This command does not cause file transfer but skips over

the file to the specified data checkpoint. This command shall be immediately
followed by the appropriate FTP service command which causesfile transfer
to resume.

RETR (RETRIEVE)
RETR <SP> <pat hname> <CRLF>

This command causes the server to transfer a copy of thefile specified in

pathname to the client. The status and contents of the file at the server site
are unaffected.

RMD (REMOVE DIRECTORY)

RMD <SP> <pat hnane> <CRLF>
This command causes the directory specified in pathname to be removed as
adirectory (if pathname is absolute) or as a subdirectory of the current
working directory (if pathname isrelative).
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RNFR (RENAME FROM)
RNFR <SP> <pat hname> <CRLF>

This command specifies the old pathname of the file which isto be renamed.

This command must be immediately followed by a*“rename to” command
specifying the new file pathname.

RNTO (RENAME TO)
RNTO <SP> <pat hname> <CRLF>

This command specifies the new pathname of the file specified in the
immediately preceding “rename from” command. Together the two
commands cause afile to be renamed.

SITE (SS'TE PARAMETERYS)
SI TE <SP> <string> <CRLF>

This allows you to enter acommand that is specific to the current FTP site.
WS_FTP Pro prefixes your entry with the word SITE. WS _FTP Pro sends it
to the FTP site, unedited; it is up to you to determine the command syntax
depending on the FTP site you are connected to.

SITE CPWD
SITE CPWD <SP> <string> <CRLF>

Thisisaspecial command you can enter using WS_FTP Pro when the FTP
server isaWS_FTP Server from Ipswitch. It changes the user’s password.

SIZE (SIZE OF FILE)
S| ZE <SP> <pat hnanme> <CRLF>

This command is used to obtain the transfer size of afile from the server:
that is, the exact number of octets (8 hit bytes) which would be transmitted
over the data connection should that file be transmitted. This value will
change depending on the current STRUcture, MODE and TY PE of the data.

SMNT (STRUCTURE MOUNT)
SWMNT <SP> <pat hnanme> <CRLF>

This command allows the user to mount a different file system data structure
without altering hislogin or accounting information.

STAT (STATUS)
STAT [ <SP> <pat hname>] <CRLF>

This command causes a status response to be sent over the control
connection in the form of areply.

Highlights of RFC 959

WS_FTP Server

81



82

User’s Guide

STOR (STORE)
STOR <SP> <pat hnanme> <CRLF>

This command causes the FTP server to accept the data transferred viathe
data connection and to store the data as afile at the FTP server. If thefile
specified in pathname exists at the server site, then its contents shall be
replaced by the databeing transferred. A new fileis created at the FTP server
if the file specified in pathname does not already exist.

STOU (STORE UNIQUE)
STOU <CRLF>

This command behaves like STOR except that the resultant fileis to be
created in the current directory under a name unique to that directory. The
“250 Transfer Started” response must include the name generated.

STRU (FILE STRUCTURE)
STRU <SP> <structure-code> <CRLF>

The argument isa single Telnet character code specifying thefile structure
described in RFC 959. The following codes are assigned for structure: F -
File (no record structure) R - Record structure P - Page structure. The default
structure is File.

SYST (SYSTEM)
SYST <CRLF>

This command is used to find out the operating system of the server.

TYPE (REPRESENTATION TYPE)
TYPE <SP> <type-code> <CRLF>

The argument specifies the file type. The following codes are assigned:
A = ASCII (text files)

N = Non-print (filesthat have no vertical format controls such as
carriage returns and line feeds)

T = Telnet format effectors (files that have ASCII or EBCDIC vertical
format controls)

E = EBCDIC (files being transferred between systems that use EBCDIC
for internal character representation)

C = Carriage Control (ASA) (files that contain ASA [FORTRAN]
vertical format controls)

| = Image (binary files)
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L = Local byte size (files that need to be transferred using specific
non-standard size bytes)

The default representation type is ASCIl Non-print.

USER (USER NAME)

USER <SP> <user nanme> <CRLF>
The argument field is a Telnet string identifying the user. The user
identification is that which is required by the server for accessto its
file system.

FTP Replies

In the protocol conversation between an FTP client (such asWS _FTP Pro)
and an FTP server, at least one server reply issent to the FTP client in
response to an FTP command. A reply consists of athree-digit code,
followed by one line of text, and terminated by the Telnet end-of-line code.

Positive Preliminary Replies

These types of repliesindicate that the requested action was taken and that
another reply isto follow.

110 Restart marker reply.

120 Serviceready in nnn minutes.

125 Data connection aready open; transfer starting.
150 File status okay; about to open data connection.
Positive Completion Replies

These type of repliesindicate that the requested action was taken and
that the server is awaiting another command.

200 Command okay.

202 Command not implemented, superfluous at this site.
211 System status, or system help reply.

212 Directory status.

213 File status.

214 Help message on how to use the server or the meaning of a particular
non-standard command. This reply is useful only to the human user.

215 NAME system type. Where NAME is an official system name.
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220 Serviceready for new user.
221 Service closing control connection. Logged out if appropriate.
225 Data connection open; no transfer in progress.

226 Closing data connection. Requested file action successful
(for example, file transfer or file abort).

227 Entering Passive Mode (h1,h2,h3,h4,p1,p2).
230 User logged in, proceed.

250 Requested file action okay, completed.

257 “PATHNAME” created.

Positive Intermediate Replies

These types of repliesindicate that the requested action was taken and that
the server is awaiting further information to complete the request.

331 User name okay, need password.

332 Need account for login.

350 Requested file action pending further information.
Transient Negative Completion Replies

These types of replies indicate that the command was not accepted; the
reguested action was not taken. However, the error is temporary and the
action may be requested again.

421 Service not available, closing control connection. This may be areply
to any command if the service knows it must shut down.

425 Can't open data connection.

426 Connection closed; transfer aborted.

450 Requested file action not taken. File unavailable (e.g., file busy).
451 Requested action aborted: local error in processing.

452 Requested action not taken. Insufficient storage space in system.
Permanent Negative Completion Replies

These types of repliesindicate that the command was not accepted; the
requested action was not taken. The FTP client is " discouraged” from
repeating the same exact reguest.
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500

501
502
503
504
530
532
550

551
552

553

Syntax error, command unrecognized. This may include errors such as
command line too long.

Syntax error in parameters or arguments.
Command not implemented.

Bad sequence of commands.

Command not implemented for that parameter.
Not logged in.

Need account for storing files.

Requested action not taken. File unavailable; e.g., file not found,
NO access.

Requested action aborted: page type unknown.

Requested file action aborted. Exceeded storage allocation for current
directory or dataset.

Requested action not taken. File name not allowed.
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