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Introduction

Chapter
This chapter beginswith abasic introduction to Ipswitch WS_FTP p
Server, abrief description of File Transfer Protocol (FTP) and how
an FTP server works (for newcomers), and a description of the
product’s main features.

In addition, you'll find an introduction to the FTP server’s
interface (the WS_FTP Server Manager), system requirements,
and the installation procedure.

What is Ipswitch WS_FTP
Server?

Ipswitch WS _FTP Server is afull-featured FTP server for
Windows NT, Windows 2000 or later, and Windows X P systems.
WS _FTP Server lets you create an FTP site that makes files and
folders on your PC available to other users and customers. Users
can connect (viathe Internet) to your site, list folders and files, and
(depending on permissions) download and upload folders and
files. You can control user access to the site itself and to its In this Chapter
individual folders and files. You can create multiple FTP siteson
the WS _FTP Server — each will function as a completely separate
site.

WS_FTP Server complies with the current Internet standards for
the FTP protocol (documented in RFC 959 and 1123). Users can
connect to the server and transfer files by using an FTP client that
complies with this protocol, such as |pswitch WS _FTP Home or
Pro. The FTP server runs as aWindows NT service.




How FTP Works

FTPis based on the client—server model of communication between computers. one
computer runs a server program “serving up” information to other computers. The other
computers, or systems, run client programs that request information and receive replies from
the server. The system running the server program isan FTP server.

To access an FTP server, users must be able to connect to the Internet, Intranet, or local area
network (viaamodem or local area network) with an FTP client program.

An FTP client-server session establishes two connections: a control connection that stays
open for the entire session and a data connection that opens and closes to transfer data such
asfolder listings and files to or from the server as requested by the client. Normally, the
control connection occurs on port 21 on the FTP server.

The FTP server runs continuously in the background and listens to port 21 for a connection
request from an FTP client. When an FTP client requests a connection, the FTP server
verifiesthe logon user ID and password and, if valid, it listens to this channel (control
channel) for the next command.

After auser logs on, their access to the FTP host’s file system is determined by permissions
assigned to directories and folders.

How WS_FTP Server Works

WS _FTP Server isinstalled as a Windows service that runs continuously. WS _FTP Server
letsyou set up one or more FTP hosts, each with its own users, directories, and folders. Each
FTP host functions as a separate FTP site. To set up an FTP host, you use the following
components:

e User accounts— WS _FTP Server can use existing user accounts from aWindows NT,
IMail Server (Ipswitch’s mail server product), or other ODBC external user database.
You can also usethe WS_FTP Server Manager to create accountsin an ODBC database,
or its own user database. To log on from an FTP client, users enter their user ID and
password, specified in their user account.

«  Anonymouslogon — if enabled, auser can log on to your FTP site without having their
own user account. You can use “anonymous FTP” to make folders and files on your PC
publicly available, without having to create and maintain individual user accounts. To
log on from an FTP client, users enter anonymous or ftp astheir user ID. For the pass-
word, they should enter their e-mail address or no password.

»  Default public folders— All users on an FTP host have afolder (with the same name as
their User ID) under the FTP host’s top directory. Users can transfer files to and from
their own folders. If afolder named public is created in a user’s folder, all other users
(including anonymous users) can view and download filesin this public folder.



Home folder — for each FTP host, you can set whether you want usersto start in their
own folder, or start in the top directory when they log on.

FTP folders and permissions — If you want to grant FTP permissions for afolder on
your computer, you can create an FTP folder and have it reference (point to) an existing
folder. You can then grant permissions for any of the FTP users, including anonymous
users.

User groups — You can create a user group and add usersto it so you can grant appro-
priate permissions on a group basis.

Major Features

(Version 5.0) New Ipswitch Notification Server to handle sending notifications of FTP
Events.

(Version 5.0) Supports SMS, e-mail, pager, and program notifications.

(Version 5.0) Lets administrators set user’s home folders, which allows home folders to
be shared. Allows the use of virtual folders as user home folders.

(Version 5.0) Lets avirtual folder reference a networked directory (UNC paths), pro-
vided the user has appropriate permissions to access the networked directory.

(Version 5.0) Rules can check login attempts, quota actions, and the ability to attach
multiple notificationsto arule.

(Version 5.0) Ability to duplicate users, folder, virtual folders, rules, notifications, and
groups.

(Version 5.0) Set bandwidth limits for users, user groups, or FTP host.

(Version 5.0) Set disk and file quotas for user groups, and FTP host (in addition to indi-
vidual users).

(Version 5.0) Set up SSL optionsfor virtual hosts.
(Version 5.0) Clear Command Channel (CCC) for SSL connections.

Supports all FTP clients and Web browsers that comply with the standardsin RFC 959
and 1123.

Supports multiple FTP hosts (sites) on asingle PC.
Supports SSL connections. (If the FTP client supports SSL connections as well.)

Uses an existing user database for user authorization, or lets you create your own user
database.

Supports an unlimited number of user accounts on each FTP host.

Supports anonymous logons.



e Supports automatic resume of failed transfers - if the client connection is lost before a
file transfer is complete, when the client logs on again, the FTP server resumes the
transfer where it was interrupted. (This feature is supported by the WS FTP Pro client.)

e Letsyou create custom SITE commands and setup permissions for the use of those
commands.

e Letsyou assign FTP permissions per folder.

e Letsyou set maximum number of userslogged on to an FTP host.

e LogsFTP server events.

e Includesalog Analyzer utility.

e Letsyou add users from the DOS command line with the Add User utility.

*  RunsasaWindows service.

WS _FTP Home and Pro Client

If you need an FTP client, we recommend |pswitch WS_FTP Home or Pro. Both the
WS _FTP clients let you communicate with virtually all types of FTP servers.

If you use WS_FTP Prowith WS_FTP Server, you will get premium performance and
advanced functionality, such as:

»  Encryption of user IDs and passwords sent over the network.

» Ability to resume afailed transfer.

« Ability to transfer from one remote FTP server to another (remote-to-remote transfer).
* Ability to make secure (SSL) connections to the server.

For more information about WS_FTP Home or Pro, visit our web siteat: http://
www.ipswitch.com

WS_FTP Server Security

WS _FTP Server provides the following security features:

e Complete SSL capabilities with multiple levels of security that can be configured at the
server level.

*  Logon connections send the user ID and password in an encrypted form, rather than
sending them across the network as text.

e Userson an FTP client get an administrator-defined number of chances to send the cor-
rect user 1D and password, after which the connection fails.
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e User IDs and passwords are stored in the Windows NT registry when using WS FTP
Server database.

e Ability to control accessto an FTP host by setting an I P address or range of addresses
for which the FTP host either grants or denies access.

e Ability to set permissionson all folders.
e Ability to deny anonymous logins.

e Ability tolock usersto their home folder.

The WS_FTP Server Manager

The WS _FTP Server Manager lets you manage your FTP server configuration, and any FTP
sites you create.

The WS_FTP Server Manager presents atwo panel window. In the left panel, click the plus
sign (+) next to an item to display sub-items. When you click an item, its properties appear
in the right panel.

% Local System - Ipswitch W5_FTP Server Manager

Fle View Help

= @ |pswitch WS _FTP Servers

= i Local System
+- B test domair.com
Q bow ips h. col . ]
B Site Commands m
#)-4,.0 Notificatiors Library
> B R =T
[l Directory Created -
L] File Deleted M
= File Download
[ File Rename %
& File Upload
£, Faied Login M
) Quota Excesdsd
G 550
[ Folders
“irtual Folders
7 Bandwidth Allacation
Guata Limits
i} User Groups
§ Users

You can have multiple FTP hosts (each functioning as a separate FTP server) on the

WS FTP Server. Inthe left panel, under Local System, there is an entry for each FTP host
that you create. Under each FTP host, there are user accounts, groups of users, and folders
(FTP directories) for that host. You can manage all FTP server functions from the WS FTP
Server Manager.



Remote Management

Before you can remotely manage WS _FTP Server, you need to install WS _FTP Server
Manager on the computer that will be used to do the remote management (Any Windows
NT, 2000, or XP computer that the server is not running on.)

Toinstall the WS _FTP Server Manager, run the install program (from CD-Rom, or from
your e-commerce download) on the remote PC and select the WS FTP Server Manager
option. For more information, see “Installing WS_FTP Server and Notification Server” on

page 6.

System Requirements

WS _FTP Server requires the following system resources::
e Windows® NT 4.0 SP6, Windows® 2000, Windows® XP or Windows® Server 2003
e 200 MHz Pentium® Il or higher

+ 128 MB RAM

WS_FTP Server must run on a server or workstation with a static IP Address.

Installing WS_FTP Server and
Notification Server

You must log on to the Windows system as a system administrator in order to install the
WS _FTP Server software.

If you purchased WS_FTP Server onling, install it by double-clicking the file you
downloaded and following the prompts on your screen.

To install the software from the CD:
Insert the WS _FTP Server disk into adisk drive. If the welcome screen does not appear:
1 Click the Start button and select Run.

2 Enter the drive letter of your CD ROM drive followed by autorun.exe. For example,
d: aut orun. exe



3 Foallow theinstructionson your screen. Theinstall screenswill show the three following
components:

The Ipswitch Notifications Server is required if you want WS_FTP Server to
send a notification message via SMS, e-mail, or pager.

e |pswitch WS FTP Server and Server Manager

e |pswitch WS FTP Server Manager

« |pswitch Notification Server (which includes the Notifications Server Manager)
You can ingtall in the following ways:

e Install the WS _FTP Server and WS_FTP Server Manager, and the Notifications
Server on the same PC.

e Install the WS _FTP Server and WS_FTP Server Manager on one PC and the
Notifications Server on another PC. This will offload the processing of notifica-
tions from the WS_FTP server system.

e Instal just the WS_FTP Server Manager on aremote PC and use it to remotely
manage the WS _FTP Server.

Removing WS_FTP Server and Notification Server

The Remove program function removes all files associated with WS _FTP Server and
Notification Server from your PC.

To remove WS_FTP Server, go to the Add/Remove Programs section of your Windows
Control Panel and select Ipswitch WS_FTP Server.

To remove the Notification Server, go to the Add/Remove Programs section of your
Windows Control Panel and select I pswitch Notification Server.

Release Notes

Please refer to the file named release.txt for information regarding enhancements or changes
that may have been made to the software since this manual was printed.

Getting Updates and Giving Feedback

If a software patch is created to update the currently shipping version of WS _FTP Server,

I pswitch will make it available on our FTP and Web sites. You can check our download FTP
directory or the download directory on our web site for current software patches. Note that
to download major product upgrades, you must have avalid service agreement.



To download software from the Ipswitch FTP Site:

1 Fromyour FTP client, connect to the Ipswitch FTP server by entering:
Hostname: ft p. i pswi t ch. com
User ID: anonynous
Password: your e-nai |l address

Open the Product_Support folder. Open the WS _FTP_Server folder.

3 Transfer the patch file and placeit in your WS _FTP Server directory. Run the patch file
to update WS _FTP Server.

To download software from the Ipswitch web site:

1 Inyour web browser, go to: http://www.ipswitch.com
2 Click the Services & Support link.

3 Click Patches and Upgrades.

4  Savethe patch filein your WS_FTP Server directory. Run the patch file to update
WS_FTP Server.

We welcome your feedback on WS_FTP Server. Please e-mail any comments and
suggestions to feedback @ipswitch.com.



Getting Started

This chapter describes how to configure the WS _FTP Server and
how to set up your first host and user on the site. You need to
create an FTP host for each FTP site that you will have.

Configuring the FTP Server

Oninstallation, WS _FTP Server isready to work. You can use the
default configuration for FTP connections (port 21, no logging, no
access restrictions) or you can set the options described in this
section.

To view and set options for the WS_FTP Server configuration:

1 Intheleft pandl, select Local System. The Local System menu
appearsin theright panel.

G Local System - WS_FTP Server Manager

=8, W/S_FTF Servers

= em

2 Select an area, set or change any of the propertiesin that area,
described in the following sections. These properties apply to
all FTP hosts that you add to the FTP server.

Chapter
2

In this Chapter




Setting WS_FTP Server Directories

The General System Settings display the main directories for the WS _FTP Server.

WS_FTP Server Manager - General System Settings

Binary directory:

[Friftpsve]
FETP directan:
[FriFpsee

Security directary:

L

If:\iftpsvc\seculity

FTF Pait:

|21—

™ Enable remate site command configuration

¥ Enable remate e configuration

K. I Lancel I Help |

Binary directory. The directory in which the FTP service (iftpsvc.exe) isinstalled. This
directory can only be changed by uninstalling WS _FTP Server and re-installing in anew
directory.

FTP directory. The top directory under which directories for each FTP host will appear.

Security directory. The top directory under which security directories for each FTP host
appear. These directories are created by WS _FTP Server when ahost is added. The
directories contain security files used by the hosts.

Setting the FTP Server Port

Any FTP hosts that you create on the WS_FTP Server will use the same FTP port number.
The default port number is 21, which isthe standard port for FTP service on an Internet host.

FTP clients assume that the FTP server uses port 21. You can change thisto any unused port
number, but you must notify usersto set the port in their FTP client.

To change the server’s port number:

1 Intheleft panel, select Local System. The Local System menu appearsin the right
panel.

2 Seect Modify General System Settings. The General System Settings dialog appears.
In the Port box, enter anew port number.

4  Restart the server.



Starting and Stopping the FTP Server

The FTP server starts automatically and runs continuously as a Windows service. If you
need to stop the server:

1 Startthe WS FTP Server Manager.

2 Intheleft panel, select Local System.
3 Click Sop Servicein theright pane.
To restart the service, click Start Service.

You can also start and stop the service by using the Services applet in the Control Panel. In
the Services applet, look for the Ipswitch FTP Service.

Adding the First FTP Host

To manually add the first (or only) FTP host:

1 Make sure your host has avalid Internet hostname and | P address and make sure the
host has an entry on your Domain Name Server (DNS). If you use an Internet Service
Provider (ISP) for connection to the Internet, your host must have an entry inthe ISP's
DNS.

Note: Contact your network admin or your ISP’s Technical Support for more
information about your DNS.

2 Start the WS _FTP Server Manager. In the left panel, select Local System.
3 Intheright panel, select New Host. The first screen of the New Host wizard appears.

Enter the complete desired hast name for this host. This
must be from 1 to 80 charaeters and be in the form
hast domain. top

caiolina.ipswitch.com

User database for authentication,
0 S_FTP Server

T Windows NT Gorfigue
" Estemal User Database  Corfiure

€ Wil Server [raquires Ipswitch's IMail Server]

cpeck [ mews | cancel | Hep |

4 Enter the Internet hostname of the host you are installing on. This can be from 1 to 80
characters and must be in the form host.domain.top.

5 Select the database to use for user authorization:

11
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WS FTP Server. If you want to create your own FTP user accounts (through the Server
Manager or the Add User utility), select this option.

If you want WS _FTP Server to use user accounts from an existing user database, select one
of these options:

Windows NT. All usersinthe Windows NT user database on your computer have access
(using their Windows NT username and password) to the FTP host.

You may also use WS_FTP Server Manager to authenticate users on an NT domain, even if
the computer WS_FTP Server isinstalled on is not the domain controller. For more
information, see “ Configuring an NT User Database” on page 19.

External User Database. All usersin the correctly configured external ODBC database
stored on your computer have access to the FTP host.

For more information on configuring external user databases, refer to the directions that
appear in “Configuring an External User Database” on page 18.

IMail Server. All usersinthe IMail Server user database on your local system have access
(using their IMail Server username and password) to the FTP host. Each user appearsin the
users folder in the top directory of the FTP host.

Important: To use this option, the IMail Server software must be installed on your
computer. Also, note the following:

»  Thehostname you enter for the FTP host must be the exact name of the official host-
name used by the IMail Server.

e You cannot use this option if the IMail Server is using the Windows NT user database
for user authorization.

e TheFTP host does not use the IMail Server top directories by default, but you can set
the top directoriesto be the same, thus allowing FTP users to access their mail folders.

If you use the Windows NT or IMail Server user databases, you can display each user
account and modify FTP settings for an account, but you cannot add or delete user accounts.
You must add or delete user accounts through the user database. You can disable an
account — see the section “ Setting Options for the FTP Host” on page 20.

1 Click Next. The IP Address screen appears.



IP Address

Select the IP address for this host, Onlp one host is
allowed per | address. This may be $vittual for
wirtual hests where the user mus! speciy
“userid@hastname” ta lagan

<Back [ Mews | o | Hep |

2  Enter or select the actual |P Address for this host. (The $virtual IP addressis for use
with virtual hosts. Do not select it for the first FTP server that you add to a host.)

Note: The IP address must be bound to the NIC of the server.

3 Click Next. The Directory screen appears.

Enter the tap director for this hast, Al user
diectories for this hast are created under this
diectory

<Back [ Mewr | Cancal | Hep |

4 Enter thetop directory for this FTP host. All user folders for this FTP host are created
under this directory. We recommend that you create a directory just for this host (thisis
the default). If you later add other FTP hosts (using the virtual hosts feature), you can
have separate directories for each FTP host.

5 Click Next. The Summary screen appears and shows the Hostname, 1P Address, and
Directory for the FTP server. Click Finish to create the new FTP host. In the left panel,
an entry for the host appears under Local System.

The host menu appears in the right panel — you can set additional host properties as
described in “ Setting Options for the FTP Host” on page 20.
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Adding the First User Account

You can manually add the first user through the WS_FTP Server Manager. To add the first
user to your FTP host:

1 Intheleft panel, expand the FTP host, and then select Users. The Userslist appears.
2 Click the Add button. The first screen of the New User wizard appears.
UserlD [<]

Eniter the desired UserlD. This must be from 2 ta 30
characters and must consist of the characters A2,

22,08, _

<Back Hewts Caneel Hep |

3 Enter aUser ID for the user and click Next to continue. The User ID can be from 2 to
30 characters and must be from the character sets: A-Z, a-z, 0-9.

4 Enter theuser’'sfull name and click Next to continue. The full name can be from 0 to 80
characters.

Full name [x]

Enter the full name of this user. This can be from 0 to
80 characters,

Fiobert Amstong|

<gack [ Met> | Camcel | Hen |

5 Enter apassword and click Next. The password can be from 2 to 30 characters.

My Page

Ertter the desired password for this user. This must be.
from 2 to 30 characters.

IFFarkH

< Back Nest > Cancel Help

6 Click Finish to create the new user.
The user account appearsin the list of usersfor the FTP host.

To set additional properties for the user account, in the user list, select the user and click
Edit. The user properties appear. See “ Setting User Options” on page 36.



Configuring FTP Hosts

This chapter describes how to set up and configure FTP Hosts and
how to set options for those hosts. 3

Setting Up FTP Hosts

To usethe WS_FTP Server with asingle FTP host, the processis
simple — the FTP host uses the Internet hostname and | P address
of the host on which you are installing. To add additional FTP
hosts to the same system, you can use the virtual host function.

For each FTP host you add, you need to consider the following:

e Tocreate FTP user accounts, choose whether you will create
your own user database, or let the Server Manager use user In this Chapter
accounts from an existing Windows NT, IMail Server user
database on your PC, or external (ODBC) database.

e By default, each user on the FTP host will have afolder (with
the same name as their User ID) for uploading and download-
ing files and folders.

e You can set an option to determine where the user isplaced in
the file system when they log on: either in their own folder or
in the top directory of the FTP host.

e Whether you want to provide anonymous access to the FTP
host. If you provide anonymous access, any user can log on to
the FTP host with a username of anonymous or ftp and a
password that specifies their e-mail address (or no password).
When auser logs on anonymously, they are placed in the top
directory of the FTP host. Anonymous users can access any
folders for which you have granted permissions to anony-
mous.

The following sections describe how to add FTP hosts, and how to
set options for a host (such as allowing anonymous access and
setting maximum concurrent users).
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Adding Additional FTP Hosts

You can have multiple FTP hosts on a single system, with each host functioning asa
separate FTP site. The first FTP host you add should use the primary hostname and IP
address of the local host. Subsequent FTP hosts that you add can be "virtual hosts." There
are two kinds of virtual FTP hosts:

Virtual host with an |P address — We strongly recommend that each FTP host you cre-
ate haveits own | P address, which requires your computer to have multiple | P addresses
available. Using separate | P addresses ensures that an FTP client (or a browser) can
connect to the FTP host. Make sure your host has a valid Internet hostname and |P
address and make sure the host has an entry on your Domain Name Server (DNS). If
you use an Internet Service Provider (ISP) for connection to the Internet, your host must
have an entry on the ISP's DNS.

Virtual host without an I P address — If no other IP addresses are available on the host,
you can create an FTP host and assign it avirtual |P address ($virtual). However, tolog
on to the host, FTP users must include the hostname in their userid; for example, use-
rid@hostname or anonymous@hostname. This may present a problem for some FTP
clientsand for browsers.

To add avirtual FTP host:

1

In the left panel, expand Local System. The Local System menu appears in the right
pane.

In the right pane, select Add a New Host. Thefirst screen of the New Host wizard
appears.

Enter the desired hostname for the FTP host. This can be from 3 to 80 characters and
must be in the form host.domain.top.

Select the database to use for user authorization:

WS FTP Server. To create your own FTP user accounts (using the Server Manager or
the Add User utility), select this option.

If you want WS_FTP Server to automatically use user accounts from an existing user
database, select one of these options:

WindowsNT. All usersinthe Windows NT user database on your computer will have
access (using their Windows NT username and password) to the FTP host. Each user
appears in the users folder in the top directory of the FTP host.

External User Database. All usersinthe correctly configured external ODBC database
stored on your computer have access to the FTP host. Each user appearsin the users
folder in the top directory of the FTP host. (You may also use WS_FTP Server Manager
to create usersin this database.)



IMail Server. All usersinthe IMail Server user database on your local system will
have access (using their IMail Server username and password) to the FTP host. Each
user appears in the usersfolder in the top directory of the FTP host. To use this option,
the IMail Server software must be installed on your computer. Also, note that:

e Thehostname you enter for the FTP host must be the exact name of the official
hostname used by the IMail Server.

e  You cannot use this option if the IMail Server is using the Windows NT user data-
base for user authorization.

e TheFTP host does not use IMail Server top directories, but you can set the top
directories to be the same, thus allowing FTP users to access their mail folders.

If you use the Windows NT or IMail Server user databases, you can display each user
account and modify FTP settings for an account, but you cannot add or delete user
accounts. You must add or delete user accounts through the specific user database.

5 Click Next. The IP Address screen appears.

6 If thevirtual host has an | P address, select the IP Address. If the virtual host does not
have an |P address, select $virtual.

Note: If an |P address is marked with an *, it is already used by another FTP
host; if you select it, the application will prevent you from continuing.

7  Click Next. The Directory screen appears.

8 Enter the top directory for this FTP host. All user folders for this FTP host are created
under this directory. We recommend that you create a directory just for this host. If you
later add other FTP hosts, you can have separate directories for each FTP host.

9 Click Next. The Summary screen appears and shows the Hostname, 1P Address, and
Directory for the FTP server. Click Finish to create the new FTP host. In the left panel,
an entry for the host appears under Local System.

The host properties menu appearsin the right panel — you can set additional host properties.
See “ Setting Options for the FTP Host” on page 20.

17



18

Configuring an External User Database

When you configure an external user database using these directions, WS _FTP Server
creates an ODBC database that holds tables configured with the correct fields. Those fields
areidentified in the Table Name section of this chapter. After the database is created and the
ODBC system data source name is established in the ODBC Source Administration tool
(Found in your Windows Control Panel), you can use that database to store your user
authentication information and user properties. Thisinformation can still be managed
through the WS_FTP Server Manager, including adding and deleting users.

1

If you are creating a new host, follow the directionsin “ Setting Up FTP Hosts” on
page 15. While in the New Host wizard, select the External User Database option and
click Configure. If you are setting the user database for an existing host, click the Set
User DB button in the host properties pane after the host has been created.

The External User Database dialog box appears.

Extemal Database Implementation DLL:

[=odbetodbeuserdi

ODEBC Systemn Data Sowrce Name:

odbename: LID=A0 GUSTAPWD=GED

Tabie Name:

odbctable

Help ok | Cancel

Enter the correct information in all of the boxes.

External Database Implementation DL L. Enter the full path to the odbcuser.dll
installed on your local server.

ODBC System Data Source Name. Enter the source name created using the ODBC
Source Administration tool described above.

If the database requires you to log in using a username and password, place the
following after the data source name. ;UlD=<username>;PWD=<password>

Example: If you were using the source name WS_FTP and the username and password
of AUGUSTA and GEORGIA, the correct format of the ODBC System Data Source
Name box would be:

WS_FTP,UID=AUGUSTA;PWD=GEORGIA

Table Name. Enter the name of the database table that was created with the correct
standard fields.



In order for WS_FTP server to use an external database, the information tables will be
created with the following fields in the following format. The names are case sensitive.

Name Type

USERID VARCHAR
PASSWORD VARCHAR
FULLNAME VARCHAR

FTPMAXSPACE | INTEGER
FTPMAXFILES INTEGER
FTPFLAGS INTEGER

3 Click OK to continue creating the host.

Configuring an NT User Database

You may use WS_FTP Server Manager to authenticate users on an NT domain, even if the
computer WS_FTP Server isinstalled on is not the domain controller.

If the user database is located on the domain, identify the following fields on the NT User
Database Configuration dialog after selecting the Windows NT option on the Hostname
dialog. If the database islocal, leave these fields blank.

NT User Databasze Configuration

NT Domain Name:
IIPSWITCH_F!A

Machine name of Diomain contraller:
Iblgdog

¥ Usz NT user file and dirsctony pamissions

(0] I Cancel | Help

NT Domain Name. Enter the name of the NT domain.

Machine name of Domain controller. Enter the name of the computer that controls the
domain.

If you want to use the permissions you have set up in the NT User database, you must select
the Use NT user fileand directory per missions option.

Once you complete the NT User Database Configuration dialog, click OK to continue
creating the host, making sure you set the top level directory to the directory you want your
users to have access to. For example: C:\wsftp
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Configuring FTP Hosts

Once the host is completely established, you must do the following to use the NT user
permissions;

1 Set permissionsfor al of the folders you just added to Everyone - All Permissions.

2 InWindows Explorer, set your desired permissions for each of these directories.

Note: When using Active Directory on Windows 2000, Active directory must
be installed with backward compatibility.

Setting Options for the FTP Host

After creating an FTP host, you can set additional options or change the existing setup for
the host. In the left pane, select the FTP host. The host’s properties appear in the right pane.

. Local System - Ipswitch WS_FTP Server Manager =115}
File View Help
= Ipswitch WS5_FTP Servers
= @ Local System
SRS FTFbo,

B s o  EenslOpiore. |
0,01 Notifications Library
=B P [ ek |
{4 Ditectory Created
L] File Delsted %

% File Dovnload

[ File Rename Set User DB,

I&] File Upload
£,] Failed Login Lontrol Access.
€ Quota Exceeded
9 ssL
() Folders
Vitual Folders
7 Bandwidth Allocation
& Quota Linits
Groups
§ Users

Setting Timeouts for FTP Connections

You can set atimeout for FTP client connections to the FTP host. After this number of
seconds, if the FTP server has not received a command from the FTP client, the client is
disconnected.

1 Intheleft panel, select the FTP host. The host’s properties menu appears in the right
panel.

2 Click General Options. The General Host Settings dialog appears.
In the Timeout (secs) box, enter atimeout value.
4 Click OK.
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Setting Maximum Users

You can use the default settings for maximum number of userslogged on to the FTP host, or
you can change the settings as described here.

1 Intheleft panel, select the FTP host. The host’s properties menu appears in the right
panel.

2 Click User Options. The User Settings dialog appears.

3 Inthe Maximum concurrent users box, enter the maximum number of users (includ-
ing anonymous users) that can connect to the FTP host at the same time. The default is
1000 users.

4 Inthe Maximum Anonymous user s box, enter the maximum number of anonymous
users that can connect to the FTP host at the same time. The default is 200 users.

5 Click OK.

Note: If the user limit is exceeded, a System Administrator or Host
Administrator can still log on using the Server Manager. Also, a System
Administrator can always log on using an FTP client.

Entering zero for either option disables new connections. This provides away to temporarily
“stop” the FTP server, so you can update files. New connections are not allowed, but current
connectionswill continue until the user logs off or the connection exceeds the timeout value.
Setting Maximum concur rent usersto zero disables any new connections, setting
Maximum Anonymous user s to zero disables only new anonymous connections.

Allowing Anonymous Access

You can alow anonymous access to an FTP host so that users can access specified folderson
the host without needing a user account. Users can then log on using anonymous or ftp as
the username and their e-mail address for the password (or no password), for example:

Username: anonynous
Password: Sydney@ pswi t ch. com
To enable anonymous access to the FTP host:

1 Intheleft panel, select the FTP host. The host’s properties menu appears in the right
panel.

2 Click General Options. The General Host Settings dialog appears.
3 Select Allow anonymous access to this host.

When an anonymous user logs on, they are placed in the host’s top directory.
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4 Optionally, set permissions for anonymous on any FTP folders. For example, you can
use folders or virtual folder to create a download or an upload folder for anonymous
users.

5 Click Apply.

When an anonymous user logs on to the FTP host, they will see the following files and
folders:

e Any filesin the top directory. Anonymous users can list and download these files. You
can put areadme file that describes the contents of any public directories here.

« Any folders or virtual folders for which you have granted permissions to anonymous.
Virtual folders appear in the host’s top directory and reference a directory on the host.

* Theusersfolder. If auser onthe FTP host has afolder named public in their own fol der,
it appears under the users folder. For example, if the users fred and homer have public
folders, an anonymous user will see alisting like the following when they list the users
folder contents:

/[fred

/ hormer
Anonymous users can list and download files in these public folders. You can hide auser’s
public folder by selecting Disable Public Access Directory in the user’s properties or by
selecting the Do not list user folders on the Users Properties page.

Hiding Files and Folders

You can hide afile or folder in any directory by prepending a$ character to thefile or folder
name and doing the following:

1 Intheleft panel, select the FTP host. The host’s properties menu appears in the right
panel.

2 Click General Options. The General Host Settings dialog appears.

3 Select Hide $* files/foldersto hide al files and folders whose name begins with a dol-
lar sign ($) character, for example $banner.txt or $Marketing.

Setting Directory Listings to Use Local Time

By default, WS_FTP Server displays directory listingsin GMT (Greenwich Mean Time).
You can set the directory listings on the FTP host to use the host’s local time.

1 Intheleft panel, select the FTP host. The host’s properties appear in the right panel.
2 Click General Options. The General Host Settings dialog appears.
3 Select Uselocal timefor directory listings.
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Using Banner, Welcome, and Exit Messages

You can create messages to send to an FTP client on successful connection, logon, and
logoff. The FTP client usually displays these messages in the message log.

To create the messages for an FTP host:

1 Intheleft panel, select the FTP host. The host’s properties menu appears in the right
panel.

2 Click Edit messages. The Edit Messages dialog appears.

Banner message

You've connected to the Ipswitch Software download site
.t %h %1

The: maximurn number of users allowed is: %1

The current number of users is: %k

'r'ou can also use our minar site at ftp2test. ipswitch. com

welcome message

'/ elcome Zn
' ou have %e files on this server. Your file limit is %f files.
"'ou are using %z disk space. Y'our mit is %q.

Exit message

'r'ou uploaded % files.
' ou downloaded % files.
Good-bye %n

Help | Cancel | (1.9 I

3 Inthe edit boxes, enter text for the messages.
4 Click OK.

Banner Message. The FTP server sends this message to a user upon successful connection,
before the user logs on. You can use this message to tell users about the organization of your
FTP site, any rules, times of operation, mirror sites, or contact information. You can use the
message variables to provide information, for example, that the FTP host has reached the
maximum number of concurrent users.

Note: Please note that a Virtual host without an IP will not display a banner
message. The Banner Message is displayed when a connection isfirst
established. An I P-less virtual host is not connected to until a user logsin.

Welcome M essage. The FTP server sends this message to a user upon successful logon. You
can use the message variablesto report information, such as the current number of files and
the maximum for this user.

Exit Message. The FTP server sends this message to the user on logoff. You can use the
message variables to provide statistics for the FTP session, for example, the number of files
received and sent by the user.
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The messages can a so contain the following variables:

Variable

Description

%a

Current number of anonymous users for
this host

%b

Maximum number of anonymous users for
this host

%d

Number of files deleted by user

%f

Maximum number of files the user can
have (or unlimited)

%e

Number of files the user currently has

%h

Hostname

%l

IP address of remote user

%k

Current number of users logged on

%l

Maximum number of users that can log on

%n

Fullname

%q

Maximum disk space the user can have (or
unlimited)

%r

Number of files received by user

%s

Number of files sent by user

%u

User ID

%z

Current disk space used by the user

When these messages are created they are placed in the specified Top Directory of the Host.
If this directory does not exist, the Messages will not be saved. You can either manually
create this directory, or it will be automatically created when a user logsin. (You need write

permission for that directory.)

Creating Message Files for Folders and Directories

You can create afile named $message.txt in any directory or folder and when a user changes
to that directory or folder, WS_FTP Server displays the message. WS_FTP Server sendsthe
$message.txt in response to the CWD (change working directory) or CDUP (change

directory to up one level) command from the FTP client.

For example, when a user opens a directory or folder, you can display a message that refers

them to areadme file for a description of the folder’s contents.

The message can also contain any of the variables described in the previous section, “Using

Banner, Welcome, and Exit Messages’ on page 23.




Setting Access by IP Address

You can control accessto an FTP host by setting an |P address or range of addresses for
which the FTP host either grants or denies access.

Note: Please note that a Virtual host without an |P cannot restrict access
based on the I P address. The reason being that the address check happens
when the connection is made, and thus before login.

To grant access to a specific computer or group of computers:

1 Intheleft panel, select the FTP host. The host’s properties menu appears in the right

panel.

2 Click Control Access. The Access Control properties appear.
By default, all computers will be
 Granted Access

= Cancel
& Denied Access —I
Except those listed below &I
IP Address Subnet Mask
Add...
Edit... |
Bemove |

3 Sdlect Denied Access.
4  Click Add. The Grant Access For dialog box is displayed.

" Single Computer Cancel |
& Group of Computers
= Help |
1P Address: Subnet Mask;
|155.21 500 |255.255.255.u

5 InthelP Address box, enter the | P address of the computer to be granted access to the
server.
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To grant access to a group of computers, select Group of Computers. Inthe P
Addressand Subnet M ask boxes, enter the | P address and subnet mask for the group to
be granted access. For example, if you have a class C address space of 156.21.50.0,
enter a group address of 156.21.50.0 and a subnet mask of 255.255.255.0. Thiswill
grant access to those 254 systems.

Click OK to add the IP address(es) to the list. Access will be denied to all computers
except those listed.

Click OK to save the changes. Note that you must stop and restart the FTP server for the
changes to take affect.

To deny access to a specific computer or group of computers:

1

In the left panel, select the FTP host. The host’s properties menu appearsin the right
panel.

Click Control Access. The Access Control properties appear.

Select Granted Access.
Deny access for
% Single Computer Cancel |
" Group of Computers
= Help |

1P Address: Subnet Mask:
|2D1 .21.5010 |255.255.255.255

Click Add. The Deny Access On dialog box is displayed.

Inthe IP Address box, enter the I P address of the computer to be denied accessto the
server.

To deny access to a group of computers, select Group of Computers. Inthe P
Addressand Subnet M ask boxes, enter the | P address and subnet mask for the group to
be denied access. For example, if you have aclass C address space of 156.21.50.0, enter
agroup address of 156.21.50.0 and a subnet mask of 255.255.255.0. This will deny
access to those 254 systems.

Click OK to add the IP address(es) to the list. Access will be granted to all computers
except those listed.

Click OK to save the changes. Note that you must stop and restart the FTP server for the
changes to take affect.



Setting an Alias for the FTP Host

Many FTP sitesuse an aliasin their Domain Name Server (DNS) system so they can assign
afamiliar name to the site. Rather than connecting to an FTP host using its actual hostname
(for example, gyro.ipswitch.com), it may be easier for users to remember or guess a name
like ftp.ipswitch.com. You can add arecord to your DNS system to create such an aias, for
example:

ftp IN CNAME gyro.ipswi tch.com

Users could then log on to ftp.ipswitch.com. The alias also allows you to move your FTP
site to another host without changing the hostname.

Other Options in General Host Settings

Disable extensions. When this option is selected, the server will no longer support FTP
server extensions. Those extensions include XAUT and FEAT, aswell as any customized
SITE commands. Selecting this option will also disable SSL capabilities.

Enable SSL. Selecting this option allows SSL connections to the server.

Disable SSL. Selecting this option keeps users from connecting to the server through a
secure connection. Once this option is set, you must clear it before users can use SSL
connections.

Force SSL . Select this option to force usersto make an SSL connection. While this does not
change the way they are connecting automatically, it will refuse any connection not using
SSL negotiations, and send an error message stating why the connection was refused.

Force SSL on Data Chan. Select this option to force users to make an SSL data connection,
and to refuse any data channel connection attempt that isnot SSL encrypted.

Allow 3rd party transfers. Selecting this option will allow usersto transfer files from one
server to another if both servers alow it.

Lock Files during upload. Select this option to lock files when they are being uploaded to the
server.

Deleting an FTP Host

To delete an FTP host from the WS _FTP Server:
1 Intheleft pane, select the FTP Host, and then select Delete from the right-mouse menu.

2 A message box appears, verifying the deletion. If you select Yes from this box, the host
will be deleted. A dialog box appears and asks if you would like to delete the top level
directory (and al foldersin it) for this host.
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3 Click Noif you want to save files and folders to move to another directory (the host is
deleted but the directory structure remains). Click Yesto delete al files and folders
associated with the FTP host. Click Cancdl if you do not want to del ete the FTP host.

Renaming an FTP Host
To rename an FTP host on the WS _FTP Server:

1 Intheleft panel, select the FTP Host, and then select Rename from the right mouse
menu.

2 Enter anew name for the host. This should be avalid Internet hostname in the form
host.domain.top.

Note that the FTP host’s top directory does not change.

Add a Virtual Host with the Command Line

You can add virtual hosts with the command line utility by following the example below.

i ft paddh -add hostnane [options]
i ft paddh -nod hostnane [options]

i ftpaddh -kill hostnane

Argument Description
-add Use this to create a new virtual host.
-mod Use to modify a user. Enter this argument

before any other arguments. You must
enter -h hostname.

-kill Use to delete a host. You must enter -h
hostname.
-d directory Use to specify the top directory of the host.

If a directory is not specified the server will
use a subfolder to the top folder of the
server with the name of the new host.

-t number Use to set the server timeout. Default is
600 seconds.

-mu number Use to set the maximum concurrent users.
1000 is the default.

-i IP Address Use to set the host IP address.

-ma number Use to set the maximum concurrent

anonymous users. 200 is the default.




+anon Use to allow anonymous connections.

-anon Use to disable anonymous connections.

+hide Use to hide files and folders beginning with
$.

-hide Use to show files and folders beginning
with $.

+lt Use option to use local time.

-It Use option to not use local time.

+ext Use to disable extensions.

-ext Use to enable extensions.

+tpt Use to allow third party transfers.

-tpt Use to disallow third party transfers.

-rd Use to delete all files and folders
associated with the virtual host. By default,
all files and folders will remain when the
host is removed.

Using Firewalls with SSL

When using a NAT (Network Address Translation) firewall, you may encounter problems
when trying to use SSL encryption. To fix this, you may be able to enter information in the
Firewall Settings dialog to reply to a PASV command by returning the IP Address and port
range of the NAT firewall. In many cases, thiswill allow you to use SSL through a NAT
firewall.

To change firewall settings:

1 Intheleft pane of WS _FTP Server, select the host. The host properties menu appearsin
the right pane.

2 Click Firewall Options. The firewall settings dialog appears.

Ta change the IP Address used in responze to
@ PASY commands issued by clients, enter the desired

address here. To restrict the ports used for data

connections enter the allowable range here.

IP Address:

Port Range:

ok I Lancel Help
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3 Enter the following information.

IP Address. Enter an IP Address to be used in responseto aPASV request. Thiswill be
sent to the client instead of the host | P address. This should bethe IP address of the NAT
firewall.

Port Range. Enter arange of port numbersto be used in response to a PASV request.
The port range is specified by #-# or #, #, #. In thefirst example, al ports between the
two numbers are available for use, and in the second, only the specific ports are
available. You may use a combination of both to specify multiple ranges or ranges and
specific ports.

Note: If you specify an | P address and not a port, then the server will use any
available port above 1024, but will still use the specified |P address in the
response.

Note: If you specify aport range, but not an | P address, the server will useits
own |P address and only the ports specified.

4  Click OK.

What Exactly is a NAT Firewall?

Because of today's need for increased security, many businesses utilize an initial form of
network protection called afirewall to prevent unauthorized accessto or from their private
systems. Firewalls can be software or hardware based, or they can be comprised of a
combination of both. Part of this protection can include the use of a device or application
called NAT.

NAT or Network Address Trandation is an Internet standard that enables alocal-area
network (LAN) to use one set of |P addresses for internal traffic and a second set of
addresses for external traffic. A NAT box located where the LAN meets the Internet makes
all necessary | P addresstranslations. Additionally, NAT provides atype of firewall by hiding
internal 1P addresses, and it enables a company to use more internal |P addresses. Since they
are used internally only, there is no possibility of conflict with |P addresses used by other
companies and organizations.



Managing FTP User
Accounts Chapter

This chapter describes how to set up and manage FTP user 4
accounts and how to set permissions for users and user groups.

How User Accounts Work

You can have an unlimited number of users for each FTP host.
When you add an FTP host to the server, you select the user
database for the host: Windows NT, IMail Server, WS FTP
Server, or external ODBC user database.

If you selected the Windows NT, IMail Server, or external
(ODBC) user databases, you may already have alist of usersfor
the FTP host. (In the Server Manager, in the left pane, select the
Usersitem to view the list of users.)

In this Chapter

If you selected Windows NT or IMail Server, you cannot use the
Server Manager to add or delete users, but you can set additional
user optionsin the user properties.

If you selected the WS _FTP Server, or external user database, you
can add users by using the New User wizard. See “Adding an FTP
User Account” on page 34.

Setting User Logon Options

For each FTP host, you can set whether you want users to start in
their own folder, or start in the top directory when they log on.

To set the logon option:

1 Intheleft pane, select the FTP host. The host properties
appear in the right pane.

2 Click User Options. The User Settings dialog appears.
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Ipswitch WS_FTP Server Manager - User Settings @

Masimurn concurrent users: I User falders under raot
1000

I Do not list user folders

r Do not auto create user
home folders
Logon users to:

200 home folders -

M aximurn Anonymous users:

Diefault Uszer Settings:

[™ Disable Public Acress Directon
[~ Dizable Password Change
™ Lock User Ta Home Directary

oK | Cancel | Help

3 Select from the following options:

Maximum Concurrent and Anonymous Users. Enter the maximum number of users
(including anonymous users) that can connect to the FTP host at the same time. The
default is 1000 users.

Maximum Anonymous Users. Enter the maximum number of anonymous users that
can connect to the FTP host at the same time. The default is 200 users.

Entering zero for either option disables new connections - this provides away to
temporarily stop logons to the FTP host, so you can update files.

If either maximum limit is exceeded, a System Administrator or Host
Administrator can still log on using the Server Manager. Also, a System
Administrator can always log on using an FTP client.

User folder under root. When a user account is created, the folder for that account is
created under the top directory of the FTP host.

Donot list user folders. When thisoption is selected, userswill not be able to see other
user folders. Only their own user folder, non-user folders, and files will be listed.

Do not auto create user homefolders. If you do not want each user to automatically
have their own folder, select this option.



Log on usersto:

e Logon userstohomefolders. When auser logs on, they are placed in their own
folder (which has the same name as their user ID).

e Logon userstoroot. When auser logs on, they are placed in the top directory of
the FTP host.

Note: If the Do not auto create user home folders option is being used,
userswill be connected to the root directory even if the L ogon usersto home
folders option is set. Administrators must manually create a home folder for
the user before they will be ableto log on to it. If the users are forced to log
on to the root directory because they have no home folder, AND users are
locked into home folders, the user will not be able to see or do anything once
logged on.

Default User Settings

Note: These settings will not be applied to existing users. They only apply to
those users added after the settings were adjusted.

Disable Public Access Directory. If the user has afolder named public in their folder,
all users (including anonymous users) have List and Read permissions to the folder.
This allows the user to maintain their own public directory for transferring files. When
any other user logs on to the FTP host, this public folder appearsin the users folder (in
the host’s top directory) and has the same name as the User ID. If you do not want other
users to have permissions to this user’s public directory, select this option.

Disable Password Change. If you do not want this user to be able to change their
password from an FTP client, select this option.

Lock User toHome Directory. If thisoption is selected, user will not be ableto browse
directories that do not appear in their home directory.

4  Click OK to save the changes.
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Adding an FTP User Account

Once you have configured a host, you can add users for that host.

To add anew user to an FTP host:

1 Intheleft pane, expand the FTP host. Select Users. The userslist appearsin the right

pane.

2 Click the Add button. The first screen of the New User wizard appears.

UserlD

Enter the desired UserlD. This must be from 2 to 30
characters and must consist of the characters 42,
a2 049, _

=

Haost:  viking.ipswitch. com

< Back Hext » Cancel |

Help I

3 Enter aUser ID for the user and click Next to continue. The User ID can be from 2 to
30 characters and must be from the character sets: A-Z, a-z, 0-9.

4 Enter theuser’'sfull name and click Next to continue. The full name can be from 0 to 80

characters.
froiname

k)
i Enber the full name of this usss. This can be from 0o
| B0 characters.

TexUs TG

< Back Heat >

x|

Help

5 Enter apassword and click Next to continue. The password can be from 2 to 30

characters.
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Enter the desired paszword for this user. This must be
from 2 to 30 characters

< Back I Mest » I Cancel Help

6 Click Finish to create the new user.

The user account appearsin the list of usersfor the FTP host.

To set additional properties for the user account, in the right pane, select the user and click
Edit. See “ Setting User Options’ on page 36.

How Permissions Work

By default, users have the following permissions:

User accounts — Each user has their own folder (with the same name as the User I1D)
where they can upload and download files and folders. They have full permissionsto
their folder. If you select Do not auto create user home foldersin the User Properties,
the user will have no folder of their own.

Anonymous users — If you selected to allow anonymous access (in the FTP host's
properties), any user can log on to the FTP host with a username of anonymous or ftp
and a password that specifies their e-mail address (or no password).

When a user logs on anonymously, they are placed in the top directory of the FTP host.
Anonymous users can access any folders for which you have granted permissionsto the
special user group named anonymous.

Public folders — If a user wants to make their folders or files available to other users,
they can create afolder named publicin their folder. When another user (or anonymous
user) logs on to the FTP hogt, in the folder named users, they will see afolder for any
user that has a public folder. For example, if the users fred and homer have public fold-
ers, another user will see alisting like the following:

/fred
/ homer

You can disable access to a public folder by selecting Disable Public Accessin the
user’s properties.
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Setting User Options

The following sections describe the options you can set for an individual user.

Ipswitch WS_FTP Server Manager - User Options E‘

UserID:

Ful Name:

User directary:

[ B

Pazsword:

Max file count.  Max disk space: Max bandwidth:
[ 0 v | U (Kbps)

Failed login attempts: It} Reset

I Disable Public Access Directory [~ Host Administrator
™ Dizable Password Change ™ System Adrinistrator
[ Lock User To Home Directony [ Disable Login

| Cancel | Help ‘

User Directories and User Password

In the user properties, the User directory box shows the full path name to the user’s folder.
This folder has the same name as the User 1D and is created under the users folder of the
FTP host. The user can transfer filesto and from this directory. When the user logs on, they
are placed in thisfolder. By default, thisisthe only folder for which the user has full
permissions. You can grant the user permissionsfor other folders by using the virtual folders
feature.

The Passwor d box shows the user’s password in an encrypted form. You edit this box to
change the password. The password can be from 2 to 30 characters.

Setting Logon, Public Directory, and Change Password
Options
You can use the following options to set whether the user can access the FTP host, whether

other users can accessthis user’s public directory, and whether the user can change password
from an FTP client.

1 Intheleft pane, expand the FTP host. Select Users. The userslist appearsin the right
pane.

2 Select the user and click Edit. The User Options dialog appears.
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If you do not want this user to be able to log on to the FTP host, select Disable L ogin.
You can use this option to disable aWindows NT or IMail Server user’s account with-
out having to delete the user account from the Windows NT or IMail Server user data-
bases. (The WS _FTP Server Manager cannot del ete user accounts from either of these
user databases.)

If you do not want other usersto have permissionsto this user’s public directory, select
Disable Public Access Directory.

If the user has a folder named public in their folder, al users (including anonymous
users) have List and Read permissions to the folder. This allows the user to maintain
their own public directory for transferring files. When any other user logs on to the FTP
hogt, this public folder appears in the users folder (in the host’s top directory) and has
the same name as the User ID.

If you do not want this user to be able to change their password from an FTP client,
select Disable Password Change.

Click Apply to save changes.

Setting File, Disk Space, and Bandwidth Quotas

You can set user global quotas for files, disk space, and bandwidth (the quotas apply to each
user on the FTP host) or per individual user or user group. A user quota setting overrides a
global (or host) quota setting as long as the user quota setting is not zero.

To set aglobal value for the FTP host, or for a user group:

1

In the left pane, expand the FTP hogt, then select the appropriate quotatype: Quota
Limits (for file quota or disk space quota) or Bandwidth Allocation.
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To set global Quota Limits:

« Inthe Max file count box, enter the maximum number of files a user can keep on
the FTP host. Thisis the total number of files for each of the user’s folders.

* Inthe Max disk space box, enter the maximum number of bytes a user can con-
sume on the FTP host’s drives.

To set Quota Limits for a group:

e Select the user group and click Edit. Make the entriesin the Quota Group Manage-
ment dialog.

To set global Bandwidth:

* Inthe Max bandwidth box, enter the maximum bandwidth to allocate to the user.
The maximum allowabl e bandwidth is 1,024,000 Kb per second.

To set Bandwidth Allocation for a group:

e Select the user group and click Edit. Make the entry in the Bandwidth Group Man-
agement dialog.

2 Click Apply to save the settings.

To set the maximum number of files, maximum amount of disk space, or maximum
badnwidth on a per user basis:

1 Intheleft pane, expand the FTP host. Select Users. The userslist appearsin the right
pane.

2 Select the user and click Edit. The User Options dialog appears.
3 Ineach user’s properties, set the quotas for the user.

Note: This setting overrides a global quota setting.

Setting Administrator Permissions

You can grant Host Administrator and/or System Administrator permissionsto a user. These
permissions determine what the user sees when they log on to the FTP host from an FTP
client or when they log on to the FTP server from the Server Manager (for remote
management) For information on remote management capabilities, see“ Setting Up FTP
Hosts’ on page 15.

To set administrator permissions:

1 Intheleft pane, expand the FTP host. Select Users. The userslist appearsin the right
pane.

2 Select the user and click Edit. The User Options dialog appears.
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Select Host Administrator to grant this user Host Administrator permissions. A Host
Administrator has full permissionsfor al user folders on the FTP host, and has any per-
missions granted viavirtual folders. In addition, the Host Administrator has remote
management capabilities for the FTP host and all of its users, folders, and groups.

Select System Administrator to grant this user System Administrator permissions. A
System Administrator has full permissionsfor their own folder, and has any permissions
granted viavirtual folders (just like aregular user). If you want the System Administra-
tor to have accessto all user folders, you need to also select Host Administrator. The
System Administrator has remote management capabilities for all FTP hosts on the
WS_FTP Server.

Click OK to save changes.

In the left panel, the user icon indicates the type of access the user has to the FTP Host'sfile
system:

Normal user — has full permissions to their own folder and any other permissions
assigned by the Host Administrator. User icon has black hair.

Host Administrator — User icon has gray hair.
System Administrator — User icon has white hair.
Disabled User - User icon hasred hair.

Deleting a User

To delete a user from an FTP host:

1

In the left pane, expand the FTP host. Select Users. The users list appearsin the right
pane.

Select the user and click Remove. A dialog box appears and asksif you would like to
delete dl files and foldersin the user’s folder.

Click Noif you want to save files and folders to move to another directory (the user is
deleted but the directory structure remains). Select Delete all filesand foldersin... to

delete dl files and folders associated with the user, then click Yes. Click Cancdl if you
do not want to delete the user.

Renaming a User

To rename a user on an FTP host:

1

In the user list, select the user, and then select Rename from the right mouse menu.

2 Enter anew name for the user.
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The name of the user’s top directory is changed, but the old folder and all files and folders
within are left unchanged. You can change the user’s full name in the users options.

Adding Users with the Command Line Utility

The Add User program is acommand line utility for WS_FTP Server; you can use it to add,
modify, or delete users on an FTP host.

Note: You cannot use this utility to add usersto an FTP host that uses the
Windows NT, or the IMail Server user database.

The Add User utility acceptsinput from the MS-DOS prompt and returns messages to the
MS DOSdisplay. You can type Add User commands at the MS-DOS prompt or run them in
abatch file.

To start the Add User utility:
1 Openan MS-DOS window and change directories to the WS_FTP Server directory.
2 For alist of command options, enter: i ft paddu / ?

If you invoke the utility with no command line options (by entering only i f t paddu at the
MS-DOS prompt), you can then manually input commands, pressing Enter after each line. If
you do this, press CTRL-Z to exit the utility when you are done.

Basic Command Syntax

iftpaddu -u userid [-h hostname] [-n “full name”] [-p
password] [options]

i ftpaddu -nodify -u userid [-h hostnanme] [-n “full name”] [-
p password] [options]

iftpaddu -kill -u userid [-h hostname

iftpaddu -all [-h hosthame] [-x number -s number] [options]

Argument When to use

-u userid Adds a user ID, where userid is the ID you want to
add. This is the only required argument. Only one
userid can be added in a single command.

-h hostname Specifies the user’s FTP host, where hostname is
the name of the FTP host. The primary FTP host is
used if no host is specified.

-n “full name” Specifies the full name of the user in double
quotes.
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Argument When to use

-p password Specifies a password for the user. If you omit this
argument, the user’s password is “password.”

-s number Specifies a maximum number of files.

-X number Specifies a maximum amount of space in bytes.

-modify Use before entering any other arguments when
you want to modify an existing user.

-kill Use to delete a user. You must enter -u
userid. If the user is not on the primary FTP host,
you must also enter -h hostname.

+active Enables the user to log on. (This is the default
setting when adding a new user.)

-active Disables the user’s ability to log on.

+chgpass Enables the user to change password from an FTP
client.

-chgpass Disables the user’s ability to change password
from an FTP client.

+sysadm Grants the user System Administrator
permissions.

-sysadm Removes System Administrator permissions from
the user.

+hostadm Grants the user Host Administrator permissions.

-hostadm Removes Host Administrator permissions from the
user.

+lockuser Locks a user to their home directory. May be used
with the —all, -add, and —modify flags.

-lockuser Unlocks a user from their home directory. May be
used with the —all, -add, and —modify flags.

-all This flag can be used in conjunction with the

active, chgpass, sysadm, hostadm options to grant
or remove permissions to all users on the system.
It can also be used with the -s number and -x
number arguments to set these parameters on all
user accounts currently on the system.
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Adding a User

The following examples add auser ID of testO1.

i ftpaddu -h nmyhost.com-u test0Ol -n “ns test” -p yourpass
iftpaddu -u test01 -n “nr test” -p newpass

i ftpaddu -u test01

Modifying a User
The following examples modify auser ID.
i ft paddu -nodify -h nyhost.com-u testO1 -p newpass
i ft paddu -nodify -h nyhost.com-u testO1 - chgpass
i ftpaddu -nodify -u test0l1 -active

Deleting a User

The following example deletes a user ID.

iftpaddu -kill -u test0l -h nyhost.com

How Users Can Change Their Password

If the FTP client supports sending a SITE or QUOTE command, users can change their
password from the client. If you do not want a user to be able to change their password, in
the user properties, select Disable Password Change.

For example, using the WS _FTP Pro “classic” client, you change the password as follows:
1 Logonto the FTP host.

2 Inthe Remote Site (right-side) panel, select FTP Commands
->Site from the right mouse menu.

3 IntheInput dialog box, enter the following command:
CPWD password
where password is the new password.
Check the Log Window (LogWnd) to see that the command was successful.

4 Log off and log back on with your new password.



Some FTP clients also support the Quote command. In the Quote command box, you can
enter SI TE CPWD password where password is your new password.

Creating User Groups

You can create a user group and add any users on the FTP host to the group. You can then
grant permissions for FTP folders by user group, rather than for each individual user.

To add a user group to the FTP host:

1 Intheleft pane, expand the FTP host, and then select User Groups. The user groups list
appears in theright pane.

2 Click Add. Thefirst screen of the wizard appears.

Enter the desired group name.

docs

Host:  wiking.ipswitch, com

< Baclt I Hest > I Cancel I Help |

3 Enter aname for the user group and click Next to continue. This can be from 2 to 20
alphanumeric characters.

Enter the description of this group.

documentation group

< Back I Nexst » I Cancel I Help |

4  Enter adescription for the group and click Next to continue.
5 Click Finish to create the new group.
The user group appearsin the list of groups for the FTP host.

To add users to the user group, select the group and click Edit. The group properties appear.
See “Adding Users to the Group” below.
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Adding Users to the Group

You can add any users on the FTP host to a user group. You can then grant permissions for
FTP folders by user group.

To view or change user group properties:

1 Intheleft pane, expand the FTP host, and select User s Group. The group list appearsin
the right pane.

2 Select the group and click Edit. The Group Management dial og appears.

Group Management

LCamment

Users in this Group Available Users

Halis Jean
Jenniter
Robert

=
ﬂ

Mk I LCancel I Help |

3 Inthe Comment box, enter or modify the description for the user group (for example,
doc group).

4  Toadd auser to the group, select aUser ID in the Available Userslist and click the | eft
arrow (<-).

The user appearsin the Usersin this Group list.

5 Toremove auser from the group, select aUser ID inthe Usersin thisGroup list and
click the right arrow (->).

The user no longer appearsin the Usersin this Group list.

6 Click OK to save your changes.

Deleting a User Group

To delete a user group from an FTP host:
In the group list, select the group, and then click Remove. The group is deleted.



Managing Folders

This chapter describes how to set up and manage folders on an
FTP host, and how to manage permissions on the folder.

Using Folders and Virtual folders
With WS _FTP Server:

e You can grant access to any folder on your local system

e You can create virtual folders that reference or ‘point to' any
folder on your local system.

You can then grant permissions to a user or a user group for each
folder. If auser has permissions to avirtual folder, when they log

on to the FTP hogt, the folder appears in the top directory of the
host.

Granting Access to a Folder
To add a new folder to an FTP host:

1 Intheleft pane, expand the FTP host, and then select Folders.

The folder list appearsin the right pane.
2 Click Add. The Folder Permissions dialog appears.

WS_FTP Server Manager - Folder Permissions

Chapter
o

In this Chapter
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3 Enter the full path in the Directory box or click the Browse (...) button to select the
folder on your local system.

4 Click OK to add the folder to the folder list.

All new folders, by default, grant list and read permissionsto a special user group called
everyone (which includes all users and anonymous users). To view or change permissions
for the folder, see “ Granting Permissions for FTP Folders’ on page 47.

Adding a Virtual Folder

A virtual folder nameisan aliasfor the real folder, thusit can have any name — it does not,
and should not have to be the same name as the folder to which it references.

To add anew virtual folder to an FTP host:

1 Intheleft pane, expand the FTP host, and then select Virtual Folders. The virtua
folder list appearsin the right pane.

2 Click Add. Thefirst screen of the New Folder wizard appears.

Enter the desired virtual folder for this host: A virtual
folder appears as a folder entry in the root of a users
login folder on this hast.

downloads

Hozt:  wiking.ipswitch.com

< Back I Hest » I Cancel | Help |

3 Enter anamefor this“virtual” folder and click Next to continue.

Destination Directory

Enter the desired destination directory:

Thpublic |

< Back I Mext > I Cancel Help




4  Enter thelocal directory for which you are creating avirtual folder and click Next to
continue. The path must contain the drive |etter to be avalid path. For example:
E\WS _FTP\Folder

5 Click Finish to create the new folder.

All new virtual folders, by default, grant list and read permissions to a special user group
called everyone (which includes all users and anonymous users). To view or change
permissions for the virtual folder, see “Granting Permissions for FTP Folders’ below.

Granting Permissions for FTP Folders

You can grant permissions for any folder or virtual folder shown in their respective list. If
you want all users on the FTP host to have permission for a folder, you can grant the
permissions to ever yone (this includes anonymous users). If you want users who log on
anonymously to have permissions for afolder, you can grant the permissionsto anonymous.

To grant permissions for afolder:
1 Intheleft pane, expand an FTP host, select Folders and select the folder from the list.
2 Click Edit. The folder properties appear.

3 Inthe User/Group list, select the user or user group for which you want to set or edit
permissions. Click Edit. The Permissions dialog appears.

4  If theuser or groupis not already in thelist, click Add. The Permissions dialog appears.

FANORPMOLE Ok, I
*documentation
Cancel |

Help |

Mo Permissions

Al Permissions

& Specified Permissions

¥ Read
™ wiite
" Delete
" Rename
¥ List

5 Select the user or user group from the list. The permissions for that item appear.

6 Select the Permissions options:
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No Permissions. No accessto the folder. When logged on, the user or group will not see
thisfolder.

All Permissions. Read, Write, Delete, Rename, and List access.

Read. The user can download files from the folder.

Write. The user can upload filesto the folder.

Delete. The user can deletefiles and foldersin the folder.

Rename. The user can rename files and folders in the folder.

List. The user can display alisting of the folder contents.

Specified Permissions. The user or user group has the selected permissions.

7 Optionally, select another user or user group and set their
permissions.

8 Click OK to save your changes.

To grant permissions for avirtual folder:

1 Intheleft pane, expand an FTP host, select Virtual Folders and select the virtual
folder from the list.

2 Click Edit. The virtual folder properties appear.

WS_FTP Server Manager - Yirtual Folder [ %]

Name:

Destination: IF ‘ws_ftp Server\Current

[ | D st frelLodle i bop el Falden listing
¥ Include in user home folder listing

™ Wiewable with 40-bit 35L or higher

™ Wiewable with 128-bit S5L o higher

Permissions:

Uzer/Group I Permi... I
*documentation RL
Fobert R/l

Add | EEemove |

Ik | Cancel | Help |

3 Inthe User/Group list, select the user or user group for which you want to set or edit
permissions. Click Edit. The Permissions dialog appears.

4  If theuser or group is not already in thelist, click Add. The Permissions dialog appears.



5 Select the Permissions options:

No Permissions. No accessto the folder. When logged on, the user or group will not see
thisfolder.

All Permissions. Read, Write, Delete, Rename, and List access.

Read. The user can download files from the folder.

Write. The user can upload filesto the folder.

Delete. The user can deletefiles and foldersin the folder.

Rename. The user can rename files and folders in the fol der.

List. The user can display alisting of the folder contents.

Specified Permissions. The user or user group has the selected permissions.

6 Optionaly, select another user or user group and set their
permissions.

7 Click OK to save your changes.
Notes on granting permissions

e Toset upan"upload" folder, you can grant Write permission only — thislets users
upload afile or folder, but they cannot list the contents of the Upload folder and they
cannot upload afile that has the same name as an existing file. You can add Delete per-
mission if you want users to be able to overwrite an existing file.

e Tosetupa"download" folder, you can grant List and Read permissions — thislets
users list the contents of the folder and download afile or folder.

NT Permissions on Windows 2000 and XP

NT permissions will work on Windows 2000 and X P computers.
To usethis:

1 Setupavirtua folder to the top level folder you want to grant access to, and give rights
to users and groups.

2 Using the NT permissions, set further restrictions on subfolders and files.

Note: WS _FTP Server will use the highest restriction level set, so you can restrict
users from areas that NT would grant permissions with by setting stronger
permissions on the virtual folder.
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Changing Folder Properties

To view or change folder properties:

1

In the left pane, expand the FTP host, and select Virtual Folders. The virtual folder list
appears in theright pane.

Select the virtual folder and click Edit. The Virtual Folder properties dialog appears.

In the Directory box, enter the path of the directory for which you are creating avirtual
folder. Use the Browse button to search your directories for the path.

You can increase security by selecting either Viewable only with 40-bit SSL or higher
or Viewable only with 128-bit SSL or higher. Clientsthat do not have SSL enabled
will not be able to view the folder when this option is selected.

Select Propagate these permissionsto all sub-foldersif you want all foldersin this
directory to have the same permissions.

Click OK to save your changes.

Changing Virtual Folder Properties

To view or change virtua folder properties:

1

In the left pane, expand the FTP host, and select Virtual Folders. The virtual folder list
appears in theright pane.

Select the virtual folder and click Edit. The Virtual Folder properties dialog appears.

The Name box shows the folder name. To change the folder name, in the |eft pane,
right-click the name, select Rename from the right-mouse menu, and enter the new
name.

In the Destination box, enter the path of the directory for which you are creating a vir-
tual folder. Use the Browse button to search your directories for the path.

Note: If you want to create a virtual folder that references afolder on the
local network, you must either:

- Run WS_FTP Server under a user account that has Windows NT
permissions for that folder.

- Use the NT User Database with NT file and directory permissions. In this
case, the user must have accessto the network path.

To have virtual folders appear in user’s home folders, select the Include in user home
folder listing option. When this option is selected, Do not include in top-level direc-
tory listing will aso be enabled.



6 You canincrease security by selecting either Viewable only with 40-bit SSL or higher
or Viewable only with 128-bit SSL or higher. Clients that do not have SSL enabled
will not be able to view the folder when this option is selected.

7 Click OK to save your changes.

Removing a Folder

To remove afolder or virtual folder from an FTP host:
1 Intheleft pane, select Foldersor Virtual Folders.

2 Select the folder or virtual folder in the list and then click Remove. Thefolder is
removed from the list, but the folder or directory to which it points remains.

Renaming a Virtual Folder
To rename avirtual folder:
1 Intheleft pane, select Virtual Folders.

2 Select thevirtual folder in the virutal folder list, and then select Rename from the right-
mouse menu.

3  Enter anew name for the folder.
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Using Rules

This chapter describes Rules and how to configure them. Rules can
be used to monitor the FTP Server and send you a message, or take
action, when an event occurs.

Rules can trigger a notification to send a message or to run a
program. For information on defining a notification, see“Using
Notifications” on page 57.

About Rules

With the Rules feature, you can set up WS_FTP Server to prevent
or alow actions (such as afile upload or download) based on user
ID, and/or filetypes. You can also notify yourself, or another user,
when an event occurs on the server.

You can set permissions for an action (such asfile upload) for an
individual user or by user group.

If aruleis set to send a message viae-mail, pager or SMS, the
WS_FTP Server sends the notification using the |pswitch
Notification Server.

A rule can aso launch a program when an event occurs. In this
case, the Notifications server is not used because WS_FTP Server
runs the program locally.

The Rules List

The Rules List iswhere you add, edit, delete rules and set the In this Chapter
processing order.

Thelist shows all rules that you have created and the file mask
(which determineswhich files are affected) applied to therule. The
rules are processed in the order listed.
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Click Add to create a new rule by using the New Rule wizard. You can select from the
following rule types:

Rule Type Description

Directory Created | Applied when a user attempts to create a
directory (folder).

File Deleted Applied when a user attempts to delete a
file or folder.

File Download Applied when a user attempts to copy a file
from the server (download).

File Rename Applied when a user attempts to change
the name of a file or folder.

File Upload Applied when a user attempts to copy a file
to the server (upload).

Failed Login Applied when the specified user(s)
exceeds a specified number of login
failures.

Quota Exceeded | Applied when the specified user(s)
exceeds the specified disk quota.

Click Edit to edit the selected rule.
Click Duplicate to add a new rule by copying the one selected and editing it.
Click Remove to delete the selected rule.

The server processes the rules by starting at the top of the list and working down. You can
move rules within the list to change the processing order.

Click Move Up to move the selected rule up the list, thus moving it up in processing order.

Click Move Down to move the selected rule down the list, thus moving it downin
processing order.

Configuring Rules

1 Intheleft pane of the WS _FTP Server Manager, select the FTP host, and then select
Rules. The Ruleslist appears in the right pane.

2 IntheRuleslist, click Add. The first screen of the Rules wizard appears.

3 Select the rule type you want to set up, then proceed through the screens and enter the
appropriate information to set up the rule, including:



File Mask. Specifies the types of files and folders to which this rule applies. Enter the
file name or extension of the files to monitor. Multiple entries must be separated with a
comma. For example: *.exe, readme.txt, *.gif, *.* (for all)

Notification. (Optional) If you select to use a notification, thistells the rule who to
notify of the event and how to contact them. If there are no notifications to select from,
you may need to create a notification.

Note: The Notification Server must be configured. See “ Configuring the Servers for
Notifications” on page 58.

Permissions. Specifies which users this rule will apply to and whether or not to permit
the action.

4  Click OK to add theruleto thelist.

Remote Rule Configuration

To give you the ability to remotely configure rules, you must select the Enableremoterule
configuration option on the General System Settings dialog.

Rules Processing

When the selected event occurs (for example, a user uploads afile), WS_FTP Server does
the following:

Compares the file name and the user 1D with each rule for that event.

If WS_FTP Server finds amatch, it checksif the user is permitted or not permitted to
perform the action.

After permitting or denying the action, WS_FTP Server then sends all notifications that
are assigned to the rule.

If thereis not amatch, WS_FTP Server used the default action for that event and per-
mits or denies based on that setting.
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Using Notifications

This chapter describes how to set up and configure notifications.
Notifications can be used with rules to monitor the |pswitch
WS_FTP server and send a message, or take an action, when an
event occurs.

For information about setting up rules, see “Using Rules’ on
page 53.

About Notifications

A file transfer event, such as afile upload or afile download, can
trigger anotification that sends a message to a user or that
launches another application. This allows you to automate certain
processes, such as.

Inform you (the server administrator) when a disk quota or
failed login limit is exceeded.

Inform a user that afile has arrived on the server and is ready
for the user to download

When afileis downloaded, send a message
When auser exceeds their disk quota, send a message

When afileisuploaded, launch an Anti-Virus program to scan
for viruses

Notification Types

There are four types of notifications: a message sent through e-
mail, pager, or SMS; or acommand to launch an executable
program. For the first three, the notification defines how the
message will be sent and to whom. These notifications are
triggered by arule, and are processed by the Notifications Server.

E-Mail. Sends a message to an e-mail address.

Pager. Sends a message to a pager via a dial-up account.

Chapter
{

In this Chapter
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SM S. Short Message Service (SMS) is a service for sending messages of up to 160
characters (224 charactersif using a 5-bit mode) to mobile phones that use GSM (Global
System for Mobile communication). SMSis similar to paging. However, SMS messages do
not require the mobile phone to be active and within range and will be held for a number of
days until the phone is active and within range. SM'S messages are transmitted within the
same cell or to anyone with roaming service capability. They can also be sent to digital
phones from a Web site equipped with PC Link or from one digital phone to another.

The fourth type of notification, a Program notification, is also triggered by arule, but
instead of sending a message, it launches a program or a batch file. The program or file must
be on the same PC that the Ipswitch WS_FTP Server isrunning on. Program notifications do
not use the I pswitch Notifications Server.

Notification Server Manager

During installation of Ipswitch WS_FTP Server, you select to install the I pswitch
Notifications Server on the same PC, or another PC.

The Ipswitch Notification Server listens (default port 2001) for notification requests from
WS _FTP Server and processes the request to send a message through e-mail, pager, or SMS
service.

The Notification Server processes and handles natification events, leaving WS_FTP Server
resources free to handle file transfers. The Notification Server Manager lets you configure
the logging and account information necessary for the Ipswitch WS_FTP Server to
communicate with it.

Configuring the Servers for Notifications

To use e-mail, SMS, or pager notifications, you must configure both the WS_FTP Server
and the Ipswitch Notification Server to communicate with each other. This section describes
the overall process.

1 Usethe Notification Server Manager to configure these settings for the Notifications
server. On the PC on which you installed the Ipswitch Notifications Server, select
Programs -> |pswitch Notification Server -> Notification Server Manager.

e Create auser account for the WS_FTP server. When WS _FTP Server generates a
notification request, it logs on to the Notification Server using this account. This
account provides security for the Notification Server by limiting the access needed
to send a notification.

e Set the port where the Notification Server listensfor arequest. The default is 2001.

«  Configure the logging of notification events



The table shows the required settings. Click Help on the screen for more information.

Screen / Option:

What to enter:

System Settings/
Binary Directory

The directory where the notification server is installed. Spool
and log files, by default, are stored in a sub-folder of this
folder.

System Settings/
Port

The port on which the Notification Server listens for
notification requests. The default is 2001. If you modify the
port, you must restart the service. The port defined here must
match the setting for the port in the WS_FTP Server Manager
(in Local System, Notification Settings). Whenever you
change the port, you must change it in both places.

Add user wizard/
User ID

This is the user account’s unique identifier. It must be from 2
to 80 characters and can use the following characters: A-Z,
a-z, 0-9.

Add user wizard/
Password

This password associated with this user account. The
password must be from 2 to 30 characters. For security
purposes, your entry is not displayed in clear text.

2 Usethe WS FTP Server Manager to configure the settings that tell it how to communi-
cate with the Notifications Server.

To do this, inthe WS_FTP Server Manager, in the left pane, select the FTP Server

(usually Local System). Then, select Notification Server Settings and enter the
appropriate settings. The table shows the required settings. Click Help on the screen for

more information.

Settings dialog

Notification Server | What to enter:

Address

Notification Server

Enter the hostname or IP address of the Ipswitch
Notification Server.

User ID to log in to
Notification Server

Enter the user ID that you established on the
Notifications Server. When sending a notification, this
FTP server will log on to the Notifications Server using
this user ID.

Password to log into | Enter he password for the user account on the
Notification Server

Notifications Server.

Port Notification

The default port for the Notification Server, the port on

Server is listening on | which it listens for a request from a WS_FTP Server, is

2001. The port must be the same here as it is in the
Notification Server settings, so if you change the default
on the Notification Server, then enter the same port here.

3 Usethe WS FTP Server Manager to create notifications and the rules that trigger them.
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The Notifications Library

The Notifications Library shows the notifications that you can assign to arule or multiple
rules. Thisis where you create a new notification, test it, edit anotification, or remove it
from the library.

Notifications are listed in atree-branch formation in the left column of the WS _FTP Server.
Each type of notification hasits own branch on the tree. When a notification typeis selected,
theright pane lists all configured notifications of the selected type.

% Local System - Ipswitch WS_FTP Server Manager E@El

File View Help
= % IpswitchWS_FTF Servers
=@ Local System This lst shows the configurable natificatians available far
#1- @ test domain com use when a ule event occurs,
=-ig FTPboxipswitch com
B Site Commands Nole: Onee notfications have been configured, you ean
o [ apply thern to the Aules in the right scieen panel
w3 GMS
Send Email Natification [ Type
& B Pager FTPAdmin E-mail
- Program harry E-mail
+ B PRules P Pageadmin Pager
4 55l PrintReady message E-mail
(] Folders | sms1 SMS-Dialup
Vitual Folders D test Pager
7 Banduidth Allocation Dltest Program
@ Quats Linits Dvinsscan Program
@) User Groups
§ Users
Add..

Editing a Notification
To edit a notification:

1 Select the notification and click Edit, or double-click the notification. The settings for
that notification appear.

2 Make any changes.
3 Select Ok or Apply to save your modifications.

Deleting a Notification

To delete anotification, select the notification and click Remove. The notification is deleted
from every rule in which it is used.
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Using Notifications- A Simulation

This section uses the e-mail notification to provide an example of how you can use
notifications and rules to monitor your FTP server.

In the example, suppose you are the FTP Administrator for the Broad Street Printing
company. When a customer has a document to be printed, he uploads the files to your FTP
server. The Print Production Manager has asked you to let her know when files are upl oaded
to the PrintReady folder.

To accomplish this, you do the following:

* Create an e-mail notification that can send a message to the Print Production Manager.
*  Test the notification.

« Create arule to monitor uploads and assigns the notification to it.

1 InWS_FTP Server Manager, you expand the tree items in the | eft pane.

2 You expand the Notification Library, and select Send Email. The e-mail notification list
appearsin the right pane.

% Local System - Ipswitch WS_FTP Server Manager

File View Help

=1 @) Ipswitch WS_FTP Servers

=@ Loosl System Set the configuratle notiication propertiss to use when
+ & testdomain.com Ruls svent acours
=& FTPbox ipswitch com
B S Commands Mete: Once natfications have been configured, you can

= %) Nolifcatians Libary apply them to the Fiules item in the left sereen panel

= [ sMs
+ B B

Notificaton | Reciient [
EAFTPAdmin hostadmin@someorg.com
#-[7] Program EAharry harry@host.org
+ B Rules [FA4 PrintReady message productionmgr @broadstre...
4 ssL
(] Falders
Wirtual Folders

¥ Bandwidth Allocation
& Quota Limits

@) User Groups

& Users

3 Intheright pane, you click Add to start the e-mail notification wizard.
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The e-mail notification wizard has six screens. To define this notification, you enter the
following information on each screen:

Option: You enter: Notes

Display Name: | “PrintReady message” This is the display name used in the lists.
You'll use this name to select the
notification when you create a rule.

E-mail Gateway: | 156.21.50.10 This is the IP address of the mail server
on Broad Street’s network.

From Address: FTPadmin@broadstreet.com Some mail servers check that the From
address is valid before accepting the
message. You can enter your e-mail
address here.

To Address: The message is sent to this address.
productionmgr@broadstreet.com
Subject: File %simplename is ready The subject line uses the %simplename
variable to report the file name.
Notification %user uploaded %simplename | The message uses notification variables
Message: to %dir for printing at to tell the Production Manager the
%timestamp details. For example, the actual message

may say: “lpswitch uploaded
ftpserver.pdf to C:\iftpsvc\printready for
printing at 11:45 2004 05 05,

4 You review the settings in the Notification Summary, then click Finish.

Notification Summary @

A Motffication will be created with the following attributes

Maotification Mame: PrintReady message A
Maotification Type:  E-mail
Gateway: 156.21.50.10

From Address FTP Admin&broadstreet. com

ToAddress: productionmgri@broadstreet.com
Subject: File “simplename is ready
Message: w

cBack [ Fmsh | concel | Heb |

The E-mail list appears with the new notification displayed.



5 Having completed the notification, you test it. From the Notifications list, select the
PrintReady notification, then click Test. Verify that the Print Production Manager
received the message.

6 Now, you create a File Upload rule for the PrintReady folder and assign the new notifi-
cation toit.

Inthe WS_FTP Server Manager, you expand Rules, and select File Upload. The File
Upload rules list appears in the right pane.

In the right pane, you click Add to start the Rules wizard.

Theruleswizard has 4 screens. To define the rule, you enter the following information:

Option: You enter: Notes

File Mask: *.pdf, *.ps, *.eps, *.doc, The file extensions to which this
rule will apply.

Notification Select the option: Notify upon success | When the file is uploaded

options: Select the notification: PrintReady successfully, this rule sends the
PrintReady natification.

User the FTP user: Ipswitch You select the user from the list

Permissions: Permissions option: All Permissions of users for this FTP server. This

is the user (customer) who will
be uplaoding the print file. You
give them all permissions.

7 You review the settings in the Rule Summary, then click Finish. The File Upload Rules
list appears with the new rule displayed.

8 When your customer, in this case named Ipswitch, uploads afile to the PrintReady
folder, the FTP server sends an e-mail notification to your Print Production Manager.
The e-mail message |ooks something like this:

What's Next?

This section introduces the notification types and describes the differences between the
types. Each of the notification types follow a setup process similar to the e-mail notification
(see“Using Notifications- A Simulation” on page 61). For procedures on how to create a
notification of each type, see the Help system.

This section al so describes the notification variables that can help you report information
about aWS_FTP Server event.
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SMS Notifications

SMS (Short Message Service) is similar to paging. However, SMS messages do not require
the mobile phone to be active and within range and will be held for a number of days until
the phone is active and within range. SM'S messages are transmitted within the same cell or
to anyone with roaming service capability.

SMS natification services are provided by a number of different providersin one of two
ways:. TAP, the protocol used in common pagers which requires a modem and the phone
number of the provider and recipient, or via e-mail where a specifically formatted e-mail
message is sent to an address.

Because multiple methods can be used to provide SM S service, there are no common
settings for SM S notifications. Each notification is tied to a provider, which may support
either or both of the delivery methods mentioned.

The SMS options have alist of all available countries that have configured providers. When
anew country is selected, thelist isre-popul ated with the providersfor the country. Click the
browse button to display alist of all providers organized by country. If your provider is not
listed, you can create an entry for them here.

The following shows an example of the settings for an SM S notification.

Edit SMS Notification 3]
Dizplay name: ‘
Country, |Canada e
Provider: |PagENEH j
Connection zettings
= |
(* Dialup |70E5EE1111
Meszage
Sewent triggered by Zuser at Ztimestamp
¥ Create detailed log Test
oK I Cancel | Help |

See the help system for step-by-step procedures and descriptions of the options.

Pager Notifications

Pager messages are delivered via aterminal service provider. You can define a notification
to send a message to a pager when an FTP event occurs. WS_FTP Server supports PageNet,
TAP (Telocator Alphanumeric Protocol) , SMS-TAP, UCP-SM S (British Telecom), and NTT
(Nippon Telegraph and Telephone) pager services.
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The following shows an example of the settings for a Pager notification.

Edit Pager Notification @

Display narme: ‘

Example: 5551234

Message

- Protacal
Teminal Number 765551111 & Tap
Example: BO05551234
" SMS-TAP
Password LT
O NTT
Pager ID: 5551234  UCP-SMS

Modem Settings...

“Ewent tiggered by Zuser al Zlimestamp

[ Create detsiled log Test
I Cancel | Help |

See the help system for step-by-step procedures and descriptions of the options

E-mail Notifications

E-mail messages are delivered viaan SMTP gateway, which will probably be the same relay
for all e-mail addresses. However, you can have notifications that use different SMTP

SErVers.

The following shows an example of the settings for an e-mail notification.

Edit Email Notification X

Display name: ‘

Ml Server:

Example: 192.254.123.1

To ‘DfDduClIDﬂmgI@hlUddSllEEl.CUI‘H
Example: FtpAdmin@somehost. com

Fram: ‘FTPAdmm@hmadstreet.com
Example: Mailsdmin(@somehost. com

Subject: |File Zsimplename s ready

Message

“user uploaded %simplename to Zdir for printing at %
tirnestamp

I Cancel | Help

[ Create detailed lag Test

See the help system for step-by-step procedures and descriptions of the options.
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Program Notifications

When an FTP event occurs (such as a quota exceeded), you can send a notification that
launches a program. The program must be on the same system asthe WS _FTP Server.

Program notifications, depending on the program launched, could require an extensive
amount of processing on the server. For this reason, only system administrators can
configure them remotely.

The following shows an example of the settings for an Program notification.

Edit Program Notification §|

Dizplay name:

Executable:

Argurments:

0k | Cancel Help

|
|E: SFEpS wcnavi exe J

Example: C:WWIMMTACMD EXE

Example: /5 C:hmvprog. exe Zfilename Zuzer

See the help system for step-by-step procedures and descriptions of the options.

Using Variables to Report Event Details

You can use the following variables to report details about the event that triggers a
notification. These variables can be used in the Message or Subject boxes.

Variable Description

%Event The event that triggered the notification, which means any of
the rules: Directory Created, File Deleted, File Download, File
Rename, File Upload, Failed Login, Quota Exceeded.

%Dir Inserts the name of the directory created or attempting to be
created.

%File Inserts the name of the file the action was attempted on
(available for upload, download, and deletion rules.

%ToFile Inserts the new name of a file in a file rename attempt (only
available in rename rules.)

%FmFile Inserts the original name of a file in a file rename attempt (only
available in rename rules
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%User Inserts the User ID of the user that attempted the action
(available for rules in all categories.
%Status Inserts whether the attempt was successful or not (available for

rules in all categories).

%SimpleName

The file name, without the path.

%Timestamp

Date and time the notification was triggered.
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Configuring SITE
Commands Chapter

With the Site Command feature, server administrators can use 8
WS _FTP Server to create customized FTP commands that users
can use to execute applications on the FTP server.

Adding a Site Command

To add a new Site command

1 Intheleft pane of the WS _FTP Server Manager, expand the
FTP host and then select Site Commands. The Site Com-
mands list appears.

& Local System - WS5_FTP Server Manager

=8 WS_FTP Servers
=3 Lacal System
I amstrong. ipswitch.com

5 proj-update cmd.exe /C "eAFIpS vy

Folders

Wirtual Folders
$ry User Groups
€ Users

! documentation.ipswitch. com)
BB tutorials.ipswitch.com

In this Chapter

2 Inthe Site Command list, click the Add button. The first win-
dow of the Custom Site Command wizard appears.
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Custom SITE Command

Enter the desired SITE command name.

proj-update

Host:  aimstiong.ipswitch. com

ek [ News | comel |

Help

Enter the name of the site command in the text box. Click Next. The Host Command

Executabl e screen appears.

Host command executable

Enter the full path ta the resulting executable

C-\iFtpvchjump exe .

< Back I Next > I Cancel |

Help

Enter the full path for the file that is to be executed when the site command isrun, or

select it by clicking the Browse (...) button. Click Next. The Program Arguments

screen appears.

Note: Never use server side applications (such as Notepad or Wordpad) as
the executed program in asite command. Using these will display nothing for
the user, but each time the command is run, a new copy of the program is

opened on the server.

Note: If using abatch file, you must enter CMD.exe in the Host Command
Executable dialog. In the Program Arguments dial og, enter the full path of
the batch filein quotation marks. For example: “ c:\iFtpSvc\jump.bat”

Program arguments

Enter any arguments for this command. %1 - %6 wil
be arguments spesified on the "SITE cmd %1 %2_"
command line.

1 %2

< Back I Mext > I Cancel

Help




5 Enter %1-%b5 for the allowed number of user defined variables, aswell asany command
line arguments that are to be used when the command is executed. Spaces are delimiters
for arguments, so a single argument with a space will be treated as two, unlessthe entire
argument isin quotation marks.

6 Click Next. The Summary window appears.

Note: If you allow user-defined variables, it is suggested to select the Send
Output option on the SITE Command Properties window after you set up the
command. If thisis not done, only ageneral success or failure message will
be returned to the user on the server.

7 Review the information displayed to make sureit is correct. If the information is cor-
rect, click Finish to add the command. If the information needs to be changed, click
Back to move to the window that needs to be changed.

After you set up the site command, you can add or change permissions for the command.

Modifying Site Command Properties

To view or change the properties for a SITE command:

1 Intheleft pane of the WS _FTP Server Manager, expand the FTP host and then select
Site Commands. The Site Commands list appears.

2 Select the site command and click Edit. The Site Command dialog appears.

Command

Executable:

Icmd exe _I

Arguments:

I.v‘E "oAFtpS wehjump. bat!

™ Send Output
Permizsions:

User/Group I Permi |
feveryone All

Add EEmnvel |

(K | Cancel | Help I

3 Make changesto any of the properties.
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4

Command. The name of the SITE command. Thisis also the command that is used to
execute the program. This property cannot be changed.

Executable. The path and file name of the application that is run when the correct
command is given. This can be changed by typing the full path and file name of the
application, or by clicking the Browse (...) button and sel ecting the application from a
browse dialog box.

Arguments. Number of available user-defined variables that can be used with the
command (up to 5), aswell as command line arguments.

Send Output. When this option is selected, all output generated by the server will be
shown to the user as the command is executed. If the option is cleared, no output will be
returned other than a success or failure message. Command variable errors will not be
returned unless this option is selected.

Permissions. A list that displays which users are able to use the site command. Click
Add to add new permissions. To delete auser’s permission, select it in the list and click
Remove.

Click OK to save the changes.

Modifying Site Command Permissions

To control who can use acommand:

1

2

In the left pane of the WS _FTP Server Manager, expand the FTP host and then select
Site Commands. The Site Commands list appears.

Select the site command and click Edit. The Site Command dialog appears.

When the command was set up on the WS_FTP Server Manager, it automatically added an
entry to the Permissions box that allows all usersto use the command.

3

4

If you want to change the permission, select the default permission value and click
Remove. Thiswill delete the permission.

Click Add to view the Permissions properties.



Permissions

“ahonymous - ok I
“documeritation
Cancel

braemar

culloden

ek, =g
skye

stirling LI

Mo Permissions

& All Permissions

£ Specified Pemissitns

IS Fic=d
I= st
= Delete
I Rerizme
I s

5 Inthe Permissions properties, associate the user or group of users with the appropriate
access to the command. In the case of site commands, permission is either all or none.

6 Click OK to add the user.

Note: Permissions are used in the order in which they appear in the
Permissions list. If a user appears at the top of the list, and that same user is
below it in a group, the permissions set on the user will be used before the

permissions for the group.
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Managing FTP Hosts

This chapter describes how you can use the WS_FTP Server
Manager to manage FTP hosts from the local host or from a
remote location.

Copying the Server Manager to a
Remote Host

You can copy the WS_FTP Server Manager install program (mgr-
inst.exe) to another Windows NT, or Windows 2000 system and
run it to install the Server Manager which allows you to manage
FTP hosts remotely.

If you installed WS_FTP Server from a CD-Rom, you can use the
CD-Rom toinstall the Server Manager on another WindowsNT or
Windows 2000 system to manage your server remotely.

In this Chapter

Connecting to the WS_FTP
Server

To connect to the FTP server:

1 Startthe WS FTP Server Manager.

2 Intheleft pane, select WS_FTP Servers.

3 Intheright panel, click Connect. The Logon dialog box
appears.
4 InthelP Address box, enter the IP address of the host on

which the FTP server isinstalled. (Note that you can connect
to the server from the same host on which it isinstalled.)

75



76

5 Inthe Server port box, if your WS _FTP Server is not using port 21, change the port
number to be assigned to the port.

6 Enter your User 1D and Password. You must be a Host Administrator to access a par-
ticular FTP host, or a System Administrator to access all FTP hosts.

7 Click Use SSL to make a secure connection to the server.
8 Click OK. The Server Manager connectsto the FTP server.

In the left pane, you will see the IP Address of the FTP server. Select the IP Address and
expand it to show the FTP hosts on the FTP server. You can make changesto FTP hosts,
users, and folders (your access to FTP hosts and users depends on whether you are the
System Administrator or the Host Administrator — see user properties for more
information).

For the most part, you can use the same Server Manager functions that you can use if you
were on the local system, but note the following differences:

e You cannot stop or start the server.

«  Any changes you make remotely occur immediately, without stopping and restarting the
server (except the server port).

*  You can change the server port, but it does not take effect until the server is restarted.

«  After making changes remotely, select Refresh from the View menu (or press F5) to
make the changes also appear under the Local System.

Click Disconnect to end the session and close the Server Manager.

Monitoring Active FTP Sessions

When connected to the FTP server from aremote system (or from the host on whichiit is
installed), you can usethe WS_FTP Server Manager to view and monitor active connections
to the FTP server.

To view active sessions:

1 Intheleft pane, select Local Host. The Local Host properties list appearsin the right
pane.

2 Click Session Manager. The Session Manager window appears.
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Server Statistics

The Session Manager window reports the following WS _FTP Server statistics. Connection
and File statistics represent the count since the server was last started, or since the counter
was reset.

Connection statistics: Current number of connections, M aximum number of concurrent
connections, Total number of connections.

File statistics: the number of files Transmitted (downloaded), Received (uploaded), and
Deleted

Transmitsin progress: The number of downloads in progress.
Receives in progress. The number of uploadsin progress.

Click Reset to zero the counters within the WS_FTP Server. Note that these are the same
values you can view and chart in the Windows NT Performance Manager (for more
information, see “Monitoring FTP Server Statistics’ on page 78).

Active Sessions

The Session Manager window shows all active connections from an FTP client (FTP
sessions) or from aWS_FTP Server Manager to the FTP server. For each connection, the
Session Manager shows:

Address. The IP address of the FTP client or remote WS_FTP Server Manager.

Host. The FTP host to which the client is connected. If there is only one FTP host on the
WS FTP Server, this column does not appear.

User. The User ID used to connect to the host.
Directory. Thelast directory accessed during this session.
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Last Command. The last FTP command issued by the client or Server Manager.

I dle. The number of seconds the session has not received acommand or data from the client
and has not sent aresponse or data to the client for the reported number of seconds. You can
control the amount of idletime allowed for a session by setting a Timeout valuein the host’s
properties.

TA (Transfer Active). Indicates that a data channel is active for asession. If it showsa
value of 1, the RETR or STOR command is currently active, which means datais being
transferred (retrieved or stored). If it shows avalue of O, the data channel isinactive.

To update the list of active connections, click Refresh.

To end a session, select the session’s Address and click Kill. The listing automatically
refreshes, but may take a few seconds.

Monitoring FTP Server Statistics

You can use the Windows NT Performance Manager to monitor statistics reported by the
WS _FTP Server, including the number of concurrent connections, the total number of
connections since the server started (or was reset), and the number of files transferred.

To display WS _FTP Server statistics:

1 Fromthe Start menu, select Programs->Administrative Tools (Common)-
>Performance Monitor. The Windows NT Performance Monitor appears.

2 From File menu, select New to create a new chart. See the Performance Monitor’s help
system for information on using charts.

3 From the Edit menu, select Add to Chart. The Add to Chart dialog box appears.

In the Computer box, select the Windows NT name of the computer on which the
WS FTPserverisinstalled. (The default isthe local computer, but you can aso connect
to another computer on the local network.)

In the Object box, select Ipswitch WS _FTP Server. The WS_FTP server counters
appear in the Counter list.

Select a counter and click Add to add it to the chart.
Click Explain to display abrief description of the counter.
4 Tosavethe settingsto afile, select Save Chart Settings from the File menu.



SSL Configuration

This chapter describes what SSL is and how you can configure
WS_FTP Server to allow secure (SSL) connections. 1 O

What is SSL?

SSL (Secure Socket Layer) is a protocol for encrypting and
decrypting data sent across direct internet connections. When a
client makes an SSL connection with a server, all data sent to and
from that server is encoded with a complex mathematical
algorithm that makes it extremely difficult to decode anything that
isintercepted.

Thefollowing is astep by step illustration of how SSL works.

Step 2

Step 4

In this Chapter

Sep 1. Theclient makesthe initial connection with the server and
requests that an SSL connection be made.

Sep 2. If the server is properly configured, the server will send to
the client its certificate and public key.

Sep 3. Theclient usesthat public key to encrypt a session key and
sends the session key to the server. If the server asks for the
client’s certificate in Step 2, the client must send it at this point.

Sep 4. If the server is set up to receive certificates, it comparesthe
certificate it received with those listed in its trusted authorities
database and either accepts or rejects the connection.
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If the connection isrejected, afail messageis sent to the client. If the connection is accepted,
or if the server is not set up to receive certificates, it decodes the session key from the client
with its own private key and sends a success message back to the client, thereby opening a
secure data channel.

The key to understanding how SSL worksisin understanding the parts that make SSL itself
work. Thefollowing isalist of these parts and the roles each plays.

Client. Any FTP program that is able to make an SSL connection.

Certificate. The Certificate file holds the identification information of the client or server.
Thisfileis used during connection negotiations to identify the parties involved. In some
cases, the client’s certificate must be ‘signed’ by the server’s certificate in order to open an
SSL connection. Certificate files have the .crt ending.

Session Key. The session key iswhat both the client and the server use to encrypt data. It is
created by the client.

Public Key. The public key is the device with which the client encrypts a session key. It
does not exist as afile, but isaby-product of the creation of a certificate and private key.
Data encrypted with a public key can only be decrypted by the private key that made it.

Private Key. The private key decrypts the client’s session key that is encrypted by a public
key. The private key file has the .key ending. Private keys should NEVER be distributed to
anyone.

Certificate Signing Request. A certificate signing request is generated each time a
certificateis created. Thisfileis used when you need to ‘sign’ acertificate. Once the
Certificate Signing Request file is signed, a new certificate is made and can be used to
replace the unsigned certificate.

How To Get Started

WS _FTP Server can be used without configuring the SSL Utility, but unless you clear the
Enable SSL optioninthe Host SSL options, anyone can make a secure connection with you.
If you do not want to use the SSL capabilities, select SSL (under the approriate FTP host) in
the |l eft pane, then clear the selection for the Enable SSL option.



To allow users to make secure connections, follow these directions to set up your server.

1 Thefirst step isto replace the default key and certificate installed with WS _FTP by
creating a new certificate. Follow the directions for generating a certificate to
accomplish this.

Note: The default key and certificate included with WS_FTP Server are exact
copies of the files distributed to all users. If you do not generate a new
certificate and set of keys, no data encrypted by your server will be
completely secure.

2 Onthe Certificate Selection tab, replace the default values with the certificate, private
key, and pass phrase generated with the Certificate Creation tab.

3 Determine what level of security you want for your server. For the highest security,
click the Option tab and select the Certificates are requested and verified upon con-
nection option. When this option is selected, the server requires the FTP client to send
their certificate when attempting to log on.

If the certificate sent from the client to the server was not signed by a certificate on the
host’s Trusted Authorities database, the connection will fail. Read the Trusted
Authorities section for more information on this process.

For the lowest level of security, you can stop after selecting a certificate on the
Certificate Selection tab.

4 If you do want to limit which users can make an SSL connection to your server, add the
certificate you are going to use to sign user certificates to the Trusted Authorities data-
base for the host they have an account on. Read the Signing a Certificate section for
more information on this process.

From here, WS_FTP server isready to accept SSL connections.

Generating a Certificate

To create an SSL certificate:

1 From WS _FTP Server, in the left pane, expand the FTP host and select SSL. The SSL
Host Options appear in the right pane.

2 Click Certificate M anagement, then select the Certificate Creation tab.

81



82

Configure 55L [x]

Certificate Selection  Certificate Creation | Certificate Signingl Trusted Authoritie: 4 | ¥

This utiity will create a Key file [ ke fi], a Certifiate Fiequest
(st ). and a self signed Certifieate (et fe).

Ceitificate Set Name:  |document

Output Lacation: [Aiftpswchdocumentation ipswitch.com

Cerlific.ate Information

Ciponr:  [Lonngton County: [U5

State/Province: ISuuth Carolina Email Ivuberl@herecum

Organization: I\pswil:h Unit: Idncumar\tannn

Comman Mame: [wemipswitch.com A

Pass phiase: [

Pass phiase [ The Pass phrase entries are
confirmation: identical.
Create

3 Enter anamein the Certificate Set Name box. This will be the name of the certificate

that is generated by WS _FTP Server.

Click the Browse (...) button in the Output L ocation box to select the folder you want
the certificate created in.

Enter information in all of the Certificate Information boxes:
City/Town. City or town where you are located. (Ex. Augusta)
Sate/Province. State or Province where you are located. (Ex. Georgia)
Organization. Company or individual user name.

Common Name. This can be either the name of the person creating the certificate or the
fully qualified domain name of the server associated with the host.

Pass Phrase. Pass phrase that is to be used to encrypt the private key. It isimportant to
remember this pass phrase. The pass phrase can be any combination of words, symbols,
spaces, or numbers.

Pass Phrase Confirmation. Re-enter the same pass phrase as above.

Country. The country you are in. This must be avalid two letter country code. (Ex. US)
Email. E-mail address of the person the certificate belongs to.

Unit. Name of organizational unit. (Ex. Research and Devel opment)

After all of the boxes are filled in correctly, click Create to generate the keys, certifi-
cate, and certificate signing request. If all of the boxes are not filled in, you cannot cre-
ate the certificate.



Selecting a Certificate

The Certificate Selection tab is used to choose which private key and certificate you want to
use during SSL connection negotiations. If a new certificate has not been created, follow the
directions for “ Generating a Certificate” on page 81.

Configure SSL [ ]

Cerlificate Selection | Certificate Ereal\onl Certificate S\gnmgl TrusledAuthuntleﬂL

Select the Certificate and Key fils that the server will use during

@} S5L negatiation, Yo must know the pass phiase used to decods
the private key. The cerificate selacted MUST have been
generated using the selected key.

Hogt

docurnentation ipswitch. com
Fiivate Kew semvarkey
Certficate [ N

Pass phrase l—
Pass phrase I—
confirmation:

Beset £l
The Pass phrase entries are identical
The Key and Certificate exist

To select an SSL Certificate:
1 Select the host you want to use the certificate with in the Host box.

2 Click the Browse (...) button next to the Private K ey box to select the private key you
want to use during SSL negotiation.

3 Click the Browse (...) button next to the Certificate box to select the certificate you
want to use during SSL negotiation. The certificate you use must have been created
using the key you selected for the Private K ey box.

4 Enter the pass phrase associated with that certificate in both the Pass Phrase and the
Pass Phrase Confirmation boxes. A pass phrase can be any combination of words,
symbols, or numbers. It is case sensitive and must be written exactly the same way each
timeit is used.

Without the correct pass phrase in both boxes, the certificate and private key cannot be
verified and the selection cannot be saved.

5 Click Apply to save your entries.

Clicking the Reset button erases what you have done since the last time new settings
were applied.
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SSL Options

WS FTP Server provides optionsfor SSL connections. In the left pane, expand the FTP host
and select SSL. The SSL Host Options appear in the right pane.

Enable. Select this option to use the features on this panel. If this option is not selected, the
server will not accept SSL connections. Note that avirtual host will use the settings for the
| P address that the user connects to.

Force clientsto use SSL connections. Select this option to enable the Force SSL data
channel. This option causes the server to generate an error message and disconnect when a
non-SSL connection is detected.

Enablethe Force SSL data channel. To use thisfeature, you must first select the Force
clientsto use SSL connections option. (This option is dependent on client settings. Clear
data channels are not permitted.)

Allow Clear Command Channel (CCC) after authentication. Once a user has been
authenticated, the client will permit clear text to be sent. (This option is beneficial when
working with firewall settings.)

Client Certificatesare verified upon connection. The server sends a call to the client
asking for its certificate and tries to verify that certificate against the certificates listed for
that host on the Trusted Authorities tab. If the certificate is not listed there, for that host, then
the SSL connection will fail. (The server and client each ask each other for certificate
verification.)

Force clientsto use 128-bit or higher SSL connection on thishost. Select this option to
only give access to the server to clients who are connecting with 128-bit or higher SSL
encryption. All other connections will be refused. Not checking this allows for any level of
encryption. (Lowest permitted encryption is 40-hit)

Certificate Management. Thisis used to choose which private key and certificate you want
to use during SSL connection negotiations with the client. Certificate Management is
available only to FTP hosts with an IP address; virtual hosts cannot useit.

Signing a Certificate

The Certificate Signing tab is used to sign requests with the private key and certificate you
define. When a user wants to make an SSL connection with a host they have an account on,
the user creates a certificate of their own and sends the generated request file to the server
administrator. Thisisusually done through e-mail. Once the administrator has the file, they
can sign the request and create a new certificate that can be sent back to the user. The user
then uses that new certificate to make an SSL connection with the host.



If the Certificates are requested and verified upon connection option found on the SSL
Option tab is selected, the certificate the administrator uses to sign the certificate signing
request must be listed in the Trusted Authorities tab for that host. If not, any SSL connection
that tries to use that certificate will fail.

S5L Utilities

Certficate Selection | Cettficate Creation  Cettficate Signing |T|ustEdAuthuntle e

This ity s used to sign requests created vith the certficate

Ll
control access to secun

Private Key CFtpS wehbrasmar key. »
Certificate: C:\iFtpSwehbraemar. cit .
Pass Phiase: ]

Pass Phrase
Confitmation;

EE—
Request File: IW -
Active Date: & 1/00 jv

Expires O 8 1/05 :l'

Dutout Cerlficate: £ iFpS wchwalace. it

Sign
Help Close

To sign acertificate:

1 InthePrivate Key box, select the private key you want to use to sign the request by
clicking on the Browse (...) button and selecting thefile.

2 Inthe Certificate box, select the certificate associated with that private key.

3 Enter the pass phrase associated with that private key/certificate in both the Pass
Phrase box and the Pass Phrase Confirmation box.

4 Inthe Request File box, select the request file you want to sign by clicking on the
Browse (...) button and selecting thefile.

5 Inthe Active Date box, enter the date the certificate is activated, or use the pull-down
button to select the date from a calendar.

6 Inthe Expires On box, enter the date the certificate expires on, or use the pull-down
button to select the date from a calendar.

7 Inthe Output Certificate box, enter the file name and complete path of the certificate
that isto be generated by signing the request. You can click the Browse (...) button to
enter the name and select the folder you want to create thefilein.

Note: Usually, the output certificate file uses the same name as the request
file.

Note: Do not use the same path and filename as the signing certificate.
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8 Click the Sign button to sign the request and create the new certificate.

The certificate that was created should now be sent back to the user. If the certificate file
used to sign the request is not listed in the Trusted Authorities tab for that host, you should
add it now.

Trusted Authorities

The Trusted Authoritiestab storesalist of certificate names that are recognized by the host
you identify in the Certificate Store box (In WS_FTP Pro, the Certificate Store box does not
appear). If you use the Certificates are requested and verified upon connection option
found on the SSL Option tab, any user that tries to make an SSL connection must have their
certificate signed by a certificate that has been added to this host’s database, or have the
certificate itself in the database.

SSL Utilities
Cettficate Creation | Cerficate Signing  Trusted Autherties | Optians | 0

All certificates in the tusted authorities database will be used to
@ authenficate certficates sent from the FTP clent

Issuzd To [ Issued By | Expires |
= ipswitch, documen... Ipswitch, documenta..  Jul 30 2010 14:45:4.
Elpswitch, Inc.. Ips...  lpswitch, Inc., lpswit.. Jul & 2010 16:29.58..

Certficate Store: | highlander. pswitch.com =1
Remove | Ewpat | [ Tmpot |
Help Clase

Certificate Display
I ssued To. Who the certificate was issued to.
I ssued By. Who the certificate was signed by.

Expires. Date on which the certificate expires.

Adding a Certificate

To add a certificate to the database:

1 Click the Import button and select the path and file name for the certificate. The Add
Certificate? dialog box appears.



2

Add Certificate?

E Are pou sure you wish to add the following certificate as a
trusted authority?

rlssuer:

Organization Ipawitch, Ine.

Unit: |pswitch Certificate Services
Commaon Name: Ipawitch, Inc.

County us

— Subject

Organization: Ipswitch, Inc.

Unit: Ipswitch Cerlificate Services
Commaon Mame: |pawitch, Inc.

Country us

Expires:  Jul B201016:29:58 GMT Mo |

Review the information and click Yes to add the certificate to the database.

Exporting a Certificate

To export a certificate from the Trusted Authorities database:

1
2
3

4

Select the certificate you want to copy out of your database.
Click the Export button.

Select the folder you want to copy the certificate to and enter the name you want to save
the certificate file as.

Click OK.

Removing a Certificate

To remove a certificate:

1
2
3

Select the certificate to be removed.
Click Remove.

A warning appears advising you to export the certificate before you remove it. Remov-
ing the certificate deletes the certificate file.

Click OK to remove the certificate.
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Using the Log Analyzer

Chapter
This chapter describesthe WS_FTP Server Log Analyzer and how

to useit. 1 1

What is the Log Analyzer?

The WS _FTP Server Log Analyzer parses specified logs created
by WS FTP Server to provide a comprehensive analysis of
transfer data. This breakdown is presented on the Tabsin the Log
Analyzer dialog, where it is broken down to show specific types of
information.

& WS5_FTP Server

[ 5] [z o] | oot
o
ezl

| Times | Users | Summany| Stats]

Thefollowing, isalist of items on thisdialog:

e Sart Date. This sets the beginning of the range of dates you
want to retrieve logs for.

« End Date. Thisisthe end of the range of dates you want to In this Chapter
retrieve logs for.

e Logsavedir. Enter the full path of the local directory where
you want to save theretrieved log files.

« Deleteremotelog files after transfer. Select this option to
have the files deleted from the server once they are retrieved.

e ParselLogs. Click this button to start the parsing/analyzing
process.
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e Export Logs. Click this button to convert the retrieved logs to W3C Extended L og for-
mat.

e Cancel. Click this button to cancel the current operation.

Using the Log Analyzer

To use the Log Analyzer, you must first identify the FTP server that you want to gather logs
from.

Once the server connection has been configured, and the information on the Log Analyzer
dialog has been entered, click the Par se L ogs button to continue. The Log Analyzer will
then make a connection to that server and download the Log found in the specified date
range to the temporary directory identified in the L og save dir directory. From there, it will
analyze the logs and populate the various tabs found on this dialog.

Log Analyzer: Connections Dialog

The Log Analyzer Connections Dialog is used to view, edit, and configure FTP servers that
you want to retrieve log files from.

O Mew

o i~ Connection Properties
El documentation.ipswitch.com "

Hostname Idﬂcumentalinn ipswitch. com
Userid Ilohen

Log directory Iﬂogs—
Part |21
{52580 Configure..

0K I LCancel I Save I Bemove I Help I

To Add a Connection to a Server

Enter the proper information in the following boxes:

Note: For directions on how to create an entry for logs that exist on the local
server, see “Analyzing Logs on aLocal Server” on page 91.

Hostname. Enter the hostname or | P address for the server you want to retrieve the files
from.



Userid. Enter the Userid you will use to log onto the server with. This user must have at
least read permissionsin the folder where the logs are stored.

Passwor d. The password for the user account identified in the Userid box.

Log directory. Enter the complete path to the folder where the logs are stored. Thisisthe
path from the directory the User account logs into. For example, if the user logs into the pub
directory, and the logs are in afolder called logs in the next higher directory, you would
enter ..\logs in this box.

Note: You can create a virtual folder to point to the directory where the logs
are stored, and then identify the path to that folder in the L og Directory box.
For example; If your user logs into the user home directory, and you have
created avirtual directory called logs, and have set the option to have the
virtual folder appear in the user's home directory, you can enter logsin the

L og Directory box.

Port. The port the FTP server uses for connection.
Select the Use SSL option to use SSL when retrieving the logs.

Click the Configure button, after you choose the Use SSL option, to configure the Log
Analyzer to use SSL.

Click the Save button to save the current setting on the selected server. If you are editing the
settings on a server you have already configured, you will be prompted with the Save dialog.

Click OK to close the dialog.

Note: If you are creating additional connections, select New in the
configured connections list before entering the information in the text boxes.

Analyzing Logs on a Local Server

If you want to analyze logs that exist on the local server, you can use a hosthame that begins
with LOCAL.

Thelogs will be copied from the log dir to the save dir instead of connecting and
transferring. No Userid, Password, or Port is necessary for LOCAL host names.

To Remove a Connection

Select the server to be removed.

Click the Remove button to remove the selected server from the configured list.
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Log Analyzer: Tabs

The tabs on the Log Analyzer window show a breakdown of the information found in the
server logs. This section describes each tab and the types of information displayed there.

Log Analyzer: Files Tab

The Files tab breaks down the log by the specific files that have been transferred.
Name. This column shows each file that has been transferred to or from the servers.

Path. This column shows the path of each of the transferred files, either where they were
uploaded to, or downloaded from.

Downloads/Uploads. The total number of times each file has been downloaded or uploaded.

Server name columns. For each server that appears on the Configured list, there will be a
column here showing the total number of times each file has been uploaded to or
downloaded from that server.

Log Analyzer: IP Address Tab
The IP Address tab shows an analysis of each |P address that has downloaded or uploaded
filesin theretrieved logs.
Address. Each IP Address that has made an upload or a download is listed in this column.

Downloads/Uploads. The total number of files that have been downloaded or uploaded by
that IP Address.

Server name columns. For each server that appears on the Configured list, there will be a
column here showing the total number of files each IP Address has uploaded to or
downloaded from that server.

Log Analyzer: Times Tab

The Times tab shows an analysis of the total number of transfersin each 1 hour increment.

Hour. Each hour of the day atransfer has been made will be listed in this column. (08:59:59
will appear in hour 08)

Downloads/Uploads. The total number of files that have been downloaded or uploaded
during that hour.

Server name columns. For each server that appears on the Configured list, there will be a
column here showing the total number of filesthat was uploaded to or downloaded from that
server, during that hour.



Log Analyzer: Users Tab

The Users tab shows an analysis of each user that has downloaded or uploaded filesin the
retrieved logs.

Name. Each user that has made an upload or adownload is listed in this column.

Downloads/Uploads. The total number of files that have been downloaded or uploaded by
that user.

Server name columns. For each server that appears on the Configured list, there will be a
column here showing the total number of files each user has uploaded to or downloaded
from that server.

Log Analyzer: Summary Tab

The Summary tab shows a performance analysis for each of the servers that have been
configured and logs have been retrieved from.

Name. The Name of the server from which the logs have been retrieved.

Avg Rate Bytes/Sec. The average rate of transfer, in bytes per second, on each server shown
inthelog.

Downloads/Uploads. Total number of uploads and downloads on that server shown in the
logs.

Log Analyzer: Status Tab

The Status tab functions like a separate |og window. Once the Parse Logs or Export Logs
have been clicked, thistab will display each step of the process as it takes place.
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Managing Log Files

This chapter describes the log files created by WS_FTP Server,
and how to use them to view information about the server and
server events.

Logging FTP Server Events

You can set WS _FTP Server to write FTP events (such as connect,
change directory, get file, put file) to alog file. If you make a
change to the logging options, you must restart the FTP server.

To set the logging options:

1 Intheleft pandl, select Local System. The Local System menu
appearsin theright panel.

2 Seect Modify Log Settings. The Logging Options dialog
appears.

Server events for all FTP hosts are logged to a file named
FSyyyymmnn.log where yyyy isthe year, mmisthe month, and
nnisthe day. Thislogis created daily in the Log directory.
See “Viewing Log Files’ on page 96 for information

3 Setany of the following options:

Logging Directory. Thisisthe directory where all logs will
be created and stored.

Enable L ogging. Select this option to turn onlogging, clear it
to disable logging for this server. This controls al hosts on
the server.

Enable Debug M essages. Select this option to have WS FTP
Server add more information to the log generated.

In this Chapter
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Use Internal Viewer. When you select alog and click View, it displaysin the default
log viewer. If you want to open the log in a different program, select Use Exter nal
Viewer, then use the Browse button to locate and enter the viewer program.

Log List. All logsin the Logging Directory are listed here. Select the log and click
View to view thelog. Click Remove to delete the selected log.

Viewing Log Files

When you click on alog file in the L ogging Options dialog and then click View, the Log
Viewer appears. You can select to view the log in theintrnal viewer, or choose another
viewer program (see “Logging FTP Server Events’ on page 95.)

The following are menu items found on the internal log viewer:
File
Save As. Allows you to save the log file to another directory.
Print. Prints the open log.
Close. Closes the open log.
Edit
Copy. Copies selected text in the log.
Select All. Sdlects all text in the log.
View
Active. If thelog isfor the current date and local to this server, new entries are added to
the display as they occur.

Color Settings. Allows you to change color codes in the log.

Reading Log Files

This section shows atypical log file and describes the types of entries you will seein alog.
Thelog file can be avaluable tool for managing your FTP server.

Note: You can aso use the Log Analyzer to parse the log files and display the
information in an easier to read format. For more information, see“ Using the Log
Analyzer” on page 90.




When you select the log option, alog file (FSyyyymmnn.log) is created daily in the FTP

Managing Log Files

server directory. Events for all FTP hosts that are running on the server are logged to this
file. The following shows some linesfrom alog file:

0915 12:17: 00 (0000005c) 156.21.50.134: 2040 connected to 156.21.50. 190: 21
0915 12:17: 00 (0000005c) ftpdtest.ipsw tch.com S(0) 156.21.50.134 anon-

guest @inknown | ogon success (Al)

0915 12:18: 11 (0000005c) ntdoctest.lex.ipswitch.com S(0) 156.21.50.134 anon-
guest @inknown | ogoff RO D:0 P:0

0915 12:18: 11 (0000005c) 156.21.50.134 connection cl osed

The primary linesin the log file report a specific server event and use the following format:

Example Description

0915 month (mm) and day (dd)

12:17:00 time of day the event occurred given in
hours (hh), minutes (mm), seconds (ss)

(0000005¢) thread ID

ftp4test.ipswitch.com | name of the FTP host on the server.

S Line type: U=user error; P=protocol error;

N=network error; O=operating system
error; S=success

156.21.50.134

address of the remote system

anon-guest@unkown

user ID of user logged on

Error

Message if error occurs

RECV

the FTP event

The STOR, STOU, APPE, RECV commands append “(nnnn bytes, nnnn ms)” to the end of

the line to indicate how many bytes were received or transmitted and how many

milliseconds it took.

Thelogfileis created daily — you will need to delete old log files to keep the directory from

filling up.
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Highlights of RFC 959

This appendix includes some highlights of RFC 959, “File
Transfer Protocol.” Thisinformation is provided here for those

advanced users who want to know more about how FTP works. It

will also assist those wishing to interpret the messages at the
bottom of the WS_FTP Pro Classic main window or in thelog
window. Topicsincluded here are:

Appendix

* Basics

e FTPCommands

*  FTPReplies (three-digit “error codes”)

For more detailed information, see the RFC itself.

Basics

FTP (File Transfer Protocol) is a specification for how files can be
transferred over the Internet. FTP is aclient-server protocol in
which FTP client software on one system communicates with FTP
server software on another. The communication between the FTP
client and server is an exchange of commands and replies which
are transmitted over a*“control connection” between the two
systems; this control connection follows the Telnet model.

Files are transferred between the client and server over a second
connection, a full duplex connection known as the “ data
connection.” This connection is between the client’s“ data transfer
process’ and the server’s data transfer process (or between two
servers' datatransfer processes).

In this Appendix
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FTP Client FTP Server
Copntrol connection:
Protocol FTP commands and replies Protocol
interpreter | < P interpreter
i Data ata_connection Data File
File -¢P| transfer 4—» transfer | <@ system
system process process

Both the client and the server have a protocol interpreter. The protocol interpreters receive
commands or replies, send commands or replies, and govern the data connection. The
server’s protocol interpreter listens for a connection from a client’s protocol interpreter.

Inan “active” transfer, the FTP server’s data transfer process initiates, or establishes, the
data connection to the FTP client, setting up the parameters for data transfer and storage.

Ina*“passive’ transfer, the server’s data transfer processis placed in a passive state to listen
for, rather than initiate, a connection to the data port. In this case, the FTP client initiates the
data connection.

FTP Commands

The standard commands that an FTP client (such asWS_FTP Pro) issuesto an FTP server
are listed here with a brief explanation that has been adapted from RFC 959. The command
syntax is presented using BNF (Backus-Naur Form) notation where applicable.

FTP commands may be in any order except that a“rename from” command must be
followed by a*“rename to” command and the REST (restart) command must be followed by
the interrupted service command

(eg., STOR or RETR).

ABOR (ABORT)

ABOR <CRLF>
This command tells the server to abort the previous FTP service command and any
associated transfer of data.
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ACCT (ACCOUNT)

ACCT <SP> <account-i nformati on> <CRLF>
The argument field is a Telnet string identifying the user's account. The command is not
necessarily related to the USER command, as some sites may require an account for login
and others only for specific access, such as storing files.

ALLO (ALLOCATE)

ALLO <SP> <deci mal -i nt eger > [ <SP> R <SP> <deci nal -i nt eger >]
<CRLF>
This command is required by some serversto reserve sufficient storage to accommodate the
file to be transferred.

APPE (APPEND) (with create)

APPE <SP> <pat hnane> <CRLF>
This command causes the server’s data transfer process to accept the data transferred and to
store the datain afile at the server site. If the file specified in pathname exists at the server
site, then the datais appended to that file; otherwise the file specified in pathnameis created
at the server site.

CDUP (CHANGE TO PARENT DIRECTORY)

CDUP <CRLF>
Thiscommand is aspecial case of CWD which allowsthe transfer of directory trees between
operating systems having different syntaxes for naming the parent directory.

CWD (CHANGE WORKING DIRECTORY)

CWD <SP> <pat hname> <CRLF>
This command allows the user to work with a different directory or dataset without altering
hislogin or account information.

DELE (DELETE)

DELE <SP> <pat hname> <CRLF>
This command causes the file specified in pathname to be deleted at the server site.

FEAT

FEAT <CRLF>
This command causes the FTP server to list all new FTP features that the server supports
beyond those described in RFC 959. A typical example
reply to the FEAT command might be a multi-line reply of the form:

C  FEAT

S> 211-Extensions supported
S> SIZE

S>  MDTM

S> M_ST si ze*;type*; pernt; create*; nodi fy*;
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S> LANG EN*

S> REST STREAM
S> TVES

S> UTF8

S> 211 end

HELP (HELP)

HELP [ <SP> <string>] <CRLF>
This command causes the server to send a list of supported commands and other helpful
information.

LIST (LIST)

LI ST [ <SP> <pat hnane>] <CRLF>
This command causes alist of file names and file details to be sent from the FTP site to
WS FTP Pro.

MDTM (MODIFICATION TIME)

MDTM <SP> <pat hnanme> <CRLF>
This command can be used to determine when afile in the server NV FS was last modified.

MKD (MAKE DIRECTORY)

MKD <SP> <pat hnane> <CRLF>
This command causes the directory specified in pathname to be created as a directory (if
pathname is absolute) or as a subdirectory of the current working directory (if pathnameis
relative).

MLSD

M_SD [ <SP> <pat hname>] <CRLF>
If WS_FTP Pro detectsthat the server isan ML SD server, this command is sent to the server
instead of the LIST command.

MLST

M.ST [ <SP> <pat hname>] <CRLF>
This command causes the server to provide data about the single object named, whether a
file or directory.

MODE (TRANSFER MODE)
MODE <SP> <npde-code> <CRLF>



The argument isa single Telnet character code specifying the data transfer mode. The
following codes are assigned for transfer modes: S - Stream,
B - Block, C - Compressed. The default transfer mode is Stream.

Note: This “transfer mode” is not equivalent to the “transfer mode’ of the WS _FTP
Pro user interface. The “transfer mode” referred toin
WS_FTP Pro and its documentation is handled by the TY PE command.

NLST (NAME LIST)

NLST [ <SP> <pat hname>] <CRLF>
This command causes alist of file names (with no other information) to be sent from the
FTPsiteto WS FTP Pro.

NOOP (NOOP)

NOOP <CRLF>
This command does not affect any parameters or previously entered commands. It specifies
no action other than that the server send an OK reply.

OPTS (OPTIONS)

OPTS <SP> <par anet er > <CRLF>
This command allows an FTP client to define a parameter that will be used by a subsequent
command.

PASS (PASSWORD)

PASS <SP> <passwor d> <CRLF>
The argument field isa Telnet string specifying the user's password. This command must be
immediately preceded by the user name command, and, for some sites, compl etes the user's
identification for access control.

PASV (PASSIVE)

PASV <CRLF>
This command requests the server’s data transfer processto “listen” on adata port (whichis
not its default data port) and to wait for a connection rather than initiate one upon receipt of
atransfer command. The response to this command includes the host and port address this
server islistening on.

PORT (DATA PORT)

PORT <SP> <host - port> <CRLF>
This specifies an alternate data port. There are defaults for both the client
and server data ports, and under normal circumstances this command and its reply are not
needed.
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PWD (PRINT WORKING DIRECTORY)

PWD <CRLF>
This command causes the name of the current working directory to be returned in the reply.

QUIT (LOGOUT)

QU T <CRLF>
This command terminates a USER and, if file transfer is not in progress,
closes the control connection. If file transfer isin progress, the connection will remain open
for result response and the server will then closeiit.

QUOTE

QUOTE <string> <CRLF>
The QUOTE command lets you enter any standard FTP command. WS_FTP Pro sendsit to
the FTP site, unedited; it is up to you to determine the command syntax depending on the
FTP site you are connected to.

REIN (REINITIALIZE)

REI N <CRLF>
This command terminates a USER, flushing all 1/O and account information, except to allow
any transfer in progress to be completed. A USER command may be expected to follow.

REST (RESTART)

REST <SP> <mar ker > <CRLF>
The argument field represents the server marker at which file transfer isto
be restarted. This command does not cause file transfer but skips over
the file to the specified data checkpoint. This command shall be immediately followed by
the appropriate FTP service command which causes file transfer to resume.

RETR (RETRIEVE)

RETR <SP> <pat hname> <CRLF>
This command causes the server to transfer a copy of the file specified in pathname to the
client. The status and contents of the file at the server site are unaffected.

RMD (REMOVE DIRECTORY)

RVD <SP> <pat hname> <CRLF>
This command causes the directory specified in pathname to be removed as a directory (if
pathname is absolute) or as a subdirectory of the current working directory (if pathnameis
relative).

RNFR (RENAME FROM)
RNFR <SP> <pat hnane> <CRLF>



This command specifies the old pathname of the file which isto be renamed. This command
must be immediately followed by a“rename to” command specifying the new file
pathname.

RNTO (RENAME TO)

RNTO <SP> <pat hnane> <CRLF>
This command specifies the new pathname of the file specified in the immediately
preceding “rename from” command. Together the two commands cause afile to be renamed.

SITE (SI'TE PARAMETERS)

SI TE <SP> <string> <CRLF>
This allows you to enter acommand that is specific to the current FTP site. WS FTP Pro
prefixesyour entry with theword SITE. WS _FTP Pro sendsit to the FTP site, unedited; itis
up to you to determine the command syntax depending on the FTP site you are connected to.

SITE CPWD

SITE CPWD <SP> <string> <CRLF>
Thisisaspecial command you can enter using WS_FTP Pro when the FTP server isa
WS _FTP Server from Ipswitch. It changes the user’s password.

SIZE (SIZE OF FILE)

SI ZE <SP> <pat hnane> <CRLF>
This command is used to obtain the transfer size of afile from the server: that is, the exact
number of octets (8 hit bytes) which would be transmitted over the data connection should
that file be transmitted. This value will change depending on the current STRUcture, MODE
and TYPE of the data.

SMNT (STRUCTURE MOUNT)

SMNT <SP> <pat hnane> <CRLF>
This command allows the user to mount a different file system data structure without
altering hislogin or accounting information.

STAT (STATUS)

STAT [ <SP> <pat hname>] <CRLF>
This command causes a status response to be sent over the control connection in the form of

areply.
STOR (STORE)

STOR <SP> <pat hnane> <CRLF>
This command causes the FTP server to accept the data transferred via the data connection
and to store the data as afile at the FTP server. If the file specified in pathname exists at the
server site, then its contents shall be replaced by the data being transferred. A new fileis
created at the FTP server if the file specified in pathname does not already exist.
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STOU (STORE UNIQUE)

STQU <CRLF>
This command behaves like STOR except that the resultant file isto be created in the current
directory under a name unique to that directory. The “ 250 Transfer Started” response must
include the name generated.

STRU (FILE STRUCTURE)

STRU <SP> <structure-code> <CRLF>
The argument isasingle Telnet character code specifying thefile structure described in RFC
959. The following codes are assigned for structure: F - File (no record structure) R - Record
structure P - Page structure. The default structureis File.

SYST (SYSTEM)

SYST <CRLF>
This command is used to find out the operating system of the server.

TYPE (REPRESENTATION TYPE)

TYPE <SP> <type-code> <CRLF>
The argument specifies the file type. The following codes are assigned:

A = ASCII (text files)

N = Non-print (files that have no vertical format controls such as carriage returns and
line feeds)

T = Telnet format effectors (files that have ASCII or EBCDIC vertical format controls)

E = EBCDIC (files being transferred between systems that use EBCDIC for internal
character representation)

C = Carriage Control (ASA) (filesthat contain ASA [FORTRAN] vertical format
controls)

| = Image (binary files)

L = Local byte size (files that heed to be transferred using specific
non-standard size bytes)

The default representation type is ASCII Non-print.
USER (USER NAME)

USER <SP> <user name> <CRLF>
The argument field is a Telnet string identifying the user. The user identification is that
which is required by the server for accesstoits
file system.



FTP Replies

In the protocol conversation between an FTP client (such asWS FTP Pro) and an FTP
server, at least one server reply is sent to the FTP client in response to an FTP command. A
reply consists of athree-digit code, followed by one line of text, and terminated by the
Telnet end-of-line code.

Positive Preliminary Replies

These types of replies indicate that the requested action was taken and that another reply is
to follow.

110 Restart marker reply.

120 Serviceready in nnn minutes.

125 Data connection already open; transfer starting.
150 File status okay; about to open data connection.

Positive Completion Replies

These type of repliesindicate that the requested action was taken and
that the server is awaiting another command.

200 Command okay.

202 Command not implemented, superfluous at this site.
211 System status, or system help reply.

212 Directory status.

213 File status.

214 Help message on how to use the server or the meaning of a particular non-standard
command. Thisreply is useful only to the human user.

215 NAME system type. Where NAME is an official system name.
220 Serviceready for new user.

221 Service closing control connection. Logged out if appropriate.
225 Data connection open; no transfer in progress.

226 Closing data connection. Requested file action successful
(for example, file transfer or file abort).

227 Entering Passive Mode (h1,h2,h3,h4,p1,p2).
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230 User logged in, proceed.
250 Requested file action okay, compl eted.
257 “PATHNAME” created.

Positive Intermediate Replies

These types of repliesindicate that the requested action was taken and that the server is
awaiting further information to compl ete the request.

331 User name okay, need password.
332 Need account for login.
350 Requested file action pending further information.

Transient Negative Completion Replies

These types of repliesindicate that the command was not accepted; the requested action was
not taken. However, the error is temporary and the action may be requested again.

421 Service not available, closing control connection. This may be areply to any
command if the service knows it must shut down.

425 Can’'t open data connection.

426 Connection closed; transfer aborted.

450 Requested file action not taken. File unavailable (e.g., file busy).
451 Requested action aborted: local error in processing.

452 Requested action not taken. Insufficient storage space in system.

Permanent Negative Completion Replies

These types of repliesindicate that the command was not accepted; the requested action was
not taken. The FTP client is " discouraged” from repeating the same exact request.

500 Syntax error, command unrecognized. This may include errors such as command
line too long.

501 Syntax error in parameters or arguments.
502 Command not implemented.
503 Bad sequence of commands.

504 Command not implemented for that parameter.



530 Not loggedin.
532 Need account for storing files.

550 Requested action not taken. File unavailable; e.g., file not found,
NO access.

551 Requested action aborted: page type unknown.

552 Reguested file action aborted. Exceeded storage allocation for current directory or
dataset.

553 Requested action not taken. File name not allowed.
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